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| ntroduction

Welcome to Red Hat Linux 6.0!

At Red Hat Software, we believe we offer the best Linux distribution on the market. We hope you'll
agree that the time and the money you spent for Red Hat Linux was well spent, indeed.

Recently, Linux has gained quite a bit of attention from the national and international media. What
began as a “hacker's hobby" severa years ago has been embraced as a powerful and economical
computer operating system.

If you count yourself among the many Linux users who are discovering Red Hat Linux for the first
time, this book is for you!

Inside, you'll find valuable tips which will help you get acquainted with your new desktop environment
and with the way your Red Hat Linux system works. You'll be able to learn some basics and you'll find
pointersto places where you can turn for more information.

The Newbie's Guideto Red Hat Linux

Areyou rattled by terms like root and user account? The following is for you!
The second part of the Red Hat Linux Getting Started Guide, this ““newbi€e's guide" will help you gain a
toehold on the basics of your new Linux system -- from creating a new account to working with filesin
anon-graphical environment.
There's nothing wrong with alittle hand-holding -- and that's what you'll find in these remaining
chapters.
Here's agllmpse of what you can find:
Chapter 1. Welcometo Linux -- Learn how to create your own user account to maximize
your system's safety. Y ou'll also find out how to shut down your system, create rescue disks
and more.
Chapter 2: You AreHere-- Learn how to navigate through your system at the shell prompt,
how to combine commands and see how everything fits together.
Chapter 3: Managing Files and Directories -- Here, you'll learn more about the powerful
shell you're using, how to save yourself time and frustration when you're typing in commands
and how to rename, copy, delete and move files and directories.
Chapter 4: What Do | Do Now? -- Looking for pointers to more information about your Red
Hat Linux system? Here, you'll find tips about where you can find plenty of documentation
and help. Y ou can aso learn more about your X Window System and how to work with other
system tasks.

Moreto Come

As Linux evolves, so does the support you'll find for Red Hat Linux. The Red Hat Linux Getting
Started Guide is part of that support -- and evolution. In coming editions, expect to find more essential
information to help you get the utmost from your Red Hat Linux system.

That's also where you comein.

Send in Your Feedback

If you'd like to make suggestions about the Red Hat Linux Getting Started Guide, please mention this
guide'sidentifier:
GSG-6.0-HTML-RHS (04/99)
That way we'll know exactly which version of the guide you have. Y ou can send mail to:
docs@ edhat . com

A Thousand Thanks

This guide is the definition of a group project, since so many provided valuable assistance, from
offering suggestions and sharing knowledge to proofreading.

Thank you to Edward C. Bailey, the documentation department's manager. Ed was there from concept
to ““when the rubber hit the road," offering his expert advice on style and substance.

Thank you aso to Sandra A. Moore, in charge of the Official Red Hat Linux Installation Guide, for her
patience and help in formatting and proofing. And to David Mason, RHAD Labs' technical writer, who
worked like to a demon to put together the GNOME User's Guide.




Red Hat Software's support team -- particularly Stephen Smoogen and Eric Rahn Nolen (""Thor") were
more than generous in offering their time and advice.

And to the engineers, who build the best Linux distribution, abig ““thank you"! It istheir work which
makes Red Hat Linux so worthwhile.

And, of course, thank you to Linus Torvalds and the thousands of Linux developers around the world.
Ultimately, thisistheir operating system -- and it is awonder.

Paul Gallagher



Congratulations!

Asanew Red Hat Linux user, you've successfully installed one of today's most advanced computer
operating systems.

What began in 1991 as a hobby for a young Finnish student named Linus Torvalds has ballooned from
a " hacker's darling" into an important tool for both home and business users.

Just six years ago, there were an estimated 100,000 users. Today, about 12 million users worldwide
depend on Linux to manage finances, use and control Internet services, create artwork and more. That
number is rapidly growing; every day, new users are discovering the power and potential of Linux.
Thisfree, UNIX-like operating system is a multitasking, multi-user environment that has superior
memory management, great security features, and more.

In other words, power and, once you become more comfortable with Linux, ease of use.

AT

Tip: Linux is most frequently pronounced with the short “"i" and the accent on
the first syllable, asin ~"LIH-nucks".

What do you do next? Relax.

In the chapters that follow, we hope to show you the basics of how to get the most out of your new
system. If you're interested, we will also show you the roads to take which can lead you to becoming a
Linux guru.

1.1 A Note About Conventions

At the time you installed your Red Hat Linux system, you were given the option of working entirely in
agraphical environment, such as GNOME, or logging in from console mode, which is non-graphical.
If you're like many new Linux users, you're familiar with graphical environments such as Microsoft
Windows, Apple Macintosh or IBM's OS/2.

Soit'safairly safe bet that you chose to work in a graphical environment when you installed Red Hat
Linux 6.0.

You'l find plenty of opportunities to *“point and click" on applications -- either on your desktop or
from the menu at the bottom of your desktop. But we're going to spend much of our time working from
the ““shell prompt.”

Why? Because at the same time you accomplish tasks, you can learn alittle more about how your Red
Hat Linux system works.

Tip: Unlike a graphical presentation, a " "shell prompt" is the way you can type
commands directly to the ““shell." Y ou need a shell to use Linux, because it's
the tool you use to interact with your operating system. Y ou'll find more
information about your shell in Chapter 3.

o
Figure 1: The GNOME footprint on the panel
There are plenty of ways to get a shell prompt, depending on the kind of graphical environment you're
using, such as GNOME. Depending on the environment chosen, just by right- or left-clicking in a blank
space on your desktop, you'll see areferenceto xt er m
By ““dragging" your cursor over that item you will open a shell prompt window. Other times, you'll
find you can get a shell prompt window through the menu on your desktop.
In addition to xt er m other references which will give you the shell prompt include:

terminal emulator window

GNOME terminal

Color Xterm
WEe'll use GNOME as our example.
To begin, take your cursor to the GNOME footprint on the panel at the bottom of the desktop.
Now, left-click once on the footprint (see Figure 1), and amenu of ““folders' will pop up. These folders
represent categories of various software groups on our system. There are utilities, graphics programs,
Internet applications and much more.




Once the menu pops up, ““drag" the cursor to the Utilities section of the menu by holding down the
mouse button while raising the mouse to the Utilities folder.

Once the cursor is over the folder, a new menu pops up to the right of the Utilities folder.

Here, in thefirst entries of this new submenu, there is a choice of terminal windows: Regul ar
xterm Col or xtermand GNOVE t erm nal (asshownin Figure 2). To get ashell prompt,
position the cursor over the terminal window of your choice, and release the mouse button.

fod Utilities

8 Feqular XTerm

B Color XTerm

& GMOME terminal

£ Simple Calculator

BY Color Browser..
GMOME DiskFree
Font Selectar...
Text File Viewer 5
GMNOME Search Tool .

# Stripchart Plotter
System Info...
User Listing

# System monitor

Figure 2: Shell prompt menusin Utilities

Tip: Of the choicesin the Panel -> Utilities menu, the GNOME terminal
offers the ability to set background color and other preferences most easily.

Now, it's time to take your first steps.
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1.2 The Root of the M atter

When your Red Hat Linux system starts, you'll see an array of messages speeding past you on the
screen. Many of these messages simply tell you what services are starting on your computer.

Tip: Want to read those startup messages more closely? At a shell prompt,
typedmesg | nore. You'll be ableto read the file one screen at atime. To
move forward, pressthe [ Spacebar] ; to quit, press[ q .

Finally, well cometo ““the login prompt” (as shown in Figure 3).
You'l find:

Logi n:
Passwor d:

At this point, some new users can easily fedl rattled, but don't panic. Instead, think back: When you
installed Red Hat Linux 6.0, you were asked for aroot password.




J J Welcome
B

e

Login: root

Fassword: | | e

G-N-O-M-FE
Login Ciptions...

Figure 3: A sample screen of the graphical login prompt
In detail, that is the password you were asked to choose to log in to your root account. When you log in
-- either in the root account or other accounts -- you're introducing yourself to the system. The root
account, unlike all other accounts for your system, has access to everything. Also known asthe
superuser, the root account can control everything the system does.
Go ahead and login; at the Logi n: prompt just type:

r oot
and press[ Ent er] orthe[ Tab] key.

Tip: Case matters. Linux, like UNIX, makes a distinction between uppercase
and lowercase letters. So r oot isnot the same as Root . In fact, asfar as Linux
is concerned, they're two different accounts.

Don't worry about mistakes when you log in; you can dways usethe[ Del et e] key to start over.

When you're asked, type in the password you chose when you installed Red Hat Linux. Y ou won't see
your password on the screen as you type; that's just one of the security features of your Linux system.

Tip: Be sure to type commands exactly as you see them -- spaces, dashes and
al. To Linux, an extra space or letter can make al the difference in the world.
When you're finished typing in your password, press[ Ent er] .
You'll be presented with your new desktop (similar to 4). Once you become more comfortable with

your new operating system and with GNOME, you'll probably be able to fill up that desktop quickly
with applications.
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Figure 4: A sample GNOME desktop

There's plenty of spaceto fill up, not just on your current desktop but on numerous desktops -- four by
default.

Tip: To learn specifics about GNOME, including applications and navigation,
turn to the GNOME User's Guide section of this manual.

But for now, let's just concentrate on your current desktop.

Go ahead and look around. Y ou can begin by double-clicking with the left mouse button on the file
folder called Home Directory on the desktop.

Here, you'll find icons representing the various directories and files on your system.




From the panel on the bottom, left-click once with your mouse, and you can begin to investigate some
of the applications which have been included with your environment.

From here, you can find ways to customize your workspace, search for files, write letters or other
documents, start spreadsheets and more.

But before you get too daring...

While you're logged into the root account, avoid the temptation to make any changesto files or
directories unless you know exactly what you're doing!

Here's why: Whenever the system recognizes you as the root account you're allowed to do just about
anything: change configuration files, make new directories, create and manage accounts for users who
are alowed to use your computer and more.

That kind of power comes with a price, and tinkering around with configuration files, accounts and
directories can easily lead to disaster.

So how are you supposed to operate safely?

By creating a user account, which we'll cover shortly. With a user account, you can work and play with
the assurance that you're not damaging your system.

1.3 How to Quit

When you're finished looking around for the first time, you can log out to quit your session (see Figure
5).

oA System menus

id Applications
i Games

Wod Graphics

@ Internet

o/, Multimedia
i System

o Settings

i Ltilities

\od File Manager
73 Help system
£F Run program...
oA User menus (empty)
Q Red Hat menus

L

B e e e

I

Fanel

[

Lock screen
e Ahout.
e Ahout GRORE. .

=] Log out
Figure 5: Locating the “"Log out" selection
When you log out, you'll be returned to the opening screen you found when your system started.
To log out, just go to the GNOME footprint on the panel, left- click once and click on L og out.
You'll be presented with abox, asking you whether you want to log out. Click once on Yes.
After afew moments, you'll be returned to the log in screen.

Summary: At Login - typer oot At Password - type your r oot passwor d To
quit -- Left-click on the GNOME footprint, then click on L og out, click Yes.




TOC

1.4 From Console M ode

When you were installing Red Hat Linux 6.0, you were given the option of starting from a graphical or
console -- non-graphical -- screen.

If you chose not to automatically start your computer in a graphical environment, you'll find a
somewhat daunting, amost blank screen which will show you something like

Red Hat Linux release 6.0

Kernel 2.2 on an i 686

| ogi n:

You can log in by typing r oot at the Login: prompt. Then, when Passwor d: appears, type the
password you chose at the time you installed Red Hat Linux 6.0.

Tip: Just like the graphical login screen, don't expect to see your password
““echoed" when you type in your password. Making sure that your password
isn't seen isjust one of Linux's many security features.

Now, you'll find a single shell prompt, which will appear similar to:

[root @ocal host root]#

File Settings Help

[root@pinky /rootl# |

Figure 6: A sample shell prompt after your login
Thistells you that you're logged in as root and in the directory called root (as shown in Figure 6).
You can exit at any time simply by typing | ogoff orexit.

Tip: You canaso pressthe[ ctr1] and[ D] keysat the sametimeto return
you to the login prompt.

1.5 X Marksthe Spot

If you installed the X Window System (& so known simply as X) at the time of your Red Hat Linux
installation, you've got a pleasing, graphical environment in which to work.



If you didn't install X at that time, and you wish to use the X Window System, your best bet is to return
to the CD at thistime and re-install Red Hat Linux 6.0. (Sigh...)

Certainly, there are other ways of installing X, but if you're fairly new to Red Hat Linux, and if you're
starting out with a brand new installation, you'll find it takes less time -- and frustration -- to simply
redo the installation.

A Eile  Seftings  Help

K [root@pinky froot]# startxl

| 1
Figure 7: Starting the X Window System from the prompt
If you did install the X Window System -- but didn't choose to start GNOME automatically you're still
ready to go.
At the shell prompt, type:

startx

and the X Window System will begin (refer to Figure 7).

Please Note: You're logged into the system as the root account, also known as superuser. There'sa
reason the root account is known as superuser: In this account, you can make changes to just about
anything. Unless you know what you're doing, you can easily harm your system by mistakenly
changing settings.

Although you may be tempted to modify files or directories, you should resist making any changes
until you've created a user account.

To log out of X, bring your mouse cursor to the GNOME panel, then Ieft-click on the GNOME
footprint. A menu of applications, utilities, games and other programs will pop up.

““Drag" your cursor to theitem labeled L og out (as shown in Figure 5).

Tip: You can ““drag" your cursor by keeping the mouse button depressed with
your finger while moving the cursor to your selected item. Once the cursor is
over the item on the menu, releasing the mouse button will start the program.

Now, a separate window will appear, asking you to confirm your decision to log out.

Click on Yes, and you'll be returned to the console.

Y ou now will be back at your original shell prompt, so if you are done for the day, you should log out
here too.

Whenever you want to start another X session, just type st ar t x from the prompt.



Summary: At the prompt, type st ar t x; to exit -- GNOME panel -> L og out

1.6 A Brand New You

Now, let's create a ™~ user account.”

If you're familiar with MS-DOS or, to alesser extent, Windows 98, you might be alittle befuddled by
the requirement of creating a user account.

After dl, if you can navigate the system and use programs in your root account, you might think that
having two accounts on a single machine is excessive.

Nothing could be further from the truth. Here's why:

Linux isamulti-tasking, multi-user system, which meansiit can safely and securely accommodate
many users at one time, performing plenty of tasks each user requires. But only one account can be root
-- capable of changing the way the operating system works.

Because ““rooting around" can easily lead to havoc, it's important to safeguard against accidents. That's
why just about every Linux user -- even if they're the system administrator -- has their own user
account.

Once you're logged in as root, you have two ways to conveniently add a user to the system: from the
within X and from the shell prompt.

Both methods are quick and painless.

Let's say that the account you want to choose is called “hilly."

From X:

One of the most powerful tools you can use for system administration is Linuxconf. Y ou can use
Linuxconf for adding and manipulating accounts, monitoring system activities and plenty of other
system features.

O | gnome - linuzconf

E UUCP (Unix to uni< copy) |
systems
devices and modems
scheduled tasks

-hAisC

— Information about other host:

— Information about other netw

— Linu<conf network access

B+ Users accounts

E—-Nnrmal

— User accounts

— Group definitions

— Change root password

By Special accounts

—FPFPF accounts

— SLIF accounts via normal 1o

— LUCP accounts

—FPOP accounts (mail only)

B+ Folicies

—Password & account policie

— Available user shells

— Available PPF shells

— Available SLIP shells

F-Fila zwetrme .f'r

-1 | i T

Figure 8: Finding the Users accounts entry in Linuxconf
Completely documenting all the features of this utility would take much more space than we have here.
For amore detailed look at the application's features -- including grester depth on manipulating



accounts -- turn to the *"System Configuration with Linuxconf" chapter in the Red Hat Linux
Installation Guide.

Tip: You can learn more about Linuxconf by visiting the official Linuxconf
website:

http://ww. sol ucorp. qc. ca/l i nuxconf/.

One of the easiest ways to access Linuxconf is from the shell prompt. At the prompt, type:

I i nuxconf

We want to add an account, so let's scroll about athird of the way down the menu in the left panel, to
the entry marked User s accounts. If the entry has a + next to it, go ahead and click on the ™" +".

Now, the menu will expand to show entriesin the User accounts listing (as shown in Figure 8).

The subentries will look like the following:

-Users accounts

|
Nor nal

|
User accounts
|
Group definitions
|
Change root password
L eft-click with your mouse button on the User accounts entry, under Normal.
In the right panel, you'll now see abox of the current user accounts (as shown in Figure 9).

O | gnome-linuxcont X
ESChEdWEd taszks A Users accounts |
hdisc
— Information about other host: You can edit, add, or delete users
— Information about other nets select [add] to add a new definition
— Linu<conf network access
E]%_Users accounts Account |Name |Uid |Grnup

—} Mormal ftp FTF User 14 fip
—User accounts games  games 12 users
— Group definitions gem 4z gdm
— Change root password gopher  gopher 13 gopher

Bl Special accounts I I Fil In
—PPP accounts mail mail & mail
—5LIP accounts wia normal (o NEWS HEWS q HEWS
—UUCF accounts operator operator 11 root
—POP accounts (mail only)

B+ Policies
—FPassword & account policie
— &vailable user shells .
— available PFP shells M M ﬂ
— &vailable SLIP shells

B File systems

&ccess local drive
Access nfs wolume
Temfieors rome filme soeel st Jf

|""-\.I | el

1 I
Figure 9: The Users accountsin Linuxconf

Toward the bottom of the right panel, click on the Add button, between the Quit and Help buttons.
Now, we'll see adialog called User account creation. In here, were going to fill in: Login name; Full
name and group.

Make sure the button is indented next to the statement The account is enabled.

Now, let'stypein alogin name. It should be easy to remember (it's the password that should be
complex, but more about that later...). Then, you can typein your full name.



O | gnome-linuxcont X

BrYEr 1asks & - |
Exported file systems (NFS) |User account creat|0n|

IP aliases for wirtual hosts
JUCF {Unix to unix copy)
systems
devices and modems

You must specify at least the name
and the full name

Base info ‘ Privileges |

scheduled tasks
Misc ™ The account is enabled
[— Information ahout other host: . -
— Information about other netw Login name [willy
L—Linuxconf network. access Full name |Ei|h0 Eagnins
Bl Users accounts
E— MHarmal group (opy | J
I User accounts | || | Supplementary graups |
— Group definitions Hame directaryiopt) |

E}—Ssehcaitzlgzcrcngasgsswnrd Command interpreter(npt)|fbinfbash J
| PPP accounts User ID{apt) |
—SLIP accounts via normal lo
—UUCF accounts

—POP accounts (mail only)
B Policies

—Paszsward & account palicie
L gwailable user shells ’ Accept Cancel| E Tasks ﬂ
— available PFP shells
L— available SLIF shells

—_Fila cuctarme .’f

|'--\.| I ol al

Figure 10: Adding a user in Linuxconf

Tip: Everyone's account belongs to at least one group. Groups are used to
determine file access permissions. Unless you specify a group, the default
group for your user account will be the login name you choose (for example, a
group called billy).

When you're finished, your entries should look like the following:

Login nane......... billy
Full nane.......... Bi | bo Baggi ns
group (opt)........ billy

Now, just click on the button marked Accept.

We're aimost finished. Next, we've got to come up with a password.

Passwords are one of the best methods to safeguard against prying eyes or malicious behavior. If
you've got a secure password, which only you know, you've taken a big step in your system'’s security.
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O | gnome - linuzconf

L Infarmation about other netw |= |Changing password ||
— Linux<conf nehwork access
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Figure 11: Creating a user account's password in Linuxconf

For both your root and user account, your passwords should be unique and easy enough for you to
remember. (Passwords can't protect very well if they're jotted down on a piece of paper and taped to the
monitor!)
What's both unique and easy to remember? Passwords which both numbers and letters. Here's an
example:

Weak passwords: airplane, icecream, california

Better passwords: alrpl8ne, lcec73am, c8Li70r&ia
One more thing: Passwords must be at least six characters -- upper and lowercase letters and/or
numbers -- in length.
Once you decide on a password that you feel comfortable you'll remember, typeit in the box provided.
Y ou won't see the password, except in a series of asterisks (as shown in Figure 11).
Then, click on the Accept button.
You'll be asked to retype the password for verification. Again, you won't see your password as you
typeit.
When you've finished, you'll see the account listed in the accounts panel (see Figure 12 for an
example).
That's all thereistoit.
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Figure 12: The new user account in Linuxconf
For additional security, you should change your passwords every now and then. From your user
account, you can change your password by clicking on the account name, then clicking on the box
marked Passwd at the bottom.

Tip: Now that you've created your user account, you might want to reconsider
whether your root account's password is secure enough. Y ou can change this
password easily, from within Linuxconf, by clicking on the Change r oot
password item.

To learn more about how to modify your account or perform other account procedures, turn to the

System Configuration chapter in the Red Hat Linux Installation Guide.

From the shell prompt:

At the prompt, typeuser add bi | | y. It should look like this:

[root @ ocal host root]# useradd billy
[root @ocal host root]#
(See Figure 13)
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[rootf@pinky /root]# useradd billyll

Figure 13: Adding a user at the shell prompt
Looks like nothing's changed, right? Wrong. Although you've got the same prompt, an entry has
already been made for the new account. Now, it's time to specify a password.
At the prompt, type passwd bi | | y. It should look like this:

[root @ocal host root]# passwd billy

[ root @ocal host root]#

(See Figure 14.)

Remember that the password must be easy to recall and a unique mixture of letters, symbols and/or
numbers.

That'sit.
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[rootBpinky / ti# passwd billy
Hew UNIX password: [

Figure 14: Adding a password at the shell prompt
From now on, whenever you want to add a user, change account information or change account
passwords -- including the root password -- either user add or | i nuxconf will fit the bill. Make
sure you're logged in as the root user, however.

Tip: If you find yourself switching around frequently between the root
account and your user account, it can become confusing to know which
account you're actually logged into. You can aways tell you're in the root
account you see theword [ r oot at the start of the shell prompt or the hash
mark (#) at the end. If you see (for example) [ bi | | y, or the dollar sign ($),
you're working in your user account.

Regardless of the method you choose -- from the shell prompt or from Linuxconf -- your new user

account's ““login directory” will be placed in a subdirectory of /home.

To finish up and try out your new account, log out from your root account.

You'll be taken back to the login screen.
Now, you can log in to your new user account.

Summary: From X -- In aterminal emulation window, type!l i nuxconf .
Scroll to User Accounts-> Normal -> User Accounts. Click on Add. From
the shell prompt -- typeuser add (account nane) ; at the shell prompt again,
type passwd account name. Type and re-type password.

1.7 Shutting Down

Some day, computers will probably be as easy to use as televisions are today (no, we're not there yet...).
Maybe we'll have remote controls to navigate easily between features and to turn off the machine.



At present, though, you can't smply turn off your computer when you're finished. Y ou can always log
out from your account, which will return you to your login screen, but if you want to completely shut
off your machine, you've got a couple more steps to take.

A | =xterm

2:09pm up 3 doys, 3:41, 2 users. load average: 0,23, 0,12, 0,08
50 processes: 48 sleeping, 2 rumning, 0 zombie, 0 stopped
CPU states: 5,9% user, 2.3¥ system, 0,0¥ nice, 92,.6¥ idle
Hem: G3016K av, 570G4K used, 505K free, 32316K shrd. 1684K buff
Swap: F25BK av. 296K used, 72000 free 313X cached

FID LSER PRI MI SIZE RSS SHARE STAT LIB XCPU XMEM  TIME COMMANI
1 : T y b g . C

b 1 4 3

Figure 15: The command “top' shows you running processes
Here's why: Even though you may not be typing, listening to music or browsing with Netscape, your
machineis still working on avariety of processesin the background. (A processis a program which is
being executed. Multiple processes are running al the time on your system.)

Tip: Curious to take a peek? Just go to a shell prompt and typet op. You'll see
the processes that are currently running (see Figure 15). To quit this view, type

(4.

(To learn more about the top command, type nan t op at the shell prompt; to
move forward a screen, press the [ Spacebar] ; to move back a screen, press

[ B] ; to quit, press[ @ . You'll learn more about these *“man pages' later in this
chapter.)

Like afaithful assistant, your Linux system is carrying out tasks silently al the time. Y ou can't just turn
out the lights and lock the door on your assistant. Instead, you've got to give them time to put away
their work and make sure everything'sin its proper place before saying *“good night."

To shutdown or reboot while you're in GNOME, exit from your X session (panel -> L og out). Once
you're at the login screen, left-click on Options, and select Halt or Reboot.

You'll then be asked whether you want to stop or restart your machine. Choose Hal t to shutdown your
machine; chooseRestart to restart, or ~“reboot" your machine.
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rocotlpinky /froot]f# shutdown -r now
E ¥

1 1
Figure 16: The shut down command at the shell prompt
At the shell prompt, you can reboot or halt your system from your root account.
To reboot from the prompt, type:

shutdown -r now
(SeeFigure 16.)
Or, if you want to exit from your system and turn off your machine, type:

shut down -h now

The - r option stands for ““reboot," while the - h option means “"halt." Stating now means that you
want to perform this action immediately.

Please Note: Remember to save your work and exit from any applications which may be running
before you perform a shutdown from the shell prompt, because you could lose work.

If you choose to halt the system, you'll see alist of messages about which services are stopping; then,
you'll see:

The systemis halted
Now everything's put away and it's safe to turn off your computer.

Tip: Try substituting +5 for now; you'll find that you've just commanded your
assistant to put everything away and stop working in five minutes.

Y ou can learn more about the shutdown command by typing:

man shut down
at ashell prompt. You'll be presented with a™“man page,”" which will tell you about this command.
To go forward a screen, pressthe [ Spacebar ] ; to go back a screen, press[ B] ; and to quit, press

[Q.

Summary: To shutdown or reboot from GNOME, from the log in screen, go
to Options -> Halt or Reboot. From the shell prompt: Log in as root, and type
shut down -r now (to reboot) or shut down -h now (to halt).

1.8 Pulling Yourself Up by the Boot

When you're logged in as the root account, you might want to take a few minutes to create a fresh
““boot diskette" or copy the diskette you aready have.



There are a number of reasons you should make a boot diskette: it can help you recover from a system
failure, it can help you test a new kernel you've downloaded and compiled and it can help you share
your computer with more than one operating system.

Tip: You can aways use a copy of the boot diskette to form the first half of a
rescue disk set. You'll need a boot diskette and a rescue diskette to enter
rescue mode. To read more about rescue mode, see later in this chapter.

Y ou were given the opportunity to make a boot disk when you installed Red Hat Linux. If you chose
not to make a boot disk at installation, here's your chance to start from scratch.

For now, we'll make boot disks from the shell prompt while we'rein an X session.

Go to the shell prompt: In GNOME, for example, |eft-click on the GNOME footprint on the panel, go
to Utilitiesin the menu and click on one of the items marked xterm or on the GNOME terminal item.
Now, make sure you're logged in asroot. At the shell prompt, if you see something like
[billy@ocal host billy],forexample, type:

[billy@ocal host billy] su

Password: yourr oot password

[root @ocal host billy]#

Thiswill allow you to change from your regular user account to the root account.

Please Note: when you'rein the root account, you are commander in chief of everything on your
system, so be careful.

Tip: The command su means substitute users, which lets you log into
temporarily log in as another user.

Briefly, we'll find the Linux kernel version; then, we'll use the nkboot di sk command to make a
bootable floppy from the kernel.
Put a standard diskette in the floppy drive.

Tip: In Linux, the floppy driveisreferred to as/ dev/ f dO.
If you've previously used the diskette, remember: Y ou will lose anything that had been on that diskette!
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[rootBpinky billy# cd /lib/modules

|
Figure 17: Changing directoriesto/ | i b/ modul es

Now, at the prompt, type:

cd /1ib/nodul es
(Shown in figure 17.)
Now, type:

I's
The command | s will list the contents of a directory. (Y ou can learn more about thecd and | s
commands in Chapter Z). For now, just type the commands as you see them.)

Here, you can find the kernel version of your Red Hat Linux system. The kernel is the heart of any
Linux system. Y our kernel version will be something similar to:

2.2.x-yy

(there will be several numbers after 2.2, asin 2.2.2-0.1 or 2.2.5-1).

Now that you've found the kernel version, you can tell the mkboot di sk command which kernel to
copy to your floppy. (If you don't tell mkboot di sk whereto copy the kerndl, it will default to
copying to the floppy in /dev/fd0.)

Just type:

nkboot di sk --device /dev/fd0 2.2.5-1
Thenpress[ Enter] .

Tip: If your screen becomes a little crowded with commands and * command
not founds," you can always start with a clean date by typing cl ear at the
prompt.

Y ou're done.

Summary: Asroot, in aterminal window, cd /i b/ nmodul es; choose kernel



number; then type mkboot di sk --devi ce /dev/fd0 kernel . nunber.

To clean the display, typecl ear .

1.9A Good "Man'" IsEasy to Find

Asyou investigate your new system, you're bound to have questions about commands and system
services. One of the easiest ways to find out about how to use many commands or some applicationsis
through the man command.

The word main stands for ““manual”, a series of online *“pages" which can tell you the purpose of many
commands. In a highly condensed format, man pages provide a summary of a command's purpose, the
options available and the syntax which is used to issue the command.

If you count yourself among the ““newbies' to Linux, you might not find man pages as useful as
someone who's more accustomed to their terse delivery of information. But man pages can help steer
you toward the proper way to use commands on your system. Even at this point, you can gain insight
into your system by familiarizing yourself with the man pages. You'll certainly want to know how to
use them eventually.

There are several ways to view the man pages. from GNOME's Help Browser, from an application
called xman or from the shell prompt.

O | Ghome Help Browser x
File  Window Settings  Help

<] [
Index Histary | Bharks

P

=

&

Back |Fonvard Reload

Help

Location: |t|:u::man

Li- |L

Table of Contents
Man Pages

User Commands

Systern Calls
Library Functions
Special Files
File Formats

Games
Mizcellaneous
& dministration
man?

mann

User Commands

Animate Anotherl exwe] Audio
Auto

™

Figure 18: Man pageindex in GNOME's Help Browser
GNOME's Help browser:
To start GNOME's Help Browser, go to Panel Help system. The GNOME Help Browser will start. On
the first page, you'll find links to the man pages and to other helpful documentation.

Tip: Read about how to get more from GNOME in the GNOME User's Guide,
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which you'll find at the official GNOME website: www.gnome.org. For more
information about man pages, take alook at the Finding Documentation
chapter in the Official Red Hat Linux Installation Guide.

From xman:

Depending on your window manager, there will be different ways to access the graphical presentation
of the man pages through the menus. (Window managers literally manage how the windows in your X
session are presented.)

A quick way to start the manual browser, however, isto go to ashell prompt and type:

Xman
which will start the X Window System manual browser. When the menu appears, click on Manual
Page. From here, you'll have anumber of options from which to find a man page: Y ou can
alphabetically display al the man pages on your system; search for them by command or by the section
in which they appear.

To see the scope of help available, bring up your manual browser, then click on Manual Page then,
under Options, click on Display Directory. Here, you'll find the complete list of man pages available
to you.

From the shell prompt:

If you're not in an X session, you can still read the man pages by typing

man pagenane
at the shell prompt. To scroll forward through the document, press[ Space] ; to scroll back, press
[ B] . To quit the document, press[ Q .

File Settings Help

manil} manil}

MAME
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manpath — determine userfn hh path for man pages

SYNOPEIS
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ram you like to display the
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name contains a /f
> that you can do

Figure 19: Reading a man page at the shell prompt
Of course, like any good help system, the man command has its own man page. At the prompt, type

man nman
to display the manual page (as shown in Figure 19).
If you want to print:



Sometimes, just viewing the man page on the screen isn't enough; you may want to have a printed copy
in front of you. Although you could send the page to a printer, because of certain text formatting in the
man pages, you'd likely end up with a document filled with “garbage," symbols which didn't trandate
from your screen to the printer.

Before you print, then, you may have to “strip” the formatting from the page, which you can do with
the col command. (Asyou might guess, there's aman page for col , aso.)

For example, to print a man page for the man, type:

man man | col -b | |pr

In detail, the above command ““sends" the output of the manual page entry through the col filter,
which helps format the output for the printer. Then, the output from col is sent to the printer. Thisis
called piping, and you can learn more about it in Chapter 2.

1.10 What is Rescue M ode?

Rescue mode is aterm used to describe a method of booting a small Linux environment completely
from diskettes.

What follows in this section may help you recover from a problem at some point. A copy of these
instructionsis also availableasr escue. t xt on your Red Hat Linux 6.0 CD-ROM.

As the name implies, rescue mode is there to rescue you from something. In normal operation, your
Red Hat Linux system uses files located on your system'’s hard drive to do everything -- run programs,
store your files, and more.

However, there may be times when you are unable to get Linux running completely enough to access
its files on your system's hard drive. By using rescue mode, it's possible to access the files stored on
your system'’s hard drive, even if you can't actually run Linux from that hard drive.

Normally, you'll need to get into rescue mode for one of two reasons:

Y ou are unable to boot Linux, and you'd like to fix it.

Y ou are having hardware or software problems, and you want to get a few
important files off your system's hard drive.

Let'stake acloser ook at each these scenarios.
Unableto boot Linux

-- Many times this is caused by the installation of another operating system after you've installed Red
Hat Linux. Some other operating systems assume that you have no other operating systems on your
computer, and overwrite the Master Boot Record (or MBR) that originally contained the LILO
bootloader. If LILO is overwritten in this manner, you're out of luck -- unless you can get into rescue
mode.

Har dwar e/softwar e problems

-- There can be as many different situations under this category as there are systems running Linux.
Things like failing hard drives and forgetting to run LILO after building a new kernel are just two
things than can keep you from booting Red Hat Linux. If you can get into rescue mode, you might be
able to resolve the problem -- or at least get copies of your most important files.

What do you need to get into rescue mode?

To get into rescue mode, you'll need arescue disk set. These are two diskettes that contain the files
necessary to boot into rescue mode.

If you elected to make a boot diskette while you were installing Red Hat Linux, you're halfway there!
Thefirst diskette in arescue disk set is this boot diskette.

Now on to the second diskette...

The second diskette is called the rescue diskette. It is produced by writing an image file onto a diskette.
Theimagefileiscaledr escue. i ng, and islocated in the images directory on the first Red Hat
Linux CD-ROM.

To gain accessto thisfile, you'll first need to mount your Red Hat Linux CD-ROM.

Start by inserting the CD-ROM in your system's CD-ROM drive. Y ou'll need to do thiswhile logged in
asroot.

Type the following command:




nkdir /mmt/cdrom
Now, type:

nmount /dev/cdrom/mt/cdrom

Y ou may get an error message from the first command saying that the file exists. That's fine; we just
want to make sure that thereisa/ rmt / cdr omdirectory on your system. The second command
should issue an informational message that / dev/ cdr omis being mounted read-only.

Please Note: Some systems may not recognize/ dev/ cdr om If thisis your case, you'll have to
replace/ dev/ cdr omin the command with the appropriate device name for your CD-ROM.

Next, issue the following command (again, while logged in as root):

cd /mt/ cdronii nages
then type:

I's

to list the contents of the images directory.

You should see afilenamed r escue. i ng. Thisisthe rescue diskette image file. Next, put a diskette
inyour first diskette drive, and enter the following command:

dd if=rescue.ing of=/dev/fd0 bs=1440k

Y our system's diskette drive should start writing to the diskette. After aminute or so, the dd command
will complete, and you'll get your shell prompt back.

Wait for your diskette drive's access light to go out, and that's it!

Y ou now have arescue disk set. Label this diskette something like ““Red Hat Linux 6.0 rescue diskette"
and store it someplace safe.

Let's hope you never haveto useit.

If you should ever need to use rescue mode, here's how.

Boot your system with the boot diskette in the first diskette drive. Atthe LI LO Boot : prompt, enter
theword r escue. You will see the usua kernel messages asthe Linux kernel starts up.

Eventually, it will ask you to insert the next diskette, and press[ Ent er ] . Remove the boot diskette,
insert the rescue diskette, and press[ Ent er] .

The rescue diskette will be read into memory. After aminute or so, you should see the shell prompt.
That'sit -- you're in rescue mode!

Now what?

When it comes to rescue mode, that's a bit like asking, ~“how long is a piece of string?' What you
require depends a great deal on what your system's problem is, your level of Linux expertise, and
several variables we haven't even thought of yet. So we can't give you explicit instructions.

But we can tell you what programs you have access to while in rescue mode.

Here'sthelist:

badbl ocks bash bzi p2
cat chnod chr oot
cp cpi o dd
e2f sck f di sk grep
gunzi p gzip head
ifconfig init In

I's | smod nkdi r
nke2f s nknod nount
nt nv open
pi co pi ng ps
restore rm route
rpm sed sh
swapof f swapon sync
tac tail tar
traceroute unmount Vi

vim

You're likely to be unfamiliar with most, if not al of these commands. However, the commands do
have man pages. Once you begin to feel more comfortable with commands, you should consider



familiarizing yourself them through the man pages. (Y ou may not have that luxury if you have to use
these commands...)

Y ou've worked with some pretty useful commands for your Red Hat Linux system so far. Y ou may not
have known much about where those files were in the directory, however.

For more information about the Linux filesystem, including navigation and working with other useful
commands to help you understand your system, turn to the next chapter.
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2You AreHere

Let's say you want to buy a pair of sneakers at a nearby shopping mall. Y ou may not be familiar with
the mall, but that shouldn't be a problem.

Why not? Because of the maps, which you can usually find near all the major entrances to the mall.
The same can be said for your Red Hat Linux system: Navigation's easy once you know where you're

going.
Tip: Make sure you've logged into your user account! Remember that unless
you like to live on the wild - and dangerous - side, using aroot account for all
your activities is toying with disaster. If you haven't created your user account
yet, turn to Chapter 1 and do it now. Really... no kidding...

2.1 Finding Y our salf With pw

Sooner or later (probably sooner), when you start looking through directories, you're bound to ask,
“Where the heck am |?" And you won't be speaking philosophically.
DOS can answer that question just by showing you at the prompt like:

C. GAMES\ Quake\ | D1>
Your Linux system, by default, just shows your current directory.

File Settings Help

[billyfpinky billy]$ pwd
Shome/billy
[billyfpinky billy]1s |}

1 1
Figure 20: The command pwd shows you where you are

Try this: open an xt er mwindow. You'll see something like:

[billy@ocal host billy]
Now type:

pwd
What do you see? Something like

[ hore/ billy



The command pwd stands for print working directory. When you typed pwd, you were asking your
Linux system, ““where am 1?" Y our system responded by ~“printing" the directory you're in to the
monitor (as shown in Figure 20).

Seems easy, right? It ought to be; you'll be using pwd plenty as you look around. (Even Linux gurus
depend on this little command.)

2.2 Getting From Hereto There: «d

Whenever you want to change directories, all you've got to do istype:

cd
Go ahead, try it. In an xterm window, type:

cd

That didn't do much, did it? That's because you didn't tell your system where you wanted to go.
Whether you're going to astore in amall or to visit relatives across the country, you've got to know
how to get from one point to another. That is, you'll need to know the path to follow.

Aswith anything in life, the path -- or, pathname -- is basically the set of directions that takes you from
one point to another. In the case of your Linux system (and in the DOS/Windows world, as well), you
state a path to take you from one directory or file to another.

Let'stry it again. Open an xt er mwindow. Find yourself first with the pwd command. When you type
your commands, your window will look like:

[billy@ocal host billy] pwd

[ hore/ billy

[billy@ocal host billy]

Now that you see where you are, you can start to give your system the path to follow.
Well, almost...

Try typing:

cd hone

What happened? Y ou know there's a directory called horre, and you typed in the path. So what does
this “"no such file or directory" mean?

It means your path isincomplete.

Try typing:

cd /hone
Now you've successfully changed directories and moved from your login directory into the
subdirectory called horre.
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[billy@pinky billy]$ cd fete/¥ll
[billyfpinky 21113 |

1 1
Figure 21 Absolute pathnames state out the full path

The difference, of course, was adding the forward slash.

Let'stake a second to look at the reason adding a slash made all the difference.

When you saw you werein/ hone/ bi | | y, you were looking at the full path -- or the absolute path
from the root directory. Y ou can think of the bi | | y directory as being located two directories “down"
from the root, which is the topmost level of your system.

So when you typed:

cd / hone

you were actually saying “"go to the root directory, then go to the directory called home, which is one
directory below the root." Y ou specified an absolute path to get to the hone directory (see, for
example, Figure 21).

Now, if you type:

cd /
you'll end up with a prompt that looks like:

[billy@ocal host /]

That single forward slash means you're at the root. When you're at the root, you can't go any higher on
your system (the same is true in DOS/Windows).

To get back to your login directory from the root directory by using the absolute path, just type:

cd /hone/billy

Y ou're home.

Using the absolute path is just one way to move around. Another method of getting from one point to
another is by using the relative path (asin Figure 1).

Let'sgo back tother oot directory:

cd /
Now, let's move back to your login directory using relative pathnames:

cd hore/billy

Notice that the/ is missing? That's because the root directory is the parent of the horre directory,
which means that the horre directory is one step down from the root directory. Since horre isthe
parent of the directory called bi | | y, these two directories are separated with a/ .

If you'rein your login directory, you can move up one directory, to home, just by typing:
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cd ..
The relative path describes the directory you want to cd to in terms which are relative to your current
directory.
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[billyfpinky billy]1$ cd ..
[billy@pinky /home]$ cd ..
[billy@pinky /15 [}

1 1
Figure 22: Relative pathnames are “relative' to your current position

When you typed cd . ., you were saying ~ go up one directory." The next directory up, from your
login directory, was hone.

Tip: When speaking of directories which hold other directories, you can refer
to them as parent directories. In our case, horre is the parent directory of
billy.

Using two dots (..) when you cd is the same as stating you want to go to the parent of your current
working directory. Try using asingle dot. Type:

cd .

What happened? Not much. That's because using asingle dot (.) is the same as specifying your current
working directory.

The differences between absolute and relative paths can sometimes be pretty striking.

Getting back to our shopping mall analogy, if you were to give directions by using an absolute path,
you might say something like:

““Get your car keys. Get in the car. Start the car. Pull out of the driveway. Drive to the corner..."
...And so on, until you're finally standing inside your favorite shoe store in the shopping mall.
When you're using arelative path, you're saying something like:

“*The store's a couple miles from here, in the shopping mall."

That's quite an exaggeration, but you get the idea: Aslong as you know where you want to go in
relation to where you are, you can use relative paths.

Tip: A path isabsolute if the first character isa/ ; otherwise, it'sarelative
path.

You're now in the hone directory, the parent of your login directory. Type:
cd ..

and you'll find yourself at the root directory.
Using relative paths, get yourself back to your login directory by typing:



cd hone/billy

Doesn't look much different from absolute paths, doesit? Notice, though, that there's no forward slash
in front of hone. In essence, you were saying, ~ go one directory down, to home, thengotobi | | y,
in the hone directory."

Tip: Whenever you want to quickly jump back to your login directory just
typecd ~ anywherein the system.

That wasn't much of a demonstration.
Try this: from your login directory, type:

cd ../..letc/ X11

Now, you're in the directory X11, which iswhere you'll find configuration files and directories related
to the X Window System.

Please Note: Y ou can dways type pwd to find out where you are in the directory tree. And you can get
back to your login directory with thecd ~ command.

Take alook at your last cd command. What you were really telling your system was, ““go up to the
parent directory, then up to that directory's parent directory (which isthe root directory), then go to the
et c directory and from there, to the X11 directory."

Using an absolute path would also get you to the X11 quickly. Type:

cd /etc/ X11
and you're there.

Tip: Always make sure you know which working directory you're in before
you state the relative path to the directory or file you want to get to. You don't
have to worry about your position in the filesystem, though, when you state
the absolute path to another directory or file.

Now that you're starting to get the hang of changing directories, see what happens when you change to
root's login directory.

cd /root

Oops... You're not logged in as root, so you're “"denied permission” to access that directory.
Denying access to the root and other users accounts (or login directories) is one way your Linux
system prevents accidental or malicious tampering. You'll find out more about file *“ownership" and
permissions later in this chapter.

Really want to change to the root login? Then you've got to use the su command. Type this series of
commands:

[billy@ocal host billy] su root

Password: (your root password)

[root @ocal host billy]# cd /root

[root @ocal host /root]#

As soon as you give the root password, you'll see the changes in your command prompt to show your
new, superuser status: ther oot account designation at the front of the prompt and # at the end (as
shown in Figure 23).
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[billyfpinky billy]% =u root
rord s
fpinky billy]# cd froot
[root@pinky /rootl# |

1 1
Figure 23: Becoming root

Now, when you cd to root's login directory, you'll be granted access.
When you're done being root, just type exi t at the prompt.

[root @ocal host /root]# exit

exi t

[billy@ocal host billy]
Summary: To change directories using absolute pathnames, type
cd/ di rect ory/ di rect ory; to change directories using relative pathnames,
typecd directory to move one directory below, cd directory/directory
to move two directories below, etc.; to jump from anywhere on the filesystem
to your login directory, type cd ~ ; to change to the parent of the directory
yourein, typecd .. Use. torefer to your current directory.

2.3 Looking Around With s

Now that you know how to move around, it's time to take alook at what's in the directories.
But first, let's make sure you've got something you can look for in your login directory before we go
any further.

Y ou can start by creating an empty file. To do so, you can use a utility called t ouch at the shell
prompt. Try it; type:

touch foo. bar
Now, in your login directory, you've got an empty file caled f oo. bar . You'll seeit in acouple
minutes.

Let's also create a new directory, using the mkdi r command. At the prompt, type:

nmkdir tigger
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Now, you've created a directory called t i gger inyour login directory. From root, your hew
directory's absol ute pathname would be / horre/ your | ogi n/ ti gger, and your directory isthe
parent of t i gger . (You can learn more about creating -- and removing -- files and directoriesin
Chapter 3.)

Now, you're ready to go.

In the DOS world, using the di r command will display the contents of a directory.

The same can be said of Linux -- with some notable exceptions.

In Linux, di r won't fully display the contents of directories, and doesn't have the power or flexibility
of thelist command -- | s.

In your login directory, for example, type:

dir
Now, in the same xterm window, type:

I's
L ooks the same (see Figure 24). Y ou see, among other contents, your new file, f 0o. bar and the new
directory, t i gger.
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billy]s dir
[=h iy
[billy®pink

foo.bar tigge
[billy@pinky b

1
Figure24: Thedi r and| s commands seem similar

But here the similarities end. Where di r shows you the contents of your directory, it doesn't actually
show you everything. Even using thel s command, by itself, won't show you al the filesin your
directory. To see everything, you've got to call upon an option or two.

For example, in the same window that you'd used to typethedi r and | s commands, how type:

s -a

Quite a difference. When you added the - a option, you were specifying that you wanted to list all the
filesin the directory (see Figure 25).

In fact, there are a multitude of options available with the | s command.

Tip: If you want to see all the options of thel s command, you can read the
man page by typing man | s at ashell prompt. If you want to print the man
page, typeman Is | col -b | |pr at theprompt.

Why so many options? Because they can help you sort information according to your needs. For
example, you can specify how files are displayed, see their permissions and much more.
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[billy@pinky billy]$ ls

. -baszh hizto -bashrc
.xdefaults pash_profile
[billyfpinky billy1s |}

Figure 25: The Is command with the -a option

Whenyoutyped | s - a, you probably noticed the files that begin with dots. These are called hidden
files or, appropriately enough, dot files.

Hidden files are mostly configuration files which set preferences in programs, window managers, shells
and more. The reason they're “"hidden" is to help prevent any accidental tampering by the user.
Whenever afilename starts with adot (.), it'sahidden file, and | s won't list it.

Viewing al the files can give you plenty of detail, but there's more you can uncover, smply by adding
more than one option.

If we want to see the size of afile or directory, when it was created and more, we can just add the
“long" option (-1 )toour| s - a command.

Try it. Type:

s -al

There's quite a bit more detail now. Y ou can see the file creation date, its Size, ownership, permissions
and more.

Y ou don't have to be in the directory whose contents you want to view, either.

Let'sseewhat'sinthe/ et ¢ directory by typing:

Is -al /etc
Here, you'll get plenty of information about the contents of the/ et ¢ directory.

If you want to add color to your listing, just include the - - col or option.

Is -al --color /etc

To some, adding - - col or does more than add a splash of color; it gives a clue about the types of files
in adirectory. For example, directories might all be aroyal blue, program files would be green, and so
on.

If you like what you see, here's how you can display thelisting in color all the time. Briefly, well be
adding onelineto the . bashr c filein our login directory.

The. bashr c fileisused by your shell when you login (an example . bashr ¢ fileis shown in Figure
26).

Now before we go any further...
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# .bashrc

Figure 26: The .bashrc file
Remember that any changes you make to configuration files can cause you aworld of grief if you've
made a mistake and you don't have a backup copy of that file.
To make a backup copy, make sure you're in your login directory and in an xt er mwindow, type:

cd

to get to your login directory. Then copy the . bashr ¢ file, keeping it in the same directory, but with a
namelike. bashr c2.

cp . bashrc .bashrc2

When you type the above command, what you're saying is, ~“make a copy of the . bashr ¢ fileand
name that copy . bashr c2."

Now, you have a backup copy of the unmodified . bashr c filein your login directory. If you make a
mistake or have trouble, you can replace your . bashr c file by typing:

cp . bashrc2 .bashrc

at the shell prompt.

If you need to type this command, you'll be saying, ““make a copy of thefile. bashr c2 and name that
copy . bashr c." The copy command here will overwrite the original . bashr ¢ file-- and you'll still
keep a copy of the original (and untouched) . bashr c¢ file with the name of . bashr c2.

Now that we're prepared, we'll open .bashrc with Pico, a simplified text editor. (A text editor isautility
program that can create or modify files.) From an xt er mwindow, type:

pi co . bashrc
Y ou should see something like this:

# . bashrc

# User specific aliases and functions

# Source gl obal definitions
if [ -f /etc/bashrc ]; then
[ etc/ bashrc




fi

It's a pretty short file. Those hash marks (#) are comments. Any text after them isignored by the shell,
but they are put there to help guide anyone who's editing or modifying files.

Bring your cursor under theline#User specific aliases and functi ons andtype

alias Is="Is -al --color"
So the full file ought to look something like this:

# . bashrc

# User specific aliases and functions

alias Is="Is -al --color"

# Source gl obal definitions
if [ -f /etc/bashrc ]; then
[ etc/ bashrc

fi
See Figure 27 for an examplein Pico.
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& UW BICO(tm) 3.4 File: .bashrc Mod:

shrc ]1; then

e Sot Help @8 Writeout Fead Filejd Prev Fg @Y Cub Text M Cur Fo
P Exit if| Justify @0 Where is j§§ Wext Pg Y Uncut Texjgy To Spe

Figure 27: Adding an aliasfor thel s command to the. bashr c file
Double-check for any typos then, when you're satisfied with the changes, exit by pressingthe[ Ct r | ]
and [ X] keys. You'll see, at the bottom of your editor screen, a message reading:

Save nodified buffer (ANSWERI NG "No" W LL DESTROY CHANGES) ?
Press[ Y] for “yes." Now, another message will appear at the bottom:

File Nane to wite: .bashrc
Simply pressing [ Ent er ] will save your changesto your . bashr c file.



Y ou won't be able to see your changes take effect until you close your xterm window and open anew
xterm. Once you do that, you'll see your modifications take effect.

Here'sashort list of some popular optionswith | s. Remember, you can view the full list by reading
thel s man page (man | s).
- -a--dl. Listsall thefilesin the directory, including the hidden files (. f i | enane). The..
and . at the top of your list refer to the parent directory and the current directory, respectively.
-I -- long. Lists details about contents, including permissions (modes), owner, group, size,
creation date, whether the fileis linked to somewhere else on the system and whereitslink
points.
-F -- file type. Adds a symbol to the end of each listing. These symbolsinclude/ to indicate a
directory; @to indicate a symbolic link to another file; * to indicate an executable file.
-r -- reverse. Lists the contents of the directory from back to front.
-R -- recursive. This recursive option lists the contents of all directories (below the current
directory) recursively.
-S -- size. Sortsfiles by their size.
A I|ttle later in this chapter, when we introduce you to pipes and 1/O redirection, you'll discover that
there are other ways to view the contents of a directory.

Summary: To see the contents of a directory, typel s at a shell prompt;
typing | s -a will display all the contents of adirectory; typingls -a --
col or will display all the contents categorized by color.

2.4 A Larger Pictureof the Filesystem

Every operating system has a method of storing its files and directories so that it can keep track of
additions, modifications and other changes.

In Linux, every fileis stored on the system with a unique name, in directories which can also hold other
filesand directories -- or, subdirectories.

Y ou might think of the system as a tree-like structure, in which directories ““branch off." Those
directories may contain -- or be the ““parent” of -- other directories which may hold files or directories
of their own.

There wouldn't be a tree without aroot, and the same is true for the Linux filesystem. No matter how
far away the branches, everything is connected to the root, which is represented as a single forward
dash (/).

It might seem confusing to have several referencesto “"root" - the root account, the root account's login
directory and the root directory (/ ), but think of it thisway: The root login, who is the system
administrator, isjust asimportant to keeping things together in the system as the system's root (/).

Tip: Even though there are other Linux distributions, your Red Hat Linux
system islikely to be compatible with them. The reason is because of the
Filesystem Hierarchy Standard (also known as FHS). These guidelines help to
standardize the way system programs and files are stored on all Linux
systems. Y ou can read more about the FHS at its website:

htt p: //ww. pat hname. cont f hs/

Aslong aswe're logged into our user account -- which will help prevent disastrous mistakes -- let's take
alook around.

The first stop on this tour ought to be the root directory, which will give us alarger picture of where
things are.

At the shell prompt, then, let's type:

cd /
Well see a prompt which looks like:




[billy@ocal host /]
Now, let's see which directories “branch off" root by typing:

I's
Doesn't ook like much, doesit? Well, it'salittle like viewing the tip of an iceberg. These are the parent
directories of other directories, in which there may be other directories... and so on.
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[billy@pinky billy]$ cd /
[billy@pinky /1% 1=
bin i misc T I
+found mnt ) usr
opt i

Figure 28: Getting of view of the directories from root
Here are just afew of the directories we're likely to find:

etc lib shin

usr var

There are more, but let'stake alook in the/ et ¢ directory.

[billy@ocal host /] cd etc

[billy@ocal host /etc] Is

Here, among other type of files and directories, well find configuration files, which are files that help
make programs work for our system, store our program and system settings and more.

Among the directoriesin here, you'll see/ et ¢/ X11, which also contains directories and configuration
filesfor the X Window System.

Inthedirectory / et c/ skel , you'll find skeleton user files, which are used to populate newly created
user accounts with standard, commonly used files.

That sounds a little gothic, perhaps, but here's what it means. When we were logged in as root, one of
our first tasks was to create an account for ourselves.

When our user account was created, files were taken from / et ¢/ skel and placed into the new
account. These files helped to ““flesh out" the account (skeleton... flesh... get it?).

Let'slook around alittlein/ usr . From our current locationin/ et ¢/ skel , we can type:

[billy@ocal host /skel] cd /usr

[billy@ocal host /usr] Is

In/ usr, we're going to find a number of directories which hold some of our system's most important
programs, and files (see Figure 29).




File Settings Help

[billyBpinky fusr]$ 1ls
X11RA q abin
bin i adhat-linu= ibhexea: share
dict id8e—-linux-libch slat: arc
doc include 1 tmp
(=] f's info

[billy@pinky fusr]s |

|
Figure 29: Thels command in /usr

In/ usr/ man well find the system manual pages; other documentation which isn't covered by man
pages will be foundin/ usr/ doc.

In/ usr/ X11R6, well find files related to the X Window System, including configuration and
documentation files.

Although we may think of something more literary when we hear the word “libraries," in/ usr/ 1l i b
well find files which are considered libraries for our system. In this context, libraries are files
containing commonly-used snippets of code which can be shared by many programs.

Red Hat Linux uses the RPM (the Red Hat Package M anager) technology of software installation and
upgrades. Using RPM, either from the shell prompt or through GhoRPM, is both a safe and convenient
way to upgrade or install software.

(For more on using GnoRPM, see its chapter in the Red Hat Linux Installation Guide.)

However, once you become more comfortable with your system, there may be times when you'll want
to install software that may not be available in RPM format. To minimize collisions with RPM-
managed files, the best place to put such softwareisin/ usr/ | ocal .

2.5 "Washing'' the Window

After even onel s command in an xt er mwindow, things might start feeling alittle crowded. We can
always exit from the terminal window and open a new one, but here's a quicker way to wipe the date
clean.

Just type:

cl ear

at the shell prompt. The cl ear command does just as advertised: it clears the terminal screen.
Sometimes, you may accidentally open a program file or some other non-text file in aterminal
window. Once you close the file, you could find that the text you're typing doesn't match with the
output on the monitor.

In such cases, you simply have to type:

reset
to return the window to its default values.



Summary: To clear clutter in a console or xt er mwindow typecl ear ; to
return an xt er mwindow to its default display properties, typer eset .

2.6 Us NQg cat

There's a handy utility which can help you keep short lists, gather those lists together and, at the same
time, show you alittle of the power behind your Red Hat Linux system.
The utility is called cat , short for ““concatenate," which means that it strings files together.

But cat can aso perform a quick demonstration of two important terms: standard input and standard
output.

Standard input and standard output direct input and output (often referred to as 1/0) to the user. If a
program reads from standard input, it will, by default be reading from the keyboard. If a program
writes to standard output, by default it will be writing to the screen.

Let'sstart cat to see what this means. At the shell prompt, type:

cat
The cursor moves to a blank line. Now, in that blank line, let's type:

stop at sneaker store
and pressthe[ Ent er] key. Suddenly, your screen looks like:

[billy@ocal host billy] cat
stop by sneaker store
stop by sneaker store
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[billy@pinky billy]s cat
stop by the aneaker store
stop by the sneaker stors

|
Figure 30: cat demonstrates standard input and standard output

To quit cat now, just move the cursor to ablank line by pressing [ Ent er] thenpressthe[ Ctrl ]
and[ D] keysat the sametime.
So it's not too exciting. But cat has just demonstrated the definition of standard input and standard
output. Y our input was read from the keyboard (standard input), and that input was then directed to
your terminal (standard output).
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Summary: Standard input is often text which is entered from the keyboard.
Standard output is the place where information is sent, such as your terminal
(as shown in Figure 30).

2.7 Using Redirection

Now that we have a handle on what standard input and standard output are, it's time to expand alittle.
Redirection means causing the shell to change what it considers standard input or where the standard
output is going.

We used cat before to demonstrate the idea behind standard input and standard output. Now, let's use
cat to see how standard output can be redirected.

To redirect standard output, we'll use the > symbol. Placing > after thecat command (or after any
utility or application that writes to standard output) will direct its output to the filename following the
symbol.

Let'stry it. In an xterm window type:

[billy@ocal host billy] cat > sneakers.txt
buy some sneakers

then go to the coffee shop

t hen buy sone coffee
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t O
then buy =

Figure 31: Redirecting the output to afile
Now press[ Ent er] togotoanempty line, andusethe[ Ctrl] and[ D] keystoquitcat .
Notice the difference (see Figure 31)? For one thing, there are no double entries. That's because the
standard output from cat was redirected. That redirection was to a brand new file you made called
sneakers. t xt.
Y ou can find the file in your login directory (may we suggest using | s if you want to seeit listed?).
You can even use cat to read thefile, by typing:

cat sneakers. txt
at the prompt.

Tip: Be careful when you redirect the output to a file, because you can easily
overwrite an existing file! Make sure the name of the file you're creating
doesn't match the name of a pre-existing file, unless you want to replace it.

Let's use output redirection for another fileand call it horre. t xt .



[billy@ocal host billy] cat > hone.txt

bring the coffee hone

take of f shoes

put on sneakers

make sone coffee

rel ax!

Now, on an empty line, usethe[ Ct r|1 ] and[ D] keysagainto quit cat .
We can check the file again by typing:

cat hone. txt

at the prompt.

Let'susecat againtojoin home. t xt withsneaker s. t xt and redirect the output of both filesto a
brand new filewell call sat ur day (you'll find an examplein Figure 32).

[billy@ocal host billy] cat sneakers.txt hone.txt > saturday
That'sit.
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[billyBpinky billy]1$% cat sneakers.txt home.txt = saturday
[billy#@

then Euy =2
bring the

[billyfpinky billy]1s |}

|
Figure 32: Joining files and redirecting the output

Now it'stime to check our handiwork. Type:

[billy@ocal host billy] cat saturday
and you should see something like this:

[billy @ocal host billy] cat saturday
buy some sneakers

then go to the coffee shop

t hen buy sone coffee

bring the cof fee hone

t ake of f shoes

put on sneakers

make sone cof fee

rel ax!

[billy @ocal host billy]

You can seethat cat hasadded hone. t xt wheresneaker s. t xt left off.

Tip: Creating and combining short fileswith cat can be a convenient



aternative to using atext editor like pi co.

Summary: By using the output redirection symbol (>) you can send the output
to afileinstead of the terminal. The cat utility can be used along with output
redirection to join files together into a single, unified file with one filename.

2.8 Appending Standard Output

There's a neat twist to output redirection which alows you to add new information to the end of an
existing file. Similar to when you used the > symbol, you tell your shell to send the information
somewhere other than standard output.

However, when you use >>, you're adding information, rather than replacing it.

The best explanation is a demonstration, so let's take two files which have aready aready been created
--sneakers. t xt andhone. t xt -- and join them by using the append output symbol. We want to
add the information in horre. t xt to theinformation already in sneaker s. t xt , so we type:

cat hone.txt >> sneakers.txt
Now let's check the file by typing:

cat sneakers.txt

And thereit is -- with the contents of hone. t xt at the end.

What we were saying when we typed that command was, "~ append the output from the file hone. t xt
tothefilesneakers. t xt ."

By appending the output, we've saved ourselves a step or two (and a bit of disk clutter) by using
existing files, rather than creating a new file.

Compare the results of thefilessneaker s. t xt and sat ur day now, and you'll seethat they're
identical. To make your comparison, just type:

cat sneakers.txt; cat saturday

The contents of both fileswill be displayed - first sneaker s. t xt , then sat ur day (asshownin

Figure 33).
Tip: Remember that when you append output, you've got to include the
double greater-than symbols (>>). Otherwise, you'll end up replacing the very
file to which you want to append information!
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. 2aturday

make 2o
relaxl

then go

then buy

bring t

tak

put

make =zome

relaxl

[billyfpinky billy]1s |}

|
Figure 33: Stringing commands and comparing files

(By the way, if you're curious about the use of the semi-colon in that last command, read on. Well
cover that later in this chapter.)

Summary: To append output, use two greater-than symbols (>>). For
example: cat addt hisfile >> tothisfile.

2.9 Redirecting Standard I nput

Not only can you redirect standard output, you can perform the same type of redirection with standard
input.

Here's how it works:

When you use the redirect standard input symbol <, you're telling the shell that you want afileto be
read as input for a command.

We can use afile we've aready created to demonstrate this idea. Just type:

cat < sneakers.txt
Because we used the less-than symbol (<) to separate the cat command from the file, the output of
sneakers. t xt wasread by cat .

2.10 Pipes

No, we're not going to start talking about plumbing here. In Linux, ~“pipes" connect the standard output
of one command to the standard input of another command.

Let'stake a step back, to thel s command. There are plenty of options available with | s, but what if
the contents of a directory stream by too quickly for you to view them?

Let's view the contents of the/ et ¢ directory.

Is -al /etc



How do we take a closer look at the output before it races off the screen?

One answer is to pipe the output to a utility called | ess. Known as apager, | ess, (like nor e) dlows
usto view information one page (or screen) at atime.
We use the vertical bar (] ) to pipe the commands (as shown in Figure 34).

Is -al /etc | less
Now we can view the contents one screen at atime. To move forward a screen, just press| Space] ; to
move back a screen, press[ B] ; to quit, just press[ Q .
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[billy@pinky billy]$ ls -al fete | less

|
Figure 34: Piping the output of | s tothel ess pager

Actually, we've already been using pipes, before we even discussed what they were.
In previous references to man pages, we used the following to print out the man page entry:

man Is | col -b | Ipr
Here, we're sending the output of man | s to afilter called col with an option of - b to help format
the text for the printer, then we sent the output of that to the printer using the | pr command.

Summary: Piping allows you to send the output of one command as the input
of another command. For example: I's -al /etc | nore pipesthe output of
the | s command to the nor e utility for easy viewing.

2.11 Stringing Commands Together

Linux allows you to enter multiple commands at one time. The only requirement is that you separate
the commands with a semicolon.

Want to see how long you've been online using Netscape? Just combine the date command with
Netscape's command.

dat e; netscape; date



Remember that commands are case sensitive, so the command to start Netscape must be in lower-case
to start the browser.
In the xt er mwindow, we'll see something like this:

[billy@ocal host billy] date; netscape; date
Saturday Mar 27 21:26:27 EST 1999
Well see the second date entry when we close out of Netscape. Then, our screen will ook like this:

[billy@ocal host billy] date; netscape; date

Fri Mar 26 13:26:27 EST 1999

Fri Mar 26 14:28:32 EST 1999

[billy@ocal host billy]

And the prompt will return. The discrepancy between the two results from the dat e command shows
that we were using Netscape for just over an hour.

2.12 Ownership and Permissions

Earlier in this chapter, when we tried to cd to root's login directory, we received the following friendly
message:

[billy@ocal host billy] cd /root

bash: /root: Perm ssion denied

[billy@ocal host billy]

That was one demonstration of Linux's security features. Linux, like UNIX, isamulti-user system, and
file permissions are one way the system uses to protect against any type of tampering -- malicious or
accidental.

One way to gain entry when we see we're denied permission isto su to root, as we learned earlier.
That's because whoever knows the root password has complete access.

[billy@ocal host billy] su root

Password: (your root password)

[root @ocal host billy]# cd /root

[root @ocal host /root]#

But switching to superuser isn't dways convenient -- or smart, since it's so easy to mistakenly mess up
important configuration files.

All files and directories are * owned" by the person who created them. We created the file

sneaker s. t xt inour login directory, so sneaker s. t xt ~"belongs" to us.

That means, we can specify who's allowed to read the file, write to the file or, if it were an application
instead of atext file, who can execute thefile.

Reading, writing and executing are the three main settings in permissions.

Since every user on the system is placed into a group when that user is created, then we can also
specify whether certain groups can read, write to, or execute our file.

Let'stake acloser look at sneaker s. t xt with thel s command using the-1 (long) option (see
Figure 35).

[billy@ocal host billy] I's -1 sneakers.txt

STWPWAT-- 1 billy billy 150 Mar 19 08: 08 sneakers.txt

There's quite a bit of detail here. We can see who can read (r ) and write to (w) the file, aswell aswho
created thefile (bi | | y) and to which group the owner belongs (bi | 1 y).

Tip: Remember that, by default, your group was the login name you chose.
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[billy@Epinky billyl% 1= -1

total 1

-r =1 1 billy billy 66 Apr
[billy@pinky billyls |

1 1
Figure 35: Permissions for sneakers.txt

Other information to the right of the group includes the file name, date and time of its creation as well
assize.

How do all those dashes and letters fit together? It's not as hard to read as it might seem. Let'stake a
look:

STW W --
There are 10 dots in this column. Thefirst slot represents the type of file. The remaining nine dots are
actually three sets of permissions for three different categories of users.

Those three sets are: the owner of the file, the group in which the file belongs and ™ others," meaning
users and groups other than owner of thefile (bi | | y) and thosein billy's group (which is aso
billy).

Let's stretch out these file settings a bit:

- (-rw  (-rw) (r--) 1 billy billy
I I I I

type owner group others
The first item, which specifies the file type, can show one of the following:
d -- adirectory
- -- aregular file (rather than directory or link)
| -- asymboalic link to another program or file elsewhere on the system
Beyond the first item, in the following three sets, we'll see one of the following:
r -- filecan beread
w -- file can be written to
x -- file can be executed (if it's a program)
When we see a dash in owner, group or others, it means that particular permission hasn't been granted.
Let'slook again at first column of sneaker s. t xt and identify its permissions. (See Figure 36)

[billy@ocal host billy] I's -1 sneakers.txt
STWPWAT-- 1 billy billy 150 Mar 19 08: 08 sneakers.txt
[billy@ocal host billy]



—T-T—T—— 1 billy billy
[billy@pinky billyls |

Figure 36: A closer view of permissions
Thefile's owner, bi | | y, has permission to read and write to the filg; it's not a program, so billy
doesn't have permission to execute it. The group, bi | | y, has permission to read and write to
sneaker s. t xt, aswell. Similar to the program notation for owner bi | | y, there's no execute
permission for group bi | I y.

In the last set, we can see that those who aren't either the user bi | | y or inthegroup caled bi | | 'y can
read the file, but can't writeto it or executeit.

We can use the chnod command to change afile's permissions.

Let'swork abit more on sneaker s. t xt to change the permissions with the chnod command.

The original file looks like this, with itsinitial permissions settings:

STW WS- - 1 billy billy 150 Mar 19 08: 08 sneakers.txt

Aslong as we're the owner of the file -- or we're logged into the root account -- we can change
permissions in any combination of settings for the owner, group and others.

Right now, the owner (that's us) and our group (whichisbi | | y) can read and write to the file.
Anyone outside of our group -- for example, anyone in the admgroup - can only read thefile(r - - ).

Tip: Remember that file permissions are a security feature. Whenever you

allow everyone to read, write to and execute files, you may be increasing your

risk of tampering. As arule, then, you should shy away from allowing

everyone to read and write to afile.
In this case, however, let's say that we want to allow everyone to write to the file, so they can read it,
write notesin it and save it. That means we'll have to change the change the “"others" section of thefile
permissions.
Since we're the owner of the file, we don't have to su to root to do it. Let's take alook at the file first.
At the shell prompt, type:

I's -1 sneakers.txt
which gives us this file information:

STW WS- - 1 billy billy 150 Mar 19 08: 08 sneakers.txt
Now, type the following:

chnod o+w sneakers. t xt
To check our results, we can list the file's details again. Now, the file looks like this:

ST WA W W 1 billy billy 150 Mar 19 08: 08 sneakers.txt
There's our result: Now, everyone can read and write to the file (Figure 37).
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1 1
Figure 37: Changing permissions for sneaker s. t xt

When we typed o+w, we were saying, = for others, add write permission to thefilesneaker s. t xt ."
If we want to remove all access permission from sneaker s. t xt (even though it's only a sketchy

shopping list), we could use the chnod command to take away both the read and write permissions
like so:

chnod go-rw sneakers. t xt
and the result will look like this:

STW----- - 1 billy billy 150 Mar 19 08: 08 sneakers.txt
By typing go- r w, then, we were saying ~“for the group and others, remove read and write permission
tothefilesneakers. t xt ."
Y ou might think of these settings as a kind of shorthand when you want to change permissions with
chnod, because al you realy have to do is remember afew symbols and letters with the chnod
command.
Here alist of what the shorthand represents:
I dentities

u -- the user who owns thefile (that is, the owner)

g -- the group to which the user belongs

0 -- others (not the owner or the owner's group)

a -- everyone (u, g, and 0)
Permissions

r -- read access

W -- Write access

-+ X -- execute access
Actions
-+ -- addsthe permission

- -- removes the permission
= -- makesiit the only permission
Want to test it out? Let's remove all permission from sneaker s. t xt -- for everyone.

chnod a-rw sneakers. t xt
Now, let's see if we can read thefile:

[billy@ocal host billy] cat sneakers.txt
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cat: sneakers.txt: Perm ssion denied

[billy@ocal host billy]

Guess it worked; even we can't get into the file. But since the file belongs to us, we can aways change
permission to allow us read and write access. (See Figure 38)

[billy@ocal host billy] chnmod u+rw sneakers.t xt
[billy@ocal host billy] cat sneakers.txt
buy sonme sneakers

then go to the coffee shop

t hen buy sone coffee

bring the coffee hone

take off shoes

put on sneakers

nmake sone coffee

rel ax!

[billy@ocal host billy]
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[billyBpinky billy]5 cat
ha+' *nwakﬁrh.fxf' Fermi

Lr1n1 the
take off
put on
make =ome

[Llllfﬁplnky billy1s N

|
Figure 38: Removing, then restoring permissions

Here are some common examples of settings that can be used with chnod:

g+w -- adds write access for the group

0- r wx -- removes al permissions for others

u+x -- allowsthe file owner to execute thefile

a+r w-- allows everyone to read and write to the file

ug+r -- alowsthe owner and group to read thefile

g=r X -- letsthe group only read and execute (not write)
By addl ng the - R option, we can change permissions for entire directory trees.
There's a dight twist, however, because we can't really ~execute" a directory as we would an
application. Instead, when we add or remove execute permission for a directory, we're really allowing
(or denying) permission to search through that directory.
To alow everyone read and write accessto thet i gger directory in our login directory, we just type:

chnod -R atrw tigger



But... If we don't allow others to have execute permission to tigger, it doesn't matter who has read or
write access, because no one will be able to get into the directory -- unless they know the exact
filename they want.

For example, let's type:

chnod a-x tigger
to remove execute accessto all.
Here's what happens now whenwetry tocd tointot i gger:

[billy@ocal host billy] cd tigger
bash: tigger: Perm ssion denied
[billy@ocal host billy]

L et's restore ours and our group's access.

chnod ug+x tigger
Now, if we check our work with| s - dl well seethat only others will be denied access to tigger.

2.13 Fun with Numbersin chmod

Remember when we made a reference to the ““shorthand" method of chmod? Here's ancther way to
change permissions; it may seem alittle complex at first - especialy if math isn't your strong suit.
Let's go back to the original permissions for sneaker s. t xt .

STWPWAT-- 1 billy billy 150 Mar 19 08: 08 sneakers.txt
Each permission setting can be represented by a numerical vaue:

r=4

w=2

x=1

-=0

When these values are added together, the total is used to set specific permissions - more specific than
changing permissions with the alphabetical *“shorthand.”
Insneaker s. t xt, then, here are the numerical permissions settings:

- (-IlrW) (-IlrW) (rl--)
0+4+2 0+4+2 4+0+0

Thetotal for the user is six, the total for the group is six and the total for othersis four. The permissions
setting, then, isread as 664.

If we want to change sneaker s. t xt so those in our group didn't have write access, but could still
read the file (as shown in Figure 39), we'll have to remove the access by subtracting 2 from that set of
numbers.

The numerical values, then, would become six, four and four -- or 644.

So we can type:

chnod 644 sneakers.txt
Let's check our changes by listing thefile(l s -1 sneakers.txt):

STWr--r-- 1 billy billy 150 Mar 19 08: 08 sneakers.txt
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[billy@Epinky bi

] ]
Figure 39: Removing group write permissions

And thereit is; now, neither the group nor others have write permission to sneaker s. t xt . Toreturn
the group's write access for the file, we can just add the value of w (2) to the second set of permissions.

chnod 664 sneakers.txt

Tip: Beware 666 and 777. Biblical implications aside, either of these settings
will allow everyone to read and write to afile or directory. Such settings as
these could allow tampering with sensitive files, so in generd, it's not a good
idea to allow these settings.

Here's alist of some common settings, numerical values and their meanings:

STW- - - (600) -- Only the user has read and write permissions.

-rWr--r1-- (644) -- Only user has read and write permissions; the group and others can
read only.

-TWX------ (700) -- Only the user has read, write and execute permissions.

- T WXT - Xr - X (755) -- The user has read, write and execute permissions; the group and others
can only read and execute.
- ' WX- - X- - X (711) -- The user has read, write and execute permissions; the group and others
can only execute.
-rwrwrw (666) -- Everyone can read and write to the file. Bad idea.
- T WXr Wxr wx (777) -- Everyone can read, write and execute. Another bad idea.

Here are a couple common settings for directories:

dr wx- - - - - - (700) -- Only the user can read, writein this directory.
dr wxr - xr - x (755) -- Everyone can read the directory, but its contents can only be changed
by the user.

Summary: You can change permissions with the chnod command by using
letters or numbers. Type chmod ( per mi ssions) fil e to change permissions
of afileor directory.

Y ou've already come quite adistance in learning about your Red Hat Linux system -- from navigation
to setting and changing permissions.




Now, it'stimeto learn alittle more about managing what you have on your system. The following
chapter wil help you to understand a little more about file types and how to work with a variety of
commands.



3 Managing Filesand Directories

If you're aLinux newbie -- and there are many -- you may feel alittle disoriented when you want to
accomplish your first tasks.

Relax. If you've had any experience with other operating systems, learning Linux is a bit like learning
to drive in anew country: The ideas are the same, but some of the particulars are a bit different.

WEe'l go over several of those ““rules of the road” in this chapter.

But there's one component of your new operating system you just can't do without: the shell. We've
made numerous references to the shell -- asin ““shell prompt,” or “bash."

Now, it'stimeto learn alittle more about this indispensable tool. But first, alittle history...

3.1 Shell Coallecting

In the olden days (we're talking '60s here), when AT& T's Dennis Ritchie and Ken Thompson were
designing UNIX, they wanted to create a way that humans could interact with their new system.
Operating systems at the time did come with “~command interpreters,” which could take commands
from the user and interpret them for the computer to understand.

But Ritchie and Thompson wanted something more, something which could offer better features than
the command interpreters of the day.

Enter the Bourne shell (known simply as sh), created by S.R. Bourne, which fulfilled the goals of
UNIX's creators.

Since the creation of the Bourne shell, other shells have been devel oped, such asthe C shell (csh) and
the Korn shell (ksh).

When the Free Software Foundation sought a royalty-free shell, developers began to work on the
language behind the Bourne shell as well as some of the popular features from other shells available at
thetime.

The result was the Bourne Again Shell -- or bash.

By now, of course, you've probably seen the word bash when you've mistyped commands at the shell
prompt (asinbash: oops: conmand not found).

In Chapter 1, when we covered redirection and piping, we were aso demonstrating the power of bash.

Tip: You can learn more about bash by reading the bash man page. At the
shell prompt, type man bash (or you can save the file as atext file by typing
man bash | col -b > bash. txt, which you can then open to read with an
editor like pi co or apager likel ess. You can aso print the file with man
bash | col -b | Ipr,but bewarned: it'salargefile. If you want more
information, O'Rellly & Associates publishes Learning the bash Shell, by
Cameron Newham and Bill Rosenbl att.

Although your system came with several different shells, bash isthe default shell for Red Hat Linux.
Y ou might think of bash as afleet-footed office assistant who has made a habit of keeping notes on
ways to fulfill commands quickly. This assistant also keeps pointers on how you like to customize the
way you work.

These ““pointers’ bash keeps are referred to as environment variables.

The shell uses an ~"environment" in the same way we use an environment, like a kitchen. We work in
our kitchen, arrange pots, pans, and spices. We know where the dishes are, how things operate.

The same can be said for bash and its environment. There's abasic arrangement to bash asthere
would be to just about any kitchen. For example, we'd expect to see pots in a kitchen in the same way
that we would expect to see certain commandsin bash.

That's the idea behind environment variables.

Aslong as your assistant has the right pointers, helll fulfill your commands quickly.

Let'stake alook at our environment variables. At the shell prompt, type:

env
Quite afew ““shortcuts' bash uses, aren't there?
Each one of these helps bash customize the environment for you.




Among the most important environment variables is the PATH environment variable -- which defines
what is known as the default path.
The PATH environment variable for our account bi | | y might look something like this:

PATH=/ usr/ | ocal / bi n: /usr/ X11R6/ bi n: / usr/ bin:/bin:/usr/X11R6/ bi n: / hone
[billy/bin

It looks crowded, but the PATH statement is a great signpost, which points to where programs can be
found.

Tip: Remember the reference in the previous chapter to the FHS (Filesystem
Hierarchy Standard)? The PATH statement is set according to that standard, and
programs are installed in directories in accordance with the FHS as well. The
end result is that the PATH statement will enable bash to automatically find
nearly any program, assuming it has been installed in accordance with the
FHS.

3.2 Locating Filesand Directories

There will be times when we know afile or directory exists but we won't know where to find it.
Searching for afile or directory can be made much easier with the | ocat e command.

With | ocat e, we'll see every related file or directory which matches our search criterion. Let's say we
want to search for all filesrelated to the f i nger command.

| ocate finger
Thel ocat e command uses a database to check for files and directories which match the string
finger.

Tip: To learn more about | ocat e, read the | ocat e man page by typing nan
| ocat e a ashell prompt.

It's a handy command which works very quickly -- aslong as the database is up to date. That database
isautomatically updated on a nightly basis, from cr on. What'scr on? It'sasmall program that runsin
the background, performing various tasks -- such as updating the | ocat e database -- at regularly
scheduled intervals.

Tip: cron isadaemon. Daemons handle tasks in the background. To read the
cron man page, type man cron at the shell prompt.

So what happens if we:
Have more than one operating system on our machine, and switch between them -- causing us
to halt and restart our Red Hat Linux system;
Shutdown and turn off our machine at the end of the day.
This might mean that cr on never has a chance to update the| ocat e database. No problem. We can
just update the database manually. Let's giveit atry.
First, su to root.
Now, at the shell prompt, type:

/etc/cron. dail y/ updat edb. cron
After afew minutes, thel ocat e database will be current.

3.3 Command History and Tab Completion

It doesn't take long before the thought of typing the same command over and over becomes
unappealing, at best.

Linux users don't fed any differently about that, either. But in Linux, since you can string together
commands at the shell prompt, one minor typo in a couple lines of acommand could mean that all that
typing wasin vain.

So there's a solution: It's called command-line history. By scrolling with the up and down arrow keys,
we can find plenty of our previously typed commands -- including the ones with typos.




Let'stry it by taking alook again at sneaker s. t xt . Thefirst time, however, at the shell prompt,
well type:

cat sneakrs.txt

Oops! Nothing happens, of course, because thereisno sneakr s. t xt file. No problem. Well just use
the up-arrow key to bring back the command, then use the left-arrow key to get to the point where we
missed the "e." Insert the letter and press|[ Ent er] again.

Voilal We now seethe contents of sneaker s. t xt .

The bash shell can store up to 1,000 commands.

Tip: By typing the env command at a shell prompt, we can see the
environment variable that controls the size of the command-line history. The
line which reads, "HISTSIZE=1000" tells us that bash will store 1,000
commands in its history.

The command-line history is actually kept in afile, called . bash_hi st ory in our login directory.
We can read it in a number of ways: by using pi co, cat, | ess, nor e, and others.

Be prepared, though: the file can be pretty long.

Let'sread it with nor e:

nore . bashyistory

To move forward a screen, press|[ Space] ; to move back a screen, press| B] ; to quit, press[ Q .
Another time-saving tool is known as tab completion. If you type part of afile or pathname then hit the
[ Tab] key, bash will present you with either the remaining portion of athe file/path, or a beep. If we
get abeep, we can press[ Tab] againto obtain alist of the files/paths that match what we've typed so
far.

So even if we do turn off the machine at the end of the day, we probably won't have to work too hard in
order to remember the command to update locate's database: The chances are good that the command
will be stored in the command-line history or can be completed with tab completion (as long as we
remember the start of the pathname for the command).

Both tab completion and command-line history can be useful to help you use a command you've
forgotten, as well.

Let'stry tab completion to update locate's database. First, su to root.

Now, at a shell prompt, type the beginning of the path:

[etc/cr
Now, pressthe[ Tab] key and tab completion will complete the pathto/ et ¢/ cr on (and you'll hear
abeep). Press[ Tab] again, and you'll be presented with alist of possible completions:

cron.daily cron.hourly cron.nonthly cron.weekly crontab
So add the . dai | y to the command (or simply typethe . d and press[ Tab] again). Press[ Tab]
again, and the result will be:

| ogrotate tetex.cron t npwat ch updat edb. cron
And there's our updat edb. cr on command. We can simply add it to the end of the path we've got so
far (or just typeu and press[ Tab] yet again) and press[ Ent er] torunupdat edb. cron.

3.4 ldentifying and Working with File Types

If you're new to Linux, it won't take long before you begin seeing files with extensions that may seem
foreign. A file's extension isthe last part of afile's name, after the final dot (in the file

sneakers. t xt, "t xt " was that file's extension).

Here's a brief listing of extensions and their meanings:

3.4.1 Compressed/Archived Files

. Z --acompressed file

.tar --anarchivefile (short for tape archive)
. gz -- acompressed file (gzipped)

.tgz --atarred and gzipped file




3.4.2 File Formats

.txt --aplain ASCII text file

.htm /. htm --anHTML file

. ps -- aPostScript file; formatted for printing

.au --anaudiofile

.wav --anaudiofile

. Xpm -- animagefile

.j pg -- agraphica or imagefile, such as a photo or artwork
.gi f --agraphical orimagefile

. png -- agraphical or imagefile

3.4.3 System Files

. rpm -- aRed Hat Package Manager file

. conf --aconfiguration file

.a --anarchivefile

.l ock --alock" file; determines whether a program isin use

3.4.4 Programming and Scripting Files

. h --aC and C++ program language header file

. ¢ --aC program language source code file

. cpp -- aC++ program language source code file

. 0 -- aprogram object file

. pl --aPerl script

.tcl --aTCL script

- .so --alibrary file

But file extensions are not always used, or used consistently. So what happens when a file doesn't have
an extension, or the file doesn't seem to be what the extension says it's supposed to be?
That'swhen thef i | e command can come in handy.
In 1, we created afile called sat ur day -- without an extension. Using thef i | e command, we can
tell what thefileis by typing:

file saturday
and we'll seeit'satext file. Any file that's designated a text file should be readable using cat , nor e,
orl ess.

Tip: To learn more about thefi | e command, read the fi | e man page by
typing man file.
And speaking of reading files...
There are plenty of ways to read filesin Linux. In the previous chapter, for example, we covered the
pagers nor e and | ess -- they're called pagers because you can ““page” through documents one screen
at atime. We aso learned how we can not only view but manipulate files with the cat command.
But there are even more options when it comes time to take alook at README files, man pages or
documents you've created.
Y ou have a number of tools to help you read text files, among them, the text editors pi co, enacs,
andvi m thepagersnor e and| ess, and theviewershead, t ai | , cat , and gr ep.
Let'stake alook at some of the featuresin these tools.

3.4.4.1 Thel ess Command

In Chapter 1, we were introduced to the pager | ess. Lessisthe pager that's used to display man pages.
Let's view the man page for | ess to seel ess inaction.

man | ess

To move forward a screen, press [ Space] ; to move back a screen, press| B] , and to quit, press[ { .
There are other powerful featuresto | ess, aswell, including the ability to scroll horizontally and
specify the number of linesto scroll.




3.4.4.2 The nore Command

Odd asit may seem, nor e offerslessthan | ess (actually, | ess wasinspired by more).
Let'stake alook at the man page for nor e, but this time, we'll open the page using mor e -- by piping
man's output to nor e.

man nore | nore

It may not look too different at first, but there are fewer enhancementsto nor e thantol ess.
Probably the most striking difference at first is the lack of away to go backwards in a document --
although moving forward by pressing [ Space] and quitting by pressing[ @ are the same.

3.4.4.3 The head Command

You can use the head command if you just want to look at the beginning of afile. The command is:

head <fil ename>
Head can be useful, but because it's limited to the first several lines, you won't know how long the file
actualy is. By default, you can only read the first 10 lines of afile, although we can specify the number
to see more by typing:

head -20 <fil ename>

Read head' s man page (man head) for more information. You'll probably find that | ess or nor e
are more helpful, because you can page through the file if you find that the information you're looking
for is further into the file than you originally thought.

3.4.4.4Thetail Command
Thereverse of head (obvioudly), ist ai | . With (t ai | ), you can review the last 10 lines of afile.
3.4.45Thecat Command

The command cat , short for concatenation, will dump the contents of the entire file on the screen.
Using cat can be handy if the fileisfairly short, such as when we created sneaker s. t xt . Butif a
fileisfairly long, it will easily scroll past you on the screen, since cat displays the wholefile.

3.4.4.6 Thegrep Command

The gr ep command is pretty nifty for finding specific character stringsin afile. Let's say we want to
find every reference we madeto ““coffee” in the file sneaker s. t xt , which we created in our login
directory. We could type:

grep cof fee sneakers.txt
and we would see every line in which the word ™ coffee" could be found.

Tip: Unless otherwise specified, gr ep searches are case sensitive. That means
that searching for Coffeeis different than searching for coffee. So among
grep'soptionsis- i, which allows you to make a case-insensitive search
through afile. Read the gr ep man page for more about this command.

3.4.4.71/0 Redirection and Pipes

And don't forget about using pipes and output redirection when you want to store and/or print
information to read at alater time.

You can, for example, use gr ep to search for particular contents of afile, then have those results either
saved as afile or sent to a printer.

To print the information about referencesto “coffee” in sneaker s. t xt , for example, we just type:

grep coffee sneakers.txt | Ipr

This command behaves similar tothecommand | s -al /etc | nore, whichyou may have used
in Chapter 1 to list the contents of the/ et ¢ directory then send the results through the nor e
command for viewing on the screen.

Tip: Remember the distinction of using > and >>: using > will overwrite afile,




while >> appends the information to afile. Usually, unless you're certain you
want to, it's safer to use >>, because you won't lose potentially valuable
information (though you may have to edit the file if you didn't want to append
information to it).

3.4.4.8 Wildcards and Regular Expressions

What if you forget the name of the file you're looking for? Y ou can't say to your computer, “Find afile
called 'snesk’ or 'sneak-something'."

WEéll, yesyou can, in away. Using wildcards or regular expressions, you can perform actions on afile
or files without knowing the complete filename. Just fill out what you know, then substitute the
remainder with awildcard.

Tip: To read more about wildcards and regular expressions, take alook at the
bash man page (man bash). Remember that you can save thefile to atext file
by typing man bash | col -b > bash.txt. Then, you can open and read the
filewith 1 ess or pi co (pi co bash. t xt). If you want to print the file, be
prepared: It's quite long.

We know the file's called " sneak-something.txt", so just type:

| s sneak*. txt
and there's the name of thefile:

sneakers. t xt
You'll probably use the asterisk (* ) most frequently when you're searching. The asterisk will search out
everything that matches the pattern you're looking for. So even by typing:

I's *.txt
or:

I's sn*

you'd find sneaker s. t xt -- except that as time goes on, there will be more text files, and they'll all
show up because they match the pattern you're searching for.

It helps, then, to narrow your search as much as possible.

One way to narrow the search might be to use the question mark symbol (?). Like the asterisk, using ?
can help locate a file matching a search pattern.

In this case, though, ? is useful for matching a single character -- so if you were searching for
sneaker ?. t xt, youd get sneaker s. t xt asaresult -- and/or sneaker z. t xt , if there were
such afilename.

When an asterisk, for example, just happens to be part of afilename, such as might be the case if the
filesneakers. t xt wascaled sneak*. t xt, that's when regular expressions can come in handy.
Regular expressions are more complex than the straightforward asterisk or question mark.

Using the backslash (\ ), you can specify that you don't want to search out everything by using the
asterisk, but you're instead looking for afile with an asterisk in the name.

If thefileiscaled sneak*. t xt , then, type:

sneak\ *. t xt
Hereisabrief list of wildcards and regular expressions:

* -- Matches all characters

? -- Matches one character in astring (such assneaker ?. t xt)

\ * -- Matchesthe * character

\ ? -- Matches the ? character

\) -- Matchesthe) character
You can aso use wildcards for more than searching: they can come in handy when you want to move
and rename files. And regular expressions can help you rename files with characterslike* and ?in
them.
For more on that, read on.




3.5 Copying, M oving and Renaming Files and
Directories

By now, you've learned alittle about the structure of the filesystem; and you've learned how to create
filesand directories.

But just because you know how to create files and directories doesn't mean that you're stuck with the
changes you've made. What if you want to rename and/or move files and directories?

Let's start with the copy command.

3.5.1 Copying Files

Like so many Linux features, you have avariety of options from which to choose when you want to
manipulate files and directories. Y ou can also use wildcards when you're copying, moving, or deleting
filesand directories.

Basically, the copy command is not much more complex than typing:

cp <source> <destination>
so to copy thefilesneaker s. t xt tothedirectory t i gger inyour login directory, just type:

cp sneakers.txt tigger
Notice that you also used relative pathnames to copy the file. Y ou can use both relative and absolute
pathnames with cp. Our login directory is the parent of the directory t i gger ; meaningthat t i gger
is one directory down from ours.
Read the cp man page (man cp) for afull list of the options available with cp. But among the options
you can use with cp are:
-i -- interactive. Prompts you to confirm if thefile is going to overwrite afilein your
destination. Thisis a handy option because it can help prevent you from making mistakes.
- r -- recursive. Rather than just copying al the files and directories, copies the whole
directory tree, subdirectories and al, to another location.
- f -- force. Copies without prompting you for confirmation that the file should be
overwritten. Unless you're sure you want to force the copy, you probably don't want to make
friends with this option right now.
- v - verbose. Will show the progress of the files being copied.
Just by using cp aone, you won't see much when the command is executed. Using an option, such as -
, can make the process a little more useful, because if you want to copy afile to alocation that already
has afile with the same name, you'll be asked first if you really want to overwrite -- meaning replace --
the file that's already there.

Tip: Remember that among your optionsis - f (force), which can overwrite
files without asking you if you're certain. Make sure, when you use the force
option, that you really want to overwrite afile.

Now that we have thefile sneaker s. t xt intheti gger directory, let'susecp -i to copy thefile
again to the same location.

[billy@ocal host billy] cp -i sneakers.txt tigger

cp. overwite 'tigger/sneakers.txt'?

If we want to overwrite the file that's already there, we can press[ Y] andthen[ Ent er] . If we think
we don't want to overwrite the file, now'sthetimetopress[ N] and[ Enter] .

3.5.2Moving Files

To move files, use the mv command (man nmv), which is similar to the cp command, except that with
nv thefileis physically moved from one place to another, instead of being duplicated, as with cp.
Common options available with mv include:
- i --interactive. Will prompt you if the file you've selected will overwrite an existing filein
the destination directory. Thisis agood option, because likethe - i optionin cp, you'll be
given the chance to make sure you want to replace an existing file.




- f -- force. Overrides the interactive mode and moves without prompting. Unless you know
what you're doing, this option doesn't play nice; be very careful about using it until you
become more comfortable with your system.
- v -- verbose. Shows alist of the files being moved.

If you want to move afile out of your home directory and into another directory, you would type:

nmv sneakers.txt tigger
or,mv sneakers.txt /home/billy /home/billy/tigger usingabsolute pathnames.

3.5.3 Renaming Files

Actually, we've already covered half of renaming, because when you copy or move files, you can also
rename.
To copy thefilesneaker s. t xt from our login directory to our t i gger subdirectory, just type:

Cp sSneakers.txt tigger
To copy and rename that file from sneaker s. t xt topi gl et . t xt, type:

cp sneakers.txt tigger/piglet.txt

To move and rename the file, just substitute mv for cp in the above example.

If youcd toti gger andusel s, you'll seethefilepi gl et . t xt.

If you just want to rename the file and keep its location, just mv in your current directory:

nmv sneakers.txt piglet.txt

3.5.4 Deleting Files and Directories

We talked about creating files with thet ouch command and by using redirection in Chapter 2. And
we created the directory t i gger using nkdi r .

But we haven't discussed how to delete files and directories.

Deleting files and directories with the r mcommand (man r nj is a straightforward process.
Let'stake our new file pi gl et . t xt, and delete it fromthet i gger directory with the r mcommand:

rm piglet.txt

What happens if we didn't really want to get rid of it? Too late! Again, that'swherethe-i (interactive)
option comes in handy, because with it, we have the chance to think about whether we really want to
tossthefile.

[billy@ocal host billy] rm-i piglet.txt

rm renmove 'piglet.txt'?

You can aso delete files using the wildcard * , but be careful, because you can easily delete files you
didn't intend to throw away.

To remove afile using awildcard, you would type:

rmpig*
Y ou can aso remove more than one file in one command, asin:

rmpiglet.txt sneakers.txt

Options for removing files -- and directories -- include:
-i -- interactive. Prompts you to confirm the deletion. Thisis good.
- f -- force. Overrides interactive mode and removes the file(s) without prompting. This might
not be good, unless you know exactly what you're doing.
- v -- verbose. Shows alisting of files as they're being removed.
- r -- recursive. When removing directories, will remove all of the files and the subdirectories
of the specified directory. This can aso get rid of an empty directory.

To remove directories with r m you must specify the - r option.

For example, if you want to recursively remove the directory t i gger you would type:




rm-r tigger
And if you want to combine options, such as forcing a recursive deletion, you can type:

rm-rf tigger

Tip: Be careful! r mis a powerful command, and can delete your entire
system! If you're root and you type the smple commandrm -rf / you're
sunk -- like a snake eating itstail, the command will recursively remove
everything on your system.

The safer alternative to using r mfor removing directoriesisthe r ndi r command. With this
command, you won't be allowed to use recursive deletions, so a directory which hasfilesin it won't be
deleted.

Read ther ndi r man page by typing man r ndi r to find out more about the command.

355TimetoLearn More

So far, you've learned to become familiar with how to create accounts, using passwords, your
filesystem and more.

But what we've covered is just the tip of the iceberg. There are books, websites, and newsgroups
(Linux users are second to none when it comes to helping new users) to help you find out more about
your new system.

Y ou can begin with the next chapter, in which you'll find pointers to other documentation, aswell as
additional post-installation configuration.




4 \What Dol Do Now?

Now that you're becoming a little more familiar with your Red Hat Linux system, you might be
wondering, ~"What do | do now?'

If 0, this chapter is for you. Well start with some basic places you can go to find more documentation
and help from the Linux user community. Then we'll show you how to do some post-installation
configuration so you can set up things just the way you want.

But before we do any of that, let's talk about documentation...

4.2 The X Window System

While there are people that will use the character-cell interface present when you first log in, many
people prefer a graphically-oriented user interface. For Linux systems, the graphical user interface of
choiceisthe X Window System.

In order to run X, you need to have the necessary packages installed. If you selected the *"X Window
System" component to be installed when you originally installed Red Hat Linux, everything should be
ready to go. In that case, please refer to section 4.2.2.

4.2.11f You Haven't Installed X

If you didn't select the "X Window System" component when you installed Red Hat Linux, your Red
Hat Linux system won't have the necessary software installed. While it is possible to manually install
the required packages, you'll probably find it easier to re-do the installation, particularly if you're new
to Linux. Another possibility is to perform an upgrade of the software and select the X Window System
components that you need from the package selection installation process.

4.2.1.1 XFree86 Configuration

There are three methods for configuring XFree86 on your machine;

Xconfi gur at or

xf 86config

by hand
Xconf i gur at or and xf 86conf i g arefunctiona equivalents and should work equally well. If you
are unsure of anything in this process, a good source of additional documentation is:

http://ww. xfree86. org

Xconf i gur at or isafull-screen menu-driven program that walks you through setting up your X
server. xf 86conf i g isaline-oriented program distributed with XFree86. It isn't as easy to use as
Xconfi gur at or, but it isincluded for completeness. If these utilities fail to provide aworking
XF86Conf i g file, you may have an unsupported card or you may need to write the config file by
hand. Usually the former is the case, so check and make sure your card is supported before attempting
to write the config file yourself If your card is not supported by XFree86 you may wish to consider
using acommercia X server. If you have questions about whether or not your video card is supported
you can check out ht t p: / / www. Xf r ee86. or g for information on X Free86.

The X Server

Provided you selected the proper video card at install time, you should have the proper X server
installed. When later running Xconf i gur at or or xf 86conf i g, you need to make sure you select
the same video card or the autoprobe will fail.

If you think you installed the wrong X server for your video card, you will have to install the correct
one before it can be configured. For instance, if the CD ismounted on/ rmt / cdr om and you need to
install the S3 server, enter the following commands:

cd /mt/ cdr om RedHat / RPMVS
rpm-ivh XFree86-S3-3.1.2-1.i386.rpm




In -sf ../../usr/X11R6/ bi n/ XF86s3 /etc/ X11/ X
Thiswill install the S3 server and make the proper symbolic link.

Xconfigurator

To configure the X Window System you must first select your video card. Scroll down the list of
supported cards until you locate the card in your machine. Figure 1 may help you determine the video
server that matches your hardware. If your card is not listed it may not be supported by XFree86. In
this case you can try the last card entry on the list (Unlisted Card) or acommercial X Windows server.
The next step isto select your monitor. If your monitor is not listed you can select one of the generic
monitor entries or ~~Custom"” and enter your own parameters. Custom monitor configuration is
recommended only for those who have a sound understanding of the inner workings of CRT displays.
The average user should probably use one of the generic selections from the list. After selecting a
monitor you need to tell Xconfigurator how much video memory you have. Move the highlight to the
appropriate list entry and then press[ Ent er] or [ F12] to continue. For the next step it is
recommended that you select the default (No Clockchip Setting) entry, but experienced users may want
to select a specific clockchip.

Selecting your Server

If you are unsure what chipset you have, the best way to find out is usualy to look at the card. Figure 1
lists which chipsets and boards require which servers. Pick the one that best matches your hardware.

Ser ver Chipset
8514 IBM 8514/A Boards and true clones
AGX All XGA graphics boards
1128 #9 Imagine 128 (including Series 11) boards
Mach32 |ATI boards using the Mach32 chipset
[Mach64  |ATI boards using the Mach64 chipset
[Mach8  |ATI boards using the Mach8 chipset
{[Mono VGA boards in monochrome
P9000 Diamond Viper (but not the 9100) and Others
S3 #9 Boards, most Diamonds, some Orchids, Others
S3V Boards using the S3 ViRGE (including DX, GX, VX) chipset
SVGA Trident 8900 & 9400, Cirrus Logic, C & T, ET4000, S3 ViRGE, Others
VGA16 |All VGA boards (16 color only)
W32 All ET4000/W32 cards, but not standard ET4000's
Figure 40: XFree86 X Servers

Finishing Up

If later you want to increase your refresh rate for your monitor, you can edit the config file by hand or
you can run Xconf i gur at or again and pick a monitor from our list that more closely matches the
specs of your monitor.

Thefina configuration step consists of selecting the video modes that you want to include in your
XF86Config file. Use the arrow keys to move the cursor up and down the list under each color depth
(8, 16 and 24 bit). Usethe [ Spacebar] to select individua resolutions and the [ Tab] key to move
between color depth fields. When you have selected the video modes you want to use move the cursor
to the "OK" button and press[ Ent er ] , or usethe[ F12] shortcut. An information screen will give
you the most current information on selecting video modes, starting and stopping the X server.

422 1f You've Already Installed X

If you selected the "X Window System" component when you installed Red Hat Linux, but didn't
choose to start X automatically when the system boots, you're all set. All you'll need to do isto get X
running. Asit turns out, there are two ways to do this. Y ou can:

Start X manually after you log in.

Start X automatically whenever the system boots.
Let's start with the manual procedure.



4.2.2.1 Starting X Manually

Red Hat Linux, during the installation, gives you the option of starting X automatically. If you didn't
choose this option, you'll see the character-cell login prompt you saw when you first booted your Red
Hat Linux system.

In order to get X started, you'll first need to log in. Do so (using your non-root account), and then enter
the st ar t x command. The screen should go blank, and (after a short delay) you should see a
graphical desktop with one or more windows. The appearance of the desktop you'll see will vary,
depending on the packages you installed and other variables. (See Chapter 1 for moreinfo.)

4.2.2.2 Starting X Automatically

Please Note: Make sure you verify that your X configuration works properly before making X start
automatically. Failure to do so can make it difficult to log into your Red Hat Linux system. If you
haven't done so aready, review the previous section before continuing.
It is possible to configure your Red Hat Linux system such that X will start automatically whenever the
system is booted. When configured in this manner, xdmwill run, which will present a graphically-
oriented login screen. After logging in, you will have aregular X session running, just asif you had
issued ast ar t x command manually.
Here's a quick overview of how it's done:

Test xdmusingtelinit.

Edit/etc/inittab.

Reboot.
Let'slook at each step in more detail.

TestingxdmUsingt el i ni t

--Thet el i ni t command is used to change your Red Hat Linux system's ““run level." It istherun
level that controls various aspects of system operation, including whether xdmshould be started or not.
Since xdmis started at run level 5, you'll need to issue the command:

/sbin/telinit 5

Please Note: Y ou will need to be logged in asroot in order touset el i ni t . Also note that you
should not be running anything else on your Red Hat Linux system when you change run levels, as any
running programs may be killed by the run level change.

If everything is configured properly, after a short delay you should see an xdmlogin screen. Log in,
verifying that an X desktop appears. Then log out to make sure that xdmreappears. If it does, your
system is configured properly to automatically start X. If there are problems, you can go back to run
level 3usingtelinit (ie ~/sbin/telinit 3"),orbyrebooting.

Editing/etc/inittab

-- Thefile/ et ¢/ i ni t t ab isused to, among other things, determine the system's default run level.
We need to change the default run level from 3 to 5; therefore, welll needto edit/ et ¢/ i ni tt ab.
Using the text editor of your choice, change thislinein/ et ¢/ i ni tt ab:

id:3:initdefaul t:
When you're done, it should look like this:

id:5:initdefault:

Please Note: Make sure you change only the number 3 to be 5! Do not change anything el se,
otherwise your Red Hat Linux system may not boot at al! When you've made the change, exit the
editor, and use this command to review your handiwork:

less /etc/inittab
(Pressthe[ Space] to pagethrough thefile; [ @ will exit.) If everything looks OK, it'stimeto
reboot. Use the shut down command to properly shut down your system, and you're done!

4.2.2.3 Exiting X




When you're done, and you'd like to leave X, select the GNOME foot on the panel bar, choose L og
out and answer Y esto confirm your decision. Y ou will then be logged out of your system.

Please Note: If you're running GNOME as your desktop environment, all programs that were currently
running will be restarted when you log back in.

4.2.2.4 Changing Your Desktop

Y ou can use the Switchdesk feature to change out your desktop environment. Switchdesk will present
a screen which allows you to switch between any desktop environments that you may have installed on
your system. Y ou will then be asked to exit and restart X. Y ou will see your new desktop of choice
after X has restarted.

To use the Switchdesk feature you can type swi t chdesk at the command line of an Xterm. If you
are using GNOME, click on the GNOME foot, choose Run Programs and typeswi t chdesk.

4.2.25 Virtual Consoles and X

Note that even if you're running X, you still have access to the regular character-cell user interface.
That's because Red Hat Linux uses virtual consoles while X is running. To switch to avirtual console,
press[Ctrl]-[A t]-[ Fn],where[ Fn] isany one of thefirst six function keys. When switching
virtual consoles, you should see a standard login prompt; at this point you can login and use the system
normally on any (or all) of the virtual consoles.

When you'd like to go back to your X session, smply press[ Ctrl ] -[ Al t] -[ F7] .

Please Note: Some people remap keys under X; if you do this, be aware that your X keyboard
mappings will only be active when in X. This can be confusing if, for example, you've swapped the
[Crl] and[ Caps Lock] keysunder X, asyou will have to use two different keystrokes to switch
between X and non-X virtual consoles.

4.2.2.6 Handy X-Based Tools

There are severa tools that can make life easier for the new Red Hat Linux user. They perform tasks
that either require root access, or can only be done by memorizing arcane commands. They all require
X to run, so you'll need to get that set up first. These tools are:
User Information Tool -- Makes it easy to update your ““gecos," or basic account
information. Run/ usr/ bi n/ useri nf o to start it.
User Password Tool -- Changing passwords is simple with thistool. It's started by running
[ usr/ bi n/ user passwd
Filesystem Mounting Tool -- Makes mounting and unmounting filesystems simple. Every
user-mountable filesystem must have the user option presentin/ et c/ f st ab (seethe
nount man page for more information on theuser option). Run (1)
[ usr/ bi n/ user nount to start it.
Network Device Tool -- Starting and stopping network interfaces becomes a point-and-click
operation with thistool. Run/ usr/ bi n/ user net to start thistool. Requires that every
interface to be controlled by user net isconfigured to be “"user-controllable." This can be
done by using net cf g, and selecting the interface's Allow any user to (de)activate
inter face checkbox.

4.3 Configuring Your Red Hat Linux System For
Sound

By default, the only sound you'll hear out of your newly installed Red Hat Linux system isthe
ordinary, boring, default beep. If your computer system has sound hardware, chances are you can make
it work under Red Hat Linux. In some cases sucessfully getting sound support to work requires a kernel
rebuild. However, most of the time it's possible to use the modular sound drivers.

4.3.1 Modular Sound Drivers




Red Hat Linux 6.0 includes the standard OSS/Free sound drivers. This makesit possible to load and
unload the various sound drivers without recompiling the kernel or rebooting.

For additional information, please consult the README filesin ther hsound documentation
directory (/ usr/ doc/ r hsound*), and also the filesin the kernel documentation directory

(/ usr/ doc/ ker nel - doc- */ sound).

Thereisamailing list associated with the modular sound drivers (sound- | i st @ edhat . con) . To
subcribe, send mail to sound- | i st -request @ edhat . com with “subscribe” as the subject line.

4.3.1.1 Recognized Sound Cards

At this point, most sound cards should be recognized by the modular sound drivers; however, drivers
for the following sound cards were among the first to be devel oped, and as such, have received the
most testing:
- Sound Blaster 1.0

Sound Blaster 2.0

Sound Blaster Pro

Sound Blaster 16

Sound Blaster 16 PnP

Sound Blaster AWE32/AWE64

4.3.2 Sound Card Configuration Tool

Alsoincluded in Red Hat Linux 6.0 issndconf i g, a screen-oriented utility that can properly
configure modular sound card drivers.
There are afew things that you should know about sndconfi g:

Plug and Play Aware -- sndconfi g is able to detect and automatically configure
Plug and Play sound cards such as the Sound Blaster 16 PnP. The configuration
information is stored inthe/ et c/ i sapnp. conf file, dong with the configuration
information for any other Plug and Play devices. In order to ensure that no
configuration will be lost, sndconfi g savesyour origina / et ¢/ i sapnp. conf file
as/ et c/i sapnp. conf. bak.

Modifies/ et ¢/ conf . nodul es -- sndconf i g modifies the module configuration
file (2) / et c/ conf . nodul es by adding information about the module options
required for your sound card. Note that sndconf i g Saves your original

/ etc/ conf. modul es fileas (3) / et ¢/ conf . nodul es. bak.

To set up your sound card, run/ usr/ sbi n/ sndconf i g. Note that you must be root in order to run
sndconf i g. If your system contains a Plug and Play sound card, sndconf i g will identify it, and
configureit appropriately.

If you do not want sndconf i g to probe for Plug and Play sound cards, run sndconf i g with the - -
nopr obe option. It isaso possible to manually specify the settings for your sound card; to do so, run
sndconf i g withthe- - noaut oconf i g option.

If sndconf i g cannot automatically identify your system's sound card (or you ran sndconf i g with
the - - nopr obe option), you'll be asked to select the type of sound card you have (See Figure 41).
Usethe[] and[] keysto scroll through the different cards listed, and position the highlight on the
entry that matches your system's sound card.




Sound Configuration Utility 0,31 {C» 1999 Eed Hat Software

| Card Type |

Pleaze select your card:

Enzonig AudioPCI 1370 {SoundBlaszter 647128 PCIX
CreativesEnsoniq AudioPCI 1371

Enzonig SoundScape

Enzonig SoundScape MIWO

ESSE88 Audiolrive

ES51638 Audiolrive

: B2 Audiclrive

Graviz UltraSound

ot bt RO o b

Lwee | Uze <Enter> to edit a zelection

Figure 41: Selecting Sound Card Type

If you'verun sndconfi g withthe - - noaut oconf i g option, you'll see a screen similar to the one
in Figure 42. Here is where you can specify the settings for your sound card. Using the [ Tab] key,
select afield. Then use the arrow keys to select the desired setting for that field. When finished, select
Ok, and press[ Space] .

Sound Configuration Utility 0,31

{ Card Settings |

Pleaze adjust the settings below to match the
dip switch zettings on your sound card.

[0 PORT IR0 IHA MPU .40

:220) 0 1230
0230 0 300)
0240 : 3

0250

[

Lwee | Uze <Enter> to edit a zelection

Figure 42: Configuring Sound Card

After this screen, you may see an informational dialog box sayingthat / et ¢/ conf . nodul es
aready exists. select Ok and press[ Space] to continue.

Finally, sndconf i g will attempt to play a sound sample to verify proper configuration of your sound
card. If you can hear the sound sample (make sure the speaker volume is turned up), you're done!
Please Note: On cards that have arecognized MIDI synthesizer, sndconf i g will attempt to play a
MIDI sample aswell.

4.4 \World WideWeb




The World Wide Web is one of the hottest aspects of the Internet today. Red Hat Linux letsyou get in
on the action in two ways -- as a Web browser, and as a Web server. Let's ook at both.

4.4.1World WideWeb Browsers

A variety of Web browsers are available for Linux, including freely distributable browsers such as
Arena, Lynx, and Grail. The most popular commercial browsers are those from Netscape
Communications Corporation. And now they're available with Red Hat Linux 6.0! If you selected the
net scape- conmuni cat or or net scape- navi gat or packages, you're ready to surf. Enjoy!

4.4.2 World Wide Web Server

If you installed the Apache Web server (from the apache package), then your Web service is aready
up and running! Just point your Web browser at htt p: / /| ocal host .

The default page shown is/ horre/ ht t pd/ ht m /i ndex. ht m . You can edit thisfile (or
completely replace it) to your liking. All the CGI programs, icons, and html pages are stored in

/ hone/ ht t pd, but this can be changed in the apache configuration files, all of which are stored in
/etc/ httpd/ conf/.Logsof al httpd activity arekeptin/ var /| og/ htt pd/ . Setting up your
Web siteis as easy as adding your own HTML pages and links to the/ hone/ htt pd/ ht m /
directory. For more information on customizing your Web server we recommend a reference such as
HTML: The Definitive Guide by Chuck Musciano & Bill Kennedy, published by O'Reilly &
Associates.

4.5 Good luck and enjoy!

Aswe said before, there is awealth of information available which can help you get the most out of
your your new Red Hat Linux system. We hope this guide has assisted you in your journey.




	toc: 


