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Preface

Is SMS already history? Definitely not if you consider the high SMS traffic volumes of
today’s mobile networks! SMS will certainly represent one of the major milestones in the
history of mobile telephony. With SMS, users have forged their own dialect to cope with
service limitations, composed their own communication groups or communities, and are
enjoying new channels of interactions. Any GSM handset has SMS capabilities and if each
GSM subscriber sends a message at the same time then more than 1 billion messages would
fly over the radio waves of mobile networks worldwide. From an engineering perspective,
technologies for SMS have reached a mature stage and no more extensions of SMS are being
considered in standardization forums. Much focus is now given to the emerging Multimedia
Messaging Service (MMS). The deployment of MMS only started a few years ago and MMS
is already gaining wide support from the mobile industry with a fast growing handset
penetration rate and worldwide operator support. MMS underlying technologies are still in
an ongoing maturation process, and user experience with today’s phones has already greatly
improved compared with the one of early implementations. MMS has benefited from the
introduction of a new generation of handsets with integrated multimedia capabilities such as
color screens and built-in still and video cameras but also from the introduction of packet-
based transmission in mobile networks. MMS opens the door to new business opportunities
and is believed to be well positioned as the appropriate distribution channel for commercial
contents (music downloads, alerts, news, etc.). The future will tell if MMS will follow SMS
in becoming a true success story.

The first edition of this book was published in late 2002. It covered SMS, the Enhanced
Messaging Service (EMS), and MMS. At that time, SMS was already a very successful
service and MMS was emerging. Following the growing interest in MMS, I published a
second book dedicated to MMS in late 2003. The second edition of this book builds up from
the two previous books. All chapters have been completely revised according to the most
recent developments in standardization, but also according to my own experiences, specify-
ing embedded messaging solutions for a manufacturer of mobile devices and in designing
MMS solutions for a large group of operators.

The first chapter of this book introduces the evolution of mobile telephony from its origins
with the deployment of first generation systems, followed by the introduction of second
generation systems supporting digital communications and packet-based transmissions.
Emerging third generation systems are also described along with the latest developments
in the standardization of techniques for digital rights management. Chapter 2 proposes to
demystify the “too often” obscure structures and procedures of standardization organiza-
tions. It is of key importance to understand how these organizations produce the necessary
messaging standards in order to design interoperable commercial solutions. Chapter 3 is
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dedicated to the Short Message Service. Firstly, it describes major use cases and quickly
progresses into the technical details of the service. Chapter 4 focuses on the standard
application-level extension of SMS known as the Enhanced Messaging Service. It explains
how to create rich-media content and how to distribute this content over SMS as a transport
bearer. Chapters 5 and 6 are entirely dedicated to the Multimedia Messaging Service.
Chapter 5 explains the service use cases, the overall architecture, and describes how
multimedia messages can be designed. Chapter 6 focuses on protocol aspects, presenting
the technical realization of each of the MMS interfaces. A set of appendices complement the
contents of all chapters and a comprehensive index has been compiled for this book to
represent a practical reference companion for solution architects, telecommunication
engineers, standardization practitioners, instructors, and students.

I must admit that one of the primary reasons for writing books is that it represented for me
a very good opportunity for pretending not to have enough time for washing dishes by hand,
hovering the flat, and tidying up my desk. My wife, Marie-Amélie, recently discovered the
trick and it became a real challenge to finish this book according to the agreed timelines,
while being obliged to do the hand-washing of dishes at the same time. We recently
purchased a second-hand dish-washer. This really improves our daily living. I have now
realized that I do not need to write books anymore to pretend not to have enough time for
washing dishes. I may still consider writing articles from time to time, a good reason for
pretending not to have the time to clean the table and put dirty dishes in the beloved dish-
washer.

I would like to gratefully acknowledge the time and effort of many people who reviewed
the content of this book. The book has benefited from constructive comments from experts
involved in various MMS activities (standardization bodies, mobile network operators,
handset manufacturers, and third party application developers). In particular, I am thankful to
Eskil Ahlin, Stéphane Augui, Philippe Bellordre, Luis Carroll, Dave Chen, Frangois Courau,
Philippe Delaloy, Cyril Fenard, Peter Freitag, Arthur Gidlow, Pierre Grenaille, Ian Harris,
Michael Ishizue, Hervé Languille, Josef Laumen, Marie-Amélie Le Bodic, Arnaud Le Roy,
Bernd Mielke, Ngoc Tanh Ly, Jérome Marcon, Thibaut Mienville, Thomas Picard, Jean-Luc
Ricoeur, Friedhelm Rodermund, Andreas Schmidt, José Soares, Frank Timphus, Frédéric
Villain, Paul Vincent, and Wilfried Zeise.

I would also like to acknowledge all readers of the first edition and in particular those who
provided feedback. I have used this valuable feedback, whenever possible, to improve the
accuracy and readability of this second edition.

The team at John Wiley & Sons, Ltd involved in the production of this book, provided
excellent support and guidance. Particularly, I am grateful to Mark Hammond and Sarah
Hinton for their continuous support during the entire process.

In addition, I am thankful to Alcatel Business Systems, Bijitec, Siemens AG, and Sony
Ericsson for providing illustrations for this book.

The bibliography lists a number of standards that are useful for exploring further topics
introduced in this book. Pointers to these standards and other useful resources are available
from this book’s companion website at:

http://www.lebodic.net/mms_resources.htm

GweNAEL LE Bopic, PhD
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Typographic conventions

In this book, the following typographic conventions are used:

Typeface or symbol Meaning/used for

Example

Courier Refers to a system command, name
of protocol operation, meta language
tag, or any computer output.

<courier> Serves as a placeholder for variable

text that can be replaced as appro-
priate in the context of use.

Serves as a placeholder for optional
variable text that can be replaced as
appropriate in the context of use.
Refers to a document (e.g., standard,
book, article) listed in the References
section.

Emphasizes a new word or term of
significance.

[<courier>]

[Times]

Italic

° For description of protocol data
units, this symbol indicates that the
corresponding parameter is
mandatory.

@) For description of protocol data
units, this symbol indicates that the
corresponding parameter is optional.

© For description of protocol data

units, this symbol indicates that the
corresponding parameter appears
conditionally in the unit.

Represents a hexadecimal value

prefixed by “0x.”

0xA9

The two most common object
identifiers that are used are the
Content-ID and the Content-
Location.

Fields <to-address> and
<from-address> can take two
forms.

[<from-address>]

[3GPP-23.140]

The application segments the
message into several pieces
called message segments.

“Ox1A” represents the hexadecimal
value 1A (decimal value 26).
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Basic Concepts

This chapter outlines the basic concepts of mobile communications systems and presents the
required background information necessary for a clear understanding of this book. First, an over-
view of the evolution of mobile communications systems is provided. This encompasses the
introduction of first generation analog systems supporting only voice communications to the
recent deployment of third generation systems supporting voice and multimedia services.
The Global System for Mobile Communication, commonly known as GSM, has been a
major breakthrough in the domain of mobile communications. Elements composing a typical
GSM network are presented. Another important milestone is the introduction of the General
Packet Radio Service (GPRS) allowing the support of packet-based communications in
evolved GSM networks. The architecture of a GPRS network is presented. Recently
deployed are Universal Mobile Telecommunications Systems (UMTS). These systems support
advanced multimedia services requiring high data rates. UMTS services and supporting
technologies are also introduced in this chapter. Additionally, the Wireless Application
Protocol (WAP) is described. WAP is an enabling technology for developing services such as
browsing and multimedia messaging. An overview of latest digital rights management
methods is also provided. The last section of this chapter provides pointers to books and
reference articles for anybody wishing to further explore the topics covered in this chapter.

1.1 Generations of Mobile Communications Networks

In France, in 1956, a very basic mobile telephony network was implemented with vacuum
electronic tubes and electron-mechanical logic circuitry. These devices used for wireless
communications had to be carried in car boots. In these early days of mobile telephony,
service access was far from being ubiquitous and was reserved for a very limited portion of
the population. Since the introduction of this experimental network, mobile communications
technologies benefited from major breakthroughs commonly categorized in three genera-
tions. In the 1980s, first generation (1G) mobile systems arrived in Nordic countries. These
first generation systems were characterized by analog wireless communications and limited
support for user mobility.

Mobile Messaging Technologies and Services Second Edition Gwenaél Le Bodic
© 2005 John Wiley & Sons, Ltd ISBN: 0-470-01143-2



2 Mobile Messaging Technologies and Services

Digital communications technology was introduced with second generation (2G) mobile
systems in the 1990s. Second generation systems are characterized by the provision of better
quality voice services available to the mass market. Second generation systems benefited
from the cellular concept in which scarce radio resources are used simultaneously by several
mobile users without interference. The best known 2G system is the Global System
for Mobile Communication (GSM) with the billionth GSM user connected in the first
quarter of 2004. Other major 2G systems include cdmaOne (based on CDMA technology),
with users in the Americas and Asia, and Japanese Personal Data Cellular (PDC) with the
iMode technology for mobile Internet.

Early 2004, first third generation (3G) mobile systems have been deployed in several
European countries. With 3G systems, various wireless technologies converge with Internet
technologies. Third generation services encompass a wide range of multimedia and cost-
effective services with support for worldwide user mobility. The migration to 3G systems is
facilitated by the introduction of intermediary evolved 2G systems, also known as 2.5G
systems.

1.2 Telecommunications Context: Standardization and Regulation

In the telecommunications environment, Standard Development Organizations (SDOs)
provide the necessary framework for the development of standards. These standards are
technical documents' defining or identifying the technologies enabling the realization of
telecommunication network technologies and services. The prime objective of SDOs is to
develop and maintain widely accepted standards allowing the introduction of attractive
services over interoperable networks. The actors that are involved in the standardization
process are network operators, manufacturers, and third party organizations such as content
providers, equipment testers, and regulatory authorities. One of the main objectives of
telecommunications regulation authorities is to ensure that the telecommunications environ-
ment is organized in a sufficiently competitive environment and that the quality of service
offered to subscribers is satisfactory.

In the early days of mobile communications, various regional SDOs developed specifica-
tions for network technologies and services independently. This led to the development of
heterogeneous networks where interoperability was seldom ensured. The lack of interoper-
ability of first generation mobile systems prevented the expansion of a global international
mobile network that would have certainly greatly improved user experience. With second
and third generations systems, major SDOs decided to gather their efforts in order to ensure
that mobile communication networks will appropriately interoperate in various regions of the
world. In 1998, such an effort was initiated by several SDOs including ARIB (Japan), ETSI
(Europe), TTA (Korea), TTC (Japan), and T1 (USA). The initiative was named the Third
Generation Partnership Project (3GPP). The 3GPP standardization process is presented in
Chapter 2.

! Technical documents are also known as technical specifications, reports, or recommendations.
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1.3 Global System for Mobile Communication

Before the introduction of the Global System for Mobile Communication (GSM), mobile
networks implemented in different countries were usually incompatible. This incompatibility
made impracticable the roaming of mobile users across international borders. In order to get
around this system incompatibility, the Conférence Européenne des Postes et Télécommu-
nications (CEPT) created the Groupe Spécial Mobile' committee in 1982. The main task of
the committee was to standardize a pan-European cellular public communication network in
the 900 MHz radio band. In 1989, the European Telecommunications Standard Institute
(ETSI) took over the responsibility for the maintenance and evolution of GSM specifications.
In 2000, this responsibility was transferred to 3GPP. The initiative was so successful that
networks compliant with the GSM standard have now been developed worldwide. Variations
of the GSM specification have been standardized for the 1800 and 1900 MHz bands and are
known as DCS 1800 and PCS 1900, respectively. In March 2004, the GSM association’
reported a total number of 1046.8 million subscribers distributed over 207 countries.

A GSM network is characterized by digital voice communications and support of low-rate
data services. The GSM air interface is based on Time Division Multiple Access (TDMA).
With TDMA, a radio band is shared by multiple subscribers by allocating one or more
timeslots on given radio carriers to each subscriber. With GSM, the transfer of data can be
carried out over circuit-switched connections. For these data communications, bit rates up to
14.4 Kbps can be achieved on single-slot connections. The single-slot configuration is called
Circuit Switched Data (CSD). Higher bit rates up to 57.6 Kbps can be attained by allocating
more than one slot for a data connection. This multi-slot configuration is called High Speed
CSD (HSCSD).

One of the most popular GSM services is the Short Message Service (SMS). This service
allows SMS subscribers to exchange short text messages. An in-depth description of this
service is provided in Chapter 3. An application-level extension of SMS in the form of the
Enhanced Messaging Service (EMS) is presented in Chapter 4.

1.3.1 Cellular Concept

Radio bands available for wireless communications in mobile networks represent very scarce
resources. In order to efficiently use these resources, GSM networks are based on the cellular
concept. With this concept, the same radio resources (characterized by a frequency band and
a timeslot) can be utilized simultaneously by several subscribers without interference if they
are separated by a minimum distance. The minimum distance between two subscribers
depends on the way radio waves propagate in the environment where the two subscribers are
located (e.g., presence of buildings, etc.). In a GSM network, the smaller the cells, the higher
is the frequency reuse factor, as shown in Figure 1.1.

In a GSM network, a fixed base station transceiver manages the radio communications for
all mobile stations located in a cell. Each geometrical cell in Figure 1.1 represents the radio
coverage of one single base station.

' The name Groupe Spécial Mobile was later translated to Special Mobile Group (SMG).
2 http://www.gsmworld.com
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Large cells are usually
deployed in rural
environments where the
population density is low.

Small cells are usually
deployed in urban
environments where the
population density is high.

Figure 1.1 Cellular concept

1.3.2 GSM Architecture

The main elements of the GSM architecture [3GPP-23.002] are shown in Figure 1.2. The
GSM network is composed of three subsystems: the Base Station Subsystem (BSS), the
Network Subsystem (NSS), and the Operation Subsystem (OSS). The OSS implements
functions that allow the administration of the mobile network. For the sake of clarity,
elements of the OSS are not represented in the GSM architecture shown in Figure 1.2.
Elements of the BSS and NSS are further described in the following sections.

1.3.3 Mobile Station

The Mobile Station (MS) is a device that transmits and receives radio signals within a cell
site. A mobile station can be a basic mobile handset, as shown in Figure 1.3, or a more complex
Personal Digital Assistant (PDA). Mobile handset capabilities include voice communica-
tions, messaging features, and phone book management. In addition to these basic
capabilities, a PDA is usually shipped with an Internet microbrowser and an advanced
Personal Information Manager (PIM) for managing contacts and calendaring/scheduling
entries. When the user is moving (i.e., while driving), network control of MS connections is
switched over from cell site to cell site to support MS mobility. This process is called
handover.

The mobile station is composed of the Mobile Equipment (ME) and the Subscriber
Identity Module (SIM). The unique International Mobile Equipment Identity (IMEI) stored
in the ME identifies uniquely the device when attached to the mobile network.

The SIM is usually provided by the network operator to the subscriber in the form of a
smart card. The microchip is often taken out of the smart card and directly inserted into a
dedicated slot in the mobile equipment. A SIM microchip is shown in Figure 1.4.

Today’s mobile stations can be connected to an external device such as a PDA or a
personal computer. Such an external device is named a Terminal Equipment (TE) in the GSM
architecture.

A short message is typically stored in the mobile station. Most handsets have SIM storage
capacities. High-end products sometimes complement the SIM storage capacity with
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Figure 1.3 Mobile station handset — reproduced by permission of Alcatel Business Systems

r 2,

-

Figure 1.4 SIM microchip

additional storage in the mobile equipment itself (e.g., flash memory). It is now common to
find handsets shipped with a PIM. The PIM is usually implemented as an ME internal feature
and enables elements such as calendar entries, memos, phonebook entries, and of course
messages to be stored in the ME. These elements are managed, by the subscriber, with a
suitable graphical user interface. These PIM elements remain in the PIM even when the SIM
is removed from the mobile handset. Alternatively, simple elements such as short messages
and phonebook entries can be directly stored in the SIM. A SIM can contain from 10 short
messages to 50 short messages on high-end solutions. Storing elements in the SIM allows
messages to be retrieved from any handset simply by inserting the SIM in the desired
handset. The benefit of storing messages in the ME is that the ME storage capacity is often
significantly larger than the SIM storage capacity.

1.3.4 Base Transceiver Station

The Base Transceiver Station (BTS) implements the air communications interface with all
active MSs located under its coverage area (cell site). This includes signal modulation/
demodulation, signal equalizing, and error coding. Several BTSs are connected to a single
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Base Station Controller (BSC). In the United Kingdom, the number of GSM BTSs is
estimated around several thousands. Cell radii range from 10 to 200 m for the smallest cells
to several kilometers for the largest cells. A BTS is typically capable of handling 20-40
simultaneous communications.

1.3.5 Base Station Controller

The BSC supplies a set of functions for managing connections of BTSs under its control.
Functions enable operations such as handover, cell site configuration, management of radio
resources, and tuning of BTS radio frequency power levels. In addition, the BSC realizes a
first concentration of circuits towards the MSC. In a typical GSM network, the BSC controls
over 70 BTSs.

1.3.6 Mobile Switching Center and Visitor Location Register

The Mobile Switching Center (MSC) performs the communications switching functions of
the system and is responsible for call set-up, release, and routing. It also provides functions
for service billing and for interfacing other networks.

The Visitor Location Register (VLR) contains dynamic information about users who are
attached to the mobile network including the user’s geographical location. The VLR is
usually integrated to the MSC.

Through the MSC, the mobile network communicates with other networks such as the
Public Switched Telephone Network (PSTN), Integrated Services Digital Network (ISDN),
Circuit Switched Public Data Network (CSPDN), and Packet Switched Public Data Network
(PSPDN).

1.3.7 Home Location Register

The Home Location Register (HLR) is a network element containing subscription details for
each subscriber. An HLR is typically capable of managing information for hundreds of
thousands of subscribers.

In a GSM network, signaling is based on the Signaling System Number 7 (SS7) protocol.
The use of SS7 is complemented by the use of the Mobile Application Part (MAP) protocol
for mobile specific signaling. In particular, MAP is used for the exchange of location and
subscriber information between the HLR and other network elements such as the MSC. For
each subscriber, the HLR maintains the mapping between the International Mobile
Subscriber Identity (IMSI) and the Mobile Station ISDN Number (MSISDN).

For security reasons, the IMSI is seldom transmitted over the air interface and is only
known within a given GSM network. The IMSI is constructed according to [ITU-E.212]
format. Unlike the IMSI, the MSISDN identifies a subscriber outside the GSM network. The
MSISDN is constructed according to [ITU-E.164] format (e.g., +33612345678 for a French
mobile subscriber).

1.4 General Packet Radio Service

In its simplest form, GSM manages voice and data communications over circuit-switched
connections. The General Packet Radio Service (GPRS) is an extension of GSM which
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allows subscribers to send and receive data over packet-switched connections. The use of
GPRS is particularly appropriate for applications with the following characteristics:

e bursty transmission (for which the time between successive transmissions greatly exceeds
the average transfer delay);

e frequent transmission of small volumes of data;

e infrequent transmission of large volumes of data.

These applications do not usually need to communicate permanently. Consequently,
the continuous reservation of resources for realizing a circuit-switched connection does
not represent an efficient way to exploit scarce radio resources. The basic concept behind
the GPRS packet-based transmission lies in its ability to allow selected applications to
share radio resources by allocating radio resources for transmission only when appli-
cations have data to transmit. Once the data have been transmitted by an application,
radio resources are released for use by other applications. Scarce radio resources are
used more efficiently with this mechanism. GPRS allows more radio resources to be
allocated to a packet-based connection than to a circuit-switched connection in GSM.
Consequently, a packet-based connection usually achieves higher bit rates (up to 171.2 Kbps)
by using a multislot configuration for uplinks and downlinks as shown in Table 1.1. For
instance, a mobile station of multislot GPRS class 6 can have a maximum of three slots
allocated to the downlink and a maximum of two slots allocated to the uplink. However, for
such a mobile station, a maximum of four slots only can be active at a time for both uplink
and downlink. The capacity of each slot depends on the channel encoding used. Four channel
encoding schemes are available in GPRS with distinct levels of error protection and are
typically selected according to the quality of the radio environment. GPRS can offer “always
on’’ connections (sending or receiving data at any time).

Table 1.1 Multislot GPRS classes

Multislot GPRS Downlink  Uplink Active

class slots slots slots
1 1 1 2
2 2 1 3
3 2 2 3
4 3 1 4
5 2 2 4
6 3 2 4
7 3 3 4
8 4 1 5
9 3 2 5
10 4 2 5
11 4 3 5
12 4 4 5
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1.4.1 GPRS Architecture

The main elements composing the GPRS architecture [3GPP-23.060] are shown in Fig-
ure 1.5. A GPRS mobile station is categorized according to its capabilities to support
simultaneous modes of operation for GSM and GPRS [3GPP-22.060] which are as follows:

e Class A: the mobile station supports simultaneous use of GSM and GPRS services
(attachment, activation, monitoring, transmission, etc.). A class A mobile station may
establish or receive calls on the two services simultaneously. The high complexity of
designing class A devices makes them prohibitively expensive to produce and, therefore,
these devices are typically not available for the mass market.

e Class B: the mobile station is attached to both GSM and GPRS services. However, the
mobile station can only operate in one of the two services at a time.

e Class C: the mobile station is attached to either the GSM service or the GPRS service but
is not attached to both services at the same time. Prior to establishing or receiving a call on
one of the two services, the mobile station has to be explicitly attached to the desired
service.

Before a mobile station can access GPRS services, it must execute a GPRS attachment
procedure to indicate its presence to the network. After its GPRS attachment, the mobile
station activates a Packet Data Protocol (PDP) context with the network in order to be able to
transmit or receive data. This procedure is called PDP context activation.

The GPRS air interface is identical to that of the GSM network (same radio modulation,
frequency bands, and frame structure). GPRS is based on an evolved GSM base station
subsystem. However, the GPRS core network relies on a GSM network subsystem in which
two additional network elements have been integrated: serving and gateway GPRS support
nodes. In addition, Enhanced Data Rate for Global Evolution (EDGE) can be supported to
improve GPRS performances by introducing an enhanced modulation scheme.

1.4.2 Serving GPRS Support Node

The Serving GPRS Support Node (SGSN) is connected to one or more base station
subsystems. It operates as a router for data packets for all mobile stations present in a
given geographical area. It also keeps track of the location of mobile stations and performs
security functions and access control.

1.4.3 Gateway GPRS Support Node

The Gateway GPRS Support Node (GGSN) provides the point of attachment between the
GPRS domain and other data networks such as the Internet or corporate networks. An Access
Point Name (APN) is used by the mobile user to establish the connection to the required
destination network.

1.5 Universal Mobile Telecommunications System

Since 1990, focus has been given to the standardization of third generation mobile systems.
The International Telecommunication Union (ITU) has initiated the work on a set of
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standards named the International Mobile Telecommunications 2000 (IMT-2000) for the
definition of technologies and services for 3G systems. In this family of IMT-2000'
standards, the Universal Mobile Telecommunications System (UMTS) encompasses the
definition of new radio access techniques along with a new service architecture. UMTS aims
at providing services such as web browsing, messaging, mobile commerce, videoconferenc-
ing, and other services to be developed according to emerging subscribers’ needs with the
following objectives:

high transmission rates encompassing circuit-switched and packet-switched connections;
high spectral efficiency and overall cost improvement;

definition of common radio interfaces for multiple environments;

portability of services in various environments (indoor, outdoor, suburban, urban, rural,
pedestrian, vehicular, satellite, etc.). This service portability is also known as the Virtual
Home Environment concept [3GPP-22.121][3GPP-23.127].

The provisioning of services in heterogeneous environments is enabled with an Open
Service Architecture (OSA) [3GPP-22.127][3GPP-23.127]. UMTS extends 2G voice and
data capabilities to multimedia capabilities with access to higher bandwidth targeting 384
Kbps for full area coverage and 2 Mb/s for local area coverage. UMTS is expected to become
the basis for new mobile telecommunications networks with highly personalized and user-
friendly services. UMTS should provide a convergence of communications technologies
such as satellite, cellular radio, cordless, and wireless LANs. The network operator NTT
Docomo introduced 3G services to the Japanese market in October 2001. Elsewhere, the

commercial introduction of UMTS networks and services for the mass market started in
2004.

1.5.1 3G Services

Second generation networks provide voice and limited data services. In addition to these 2G
services, 3G systems offer multimedia services adapted to the capabilities of multimedia
devices and network conditions with a possibility to provide some content specifically
formatted according to the subscriber location. The UMTS Forum in [UFRep9][UFRep13]
classifies 3G services into the following six groups as illustrated in Figure 1.6:

o Mobile Internet access: a mobile access to the Internet with service quality close to the
one offered by fixed Internet Service Providers. This includes full Web access, file
transfer, electronic mail, and streaming video and audio.

o Mobile Intranet/Extranet access: a secure framework for accessing corporate Local Area
Networks (LANs) and Virtual Private Networks (VPNs).

o Customized infotainment: a device-independent access to personalized content from
mobile portals.

o Multimedia messaging service: a means of exchanging messages containing multimedia
contents including text, images, and video and audio elements. The multimedia messaging
service can be considered as an evolution of SMS where truly multimedia messages can

'IMT-2000 was formerly known as Future Public Land Mobile Telecommunications System (FPLMTS).
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Figure 1.6 3G service categories — source UMTS Forum [UF-Rep-9]

be exchanged between subscribers. An in-depth description of the multimedia messaging
service is provided in Chapters 5 and 6.

e Location-based services: location-aware services such as vehicle tracking, local adver-
tisements, etc.

® Rich voice and simple voice: real-time, two-way voice communications. This includes
Voice over IP (VoIP), voice-activated network access, and Internet-initiated voice calls.
Mobile videophone and multimedia real-time communications should also be available on
high-end multimedia devices.

In the scope of the 3GPP standardization process, the UMTS specification work was
divided into two distinct phases. The first phase UMTS, named UMTS Release 99 (also
known as Release 3), is a direct evolution from 2G and 2.5G networks (GSM and GPRS
networks). The second phase UMTS, also known as UMTS Release 4/5, is a complete
revolution introducing new concepts and features.

1.5.2 First Phase UMTS

The UMTS architecture [3GPP-23.101] has to meet the requirements of various UMTS
services. These requirements range from real-time voice traffic and bursty data access to
mixed multimedia traffic. UMTS is intended to offer a true global service availability. To
meet this objective, the UMTS architecture includes terrestrial segments complemented by
satellite constellations where necessary.
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1.5.3 First Phase UMTS Architecture

The first phase UMTS architecture is based on evolved GSM and GPRS core networks and a
specifically tailored Universal Terrestrial Radio Access Network (UTRAN). Two duplexing
methods, defining how the received signal is separated from the transmitted signal, have been
defined as follows:

e Universal Terrestrial Radio Access/Time Division Duplex (UTRA/TDD): this method
achieves bi-directional transmission by allowing the use of different time slots over the
same radio carrier for the transmission of sent and received signals.

o Universal Terrestrial Radio Access/Frequency Division Duplex (UTRA/FDD): this
method achieves bi-directional transmission by allowing sent and received signals to be
transmitted over two separate and symmetrical radio bands for the two links.

The name Wideband CDMA (WCDMA) is also used to identify the two UTRA operating
modes (TDD and FDD). Elements composing the first phase UMTS architecture are shown
in Figure 1.7.

Elements of the UMTS architecture are grouped into three subsystems: the User
Equipment (UE), the access network (UTRAN), and the switching and routing infrastructure,
also known as the Core Network (CN). Elements of the UMTS architecture support both
circuit-switched connections and packet-switched connections.

1.5.4 User Equipment

The UE, usually provided to the subscriber in the form of a handset, is itself composed of a
Mobile Equipment (ME) and a UMTS Subscriber Identity Module (USIM). The ME contains
the radio transceiver, the display, and digital signal processors. The USIM is a 3G application
on a UMTS IC card (UICC) which holds the subscriber identity, authentication algorithms,
and other subscriber-related information. The ME and USIM are interconnected via the Cu
electrical interface whereas the UE is connected to the UTRAN via the Uu radio interface. A
UE always supports at least one of the operating modes of UTRA: TDD or FDD. In order to
allow a smooth transition to UMTS, it is expected that UEs will initially be capable of
communicating with legacy systems such as GSM and GPRS. UMTS UEs supporting legacy
systems are called multi-mode UEs. The 3GPP classifies multi-mode UEs into the following
four categories [3GPP-21.910]:

e Type I: type I user equipment operates in one single mode at a time (GSM or UTRA). It
cannot operate in more than one mode at a time. While operating in a given mode, the user
equipment does not scan for or monitor any other mode and switching from one mode to
another is done manually by the subscriber.

e Type 2: while operating in one mode, fype 2 user equipment can scan for and monitor
another mode of operation. The user equipment reports to the subscriber on the status of
another mode by using the current mode of operation. Type 2 user equipment does not
support simultaneous reception or transmission through different modes. The switching
from one mode to another is performed automatically.
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e Type 3: type 3 user equipment differs from type 2 user equipment by the fact that the rype
3 UE can receive more than one mode at a time. However, a fype 3 UE cannot emit
simultaneously in more than one mode. Switching from one mode to another is performed
automatically.

o Type 4: type 4 user equipment can receive and transmit simultaneously in more than one
mode. Switching from one mode to another is performed automatically.

1.5.5 UTRA Network

The UTRAN is composed of nodes B and Radio Network Controllers (RNCs). The node B is
responsible for the transmission of information in one or more cells, to and from UEs. It also
participates partly in the system resource management. The node B interconnects with the
RNC via the Tub interface. The RNC controls resources in the system and interfaces the core
network.

1.5.6 First Phase UMTS Core Network

The first phase UMTS core network is based on an evolved GSM network subsystem
(circuit-switched domain) and a GPRS core network (packet-switched domain). Conse-
quently, the UMTS core network is composed of the HLR, the MSC/VLR, and the Gateway
MSC (to manage circuit-switched connections), and the SGSN and GGSN (to manage
packet-based connections).

1.5.7 Second Phase UMTS

The initial UMTS architecture presented in this chapter is based on evolved GSM and GPRS
core networks (providing support for circuit-switched and packet-switched domains,
respectively). The objective of this initial architecture is to allow mobile network operators
to rapidly roll out UMTS networks on the basis of existing GSM and GPRS networks. From
this first phase UMTS architecture, the next phase is to evolve to an architecture with a core
network based on an enhanced packet-switched domain only. The objective is to allow a
better convergence with the Internet by using IP-based protocols whenever possible. At the
end of 1999, 3GPP started the work on the specification of an ‘““all-IP** architecture. In this
architecture, the MSC function is split into a control plane part (MSC server) and a user
plane part (media gateway). The core network of the second phase UMTS is interfaced
with an IP Multimedia Subsystem, abbreviated IMS [3GPP-22.228][3GPP-23.228]. IMS
introduces the capability to support [P-based multimedia services such as Voice over IP
(VoIP). In IMS, call control is managed with the Session Initiation Protocol (SIP), published
by IETF in [RFC-3261], and all network elements are based on IPv6.

IMS can be seen as an additional layer providing signaling, control, and charging
functions for IP-based communications. In this context, service platforms that will initially
benefit from IMS are the ones enabling services such as Push-To-Talk (PTT), presence,
and location-based services. Figure 1.8 shows the architecture of a second phase UMTS
solution.
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1.6 Wireless Application Protocol

The Wireless Application Protocol (WAP) is the result of a collaborative work between many
wireless industry players, carried out in the scope of the WAP Forum. The forum, launched
in 1997 by Nokia, Phone.Com (now Openwave), Motorola, and Ericsson produced technical
specifications enabling the support of applications over various wireless platforms (GSM,
GPRS, UMTS, etc.). For this purpose, the WAP Forum identified and defined a set of
protocols and content formats according to the standardization process presented in Chapter
2. In 2002, activities of the WAP Forum were transferred to another standardization
organization: the Open Mobile Alliance.

1.6.1 Introduction to WAP

The WAP technology is an enabler for building applications (e.g., browsing, messaging, etc.)
that run seamlessly over various wireless platforms. The objective of the WAP Forum was to
provide a framework for the development of applications with a focus on the following
aspects:

o [nteroperability: applications developed by various parties and hosted on devices,
produced by different manufacturers, interoperate in a satisfactory manner.

e Scalability: mobile network operators are able to scale services to subscribers’ needs.

e FEfficiency: the framework offers a quality of service suited to the capabilities of under-
lying wireless networks.

e Reliability: the framework represents a stable platform for deploying services.

e Security: the framework ensures that user data can be safely transmitted over a serving
mobile network, which may not always be the home network. This includes the protection
of services and devices and the confidentiality of subscriber data.

In line with these considerations, the WAP technology provides an application model close
to the World Wide Web model (also known as the web model). In the web model, content is
represented using standard description formats. Additionally, applications known as web
browsers retrieve the available content using standard transport protocols. The web model
includes the following key elements:

o Standard naming model: objects available over the web are uniquely identified by
Uniform Resource Identifiers (URIs).

e Content type: objects available on the web are typed. Consequently, web browsers can
correctly determine the type of a specific content.

e Standard content format: web browsers support a number of standard content formats
such as the HyperText Markup Language (HTML).

e Standard protocols: web browsers also support a number of standard protocols for
accessing content on the web. This includes the widely used HyperText Transfer Protocol
(HTTP).

The WAP model borrows a lot from the successful web model. However, the web model,
as it is, does not efficiently cope with constraints of today’s mobile networks and devices. To
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cope with these constraints, the WAP model leverages the web model by adding the
following improvements:

o The push technology allows content to be pushed directly from the server to the mobile
device without any prior explicit request from the user.

e The adaptation of content to the capabilities of WAP devices relies on a mechanism
known as the User Agent Profile (UAProf).

e The support of advanced telephony features by applications, such as the handling of calls
(establishment and release of calls, placing a call on hold, or redirecting the call to another
user, etc.).

o The External Functionality Interface (EFI ) allows “plug-in” modules to be added to
browsers and applications hosted in WAP devices in order to increase their overall
capabilities.

o The persistent storage allows users to organize, access, store, and retrieve content from/to
remote locations.

e The Multimedia Messaging Service (MMYS) is a significant added value of the WAP model
over the web model. It relies on generic WAP mechanisms such as the push technology
and the UAProf to offer a sophisticated multimedia messaging service to mobile users.
MMS is further described in Chapters 5 and 6.

The WAP model uses the standard naming model and content types defined in the web
model. In addition, the WAP model includes the following:

e Standard content formats: browsers in the WAP environment, known as microbrowsers,
support a number of standard content formats/languages including the Wireless Markup
Language (WML) and the eXtensible HTML (XHTML). WML and XHTML are both
applications of the eXtensible Markup Language (XML). See Box 1.1 for a description of
markup languages for WAP-enabled devices.

e Standard protocols: microbrowsers communicate according to protocols that have been
optimized for mobile networks, including the Wireless Session Protocol (WSP) and HTTP
from the web model.

The first WAP technical specifications were made public in 1998 and have since evolved
to allow the development of more advanced services. The major milestones for WAP
technology were reflected in the availability of what the WAP Forum called “‘specifications
suites.” Each specification suite contains a set of WAP technical specifications providing a
specific level of features as shown in Table 1.2.

With WAP specification suite 1.x, the WAP device communicates with an application
server via a WAP gateway. Communication between the WAP device and the WAP gateway
is performed over WSP. In addition, WAP specification suite 2.x allows a better convergence
of wireless and Internet technologies by promoting the use of standard protocols from the
web model.
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Table 1.2 WAP Forum specification suites

WAP Forum Delivery date Description
specification suites
WAP 1.0 April 1998 Basic WAP framework

Almost no available commercial solutions since
the published standards did not allow the design
of interoperable solutions
WAP 1.1 June 1999 First commercial solutions supporting:
- Wireless Application Environment (WAE)
- Wireless Session Protocol (WSP)
- Wireless Transaction Protocol (WTP)
- Wireless Markup Language (WML)
- WML script
WAP 1.2 Nov. 1999 Additional features:
- Push technology
- User Agent Profile (UAProf)
- Wireless Telephony Application (WTA)
- Wireless Identity Module (WIM)
- Public Key Infrastructure (PKI)
WAP 1.2.1 June 2000 Minor corrections
WAP 2.0 July 2001 Convergence with Internet technologies
Additional features:
- Support of MMS 1.0 (3GPP Release 99)
- HTTP, TCP, persistent storage
- XHTML, SyncML, client provisioning, etc.

Box 1.1 Markup languages for WAP-enabled devices

The HyperText Markup Language (HTML) is the content format commonly used in the
World Wide Web. HTML enables a visual presentation of information (text, images,
hyperlinks, etc.) on large screens of desktop computers. eXtensible Markup Language
(XML) is another markup language that is generic enough to represent the basis for the
definition of many other dedicated languages. Several markup languages supported by
WAP-enabled devices are derived from XML. This is the case of WML and XHTML.
WML has been optimized for rendering information on mobile devices with limited
rendering capabilities. The eXtensible HyperText Markup Language (XHTML) is an XML
reformulation of HTML. Both WML and XHTML are extensible since the formats allow
the addition of new markup tags to meet changing needs.

1.6.2 WAP Architecture

Figure 1.9 shows the components of a generic WAP architecture. The WAP device can
communicate with remote servers directly or via a number of intermediary proxies and
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Figure 1.9 Generic WAP architecture

gateways. These proxies/gateways may belong to the mobile network operator or alterna-
tively to service providers. The primary function of proxies/gateways is to optimize the
transport of content from servers to WAP devices. Supporting servers, as defined by the WAP
Forum, include Public Key Infrastructure (PKI) portals, content adaptation servers, and
provisioning servers.

1.6.3 Push Technology

In a typical client/server model, a client retrieves the selected information from an
application server by explicitly requesting the download of information from the server.
This retrieval method is also known as the pull technology since the client pulls some data
from a server. Web browsing is an example of models based on pull technology.

In contrast, another technology has been introduced in the WAP model and is known as the
push technology. With push technology, a server is able to push some data to the WAP device
with no prior explicit request from the client. In other words, the pull of information is
always initiated by the client, whereas the push of information is always initiated by the
server.

The push framework, defined by the WAP Forum in [WAP-250], is shown in Figure 1.10.
In the push framework, the push initiator initiates the push transaction. The push initiator,
usually an application server (e.g., web server, MMS center, etc.) transmits the content to be
pushed along with XML-formatted delivery instructions to a Push Proxy Gateway (PPG).
The PPG then delivers the push content to the WAP device according to the delivery
instructions. The push initiator interacts with the PPG using the Push Access Protocol (PAP).
On the other side, the PPG uses the Push Over The Air (OTA) protocol (based on WSP or
HTTP) to deliver the push content to the WAP device.
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Figure 1.10 The push framework

The PPG may implement network-access-control policies indicating whether push
initiators are allowed to push content to WAP devices. The PPG can send back a notification
to the Push Initiator to indicate the status of a push request (delivered, canceled, expired,
etc.).

Three types of browsing content can be pushed to a WAP microbrowser: Service
Indication (SI), Service Loading (SL), and Cache Operation (CO). Push SI provides the
ability to push content to users to notify them about electronic mail messages awaiting
retrieval, news headlines, commercial offers, and so on. In its simplest form, a push SI
contains a short message along with an URI. Upon receipt of the push SI, the message is
presented to the user who is given the possibility of starting the service (retrieve the content)
to which the URI refers. The subscriber may decide to start the service immediately or to
postpone it. In contrast to push SI, push SL provides the ability to push some content to the
WAP device without user explicit request. A push SL contains a URI that refers to the push
content. Upon receipt of the push SL, the push content is automatically fetched by the WAP
device and is presented to the user. Push CO provides a means for invalidating objects stored
in the WAP device’s cache memory.

In addition to browsing specific push contents, information can also be pushed to other
WAP-based applications such as the WTA agent and the provisioning agent. The MMS
client embedded in a WAP device also receives application-specific push messages to notify
the user about the availability of new messages and for the delivery of reports.

1.6.4 User Agent Profile

The User Agent Profile (UAProf) specification was first published in the WAP 1.2
specification suite, improved in WAP 2.0, and further enhanced recently by the Open
Mobile Alliance. The objective of this specification is to define a method for describing the
capabilities of clients and the preferences of subscribers. In practice, this description (known
as a user agent profile) is mainly used for adapting available content to the rendering
capabilities of WAP devices. For this purpose, the user agent profile is formatted using a
Resource Description Framework (RDF) schema in accordance with Composite Capability/
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Preference Profiles (CC/PP). The CC/PP specification defines a high-level framework for
exchanging and describing capability, and preference information using RDF. Both RDF and
CC/PP specifications have been published by W3C. UAProf, as defined by the WAP Forum
and updated by OMA in [OMA-UAProf] (version 2.0), allows the exchange of user agent
profiles, also known as Capability and Preference Information (CPI), between the WAP
device, intermediate network points, and the origin server (web server or MMS center).
These intermediate network points and origin servers can use the CPI to tailor the content of
WSP/HTTP responses to the capabilities of receiving WAP devices. The UAProf specifica-
tion defines a set of components that WAP-enabled devices can convey within the CPI. Each
component is itself composed of a set of attributes or properties. Alternatively, a component
can contain a URI pointing to a document describing the capabilities of the client. Such a
document is stored on a server known as a profile repository (usually managed by device
manufacturers or by software companies developing WAP microbrowsers). UAProf is
composed of the following components:

e Hardware platform: this component gathers a set of properties indicating the hardware
capabilities of a device (screen size, etc.).

o Software platform: this component groups a set of properties indicating the software
capabilities of a device (operating system, supported image formats, etc.).

e Browser user agent: this component gathers properties characterizing the Internet browser
capabilities.

e Network characteristics: this component informs on network and environment character-
istics such as the bearer capacity.

o WAP characteristics: this component advertises WAP browsing capabilities of the device.
This includes information on the configuration of the WML browser and so on.

e Push characteristics: this component indicates push capabilities of the device. This
includes the set of supported content types, the maximum message size that can be
handled, and whether or not the device can buffer push messages.

o MMS characteristics: this component describes the device capabilities for retrieving and
rendering multimedia messages (MMS version, maximum message size, supported
content types, etc.).

For a configuration involving a WAP device and a gateway communicating with WSP,
RDF descriptions can be encoded in binary with the WAP Binary XML (WBXML). In this
context, the CPI is provided by the WAP device as part of the WSP session establishment
request. The WAP device can also update its CPI at any time during an active WSP session.
Note that the WAP gateway may also override a CPI provided by a device.

The use of UAProf in the context of MMS is further explained in Section 5.21.

1.6.5 WAP 1.x Legacy Configuration

With the objective of fulfilling the requirements of various services in heterogeneous mobile
networks, several network configurations can coexist in the WAP environment. This section
and the two following ones present the three most common configurations of the WAP
environment: WAP 1.x legacy configuration, WAP HTTP proxy with wireless profiled TCP
and HTTP, and HTTP with direct access.
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Figure 1.11 WAP 1.x legacy configuration with WAP gateway

Figure 1.11 shows the protocol stack of the configuration defined in the WAP specification
suite 1.x. This configuration is also supported by the WAP specification suite 2.0 in addition
to other configurations. In this configuration, the WAP device communicates with a remote
server via an intermediary WAP gateway. The primary function of the WAP gateway is to
optimize the transport of content between the remote server and the WAP device. For this
purpose, the content delivered by the remote server is converted into a compact binary form
by the WAP gateway prior to the transfer over the wireless link. The WAP gateway converts
commands conveyed between datagram-based protocols (WSP, WTP, WTLS, and WDP) and
protocols commonly used on the Internet (HTTP, SSL, and TCP).

The Wireless Application Environment (WAE) is a general-purpose application environ-
ment in which operators and service providers can build applications (e.g., MMS client or
MMS center) for a wide variety of wireless platforms.

The Wireless Session Protocol (WSP) provides features also available in HTTP (requests
and corresponding responses). Additionally, WSP supports long-lived sessions and the
possibility to suspend and resume previously established sessions. WSP requests and
corresponding responses are encoded in a binary form for transport efficiency.

The Wireless Transaction Protocol (WTP) is a lightweight transaction-oriented protocol.
WTP improves the reliability over underlying datagram services by ensuring the acknowl-
edgment and retransmission of datagrams. WTP has no explicit connection set-up or
connection release. Being a message-oriented protocol, WTP is appropriate for implement-
ing mobile services such as browsing. Optionally, Segmentation And Reassembly (SAR) of
packets composing a WTP protocol unit can be supported as described in Section 1.6.8.

The optional Wireless Transport Layer Security (WTLS) provides privacy, data integrity,
and authentication between applications communicating with the WAP technology. This
includes the support of a secure transport service. WTLS provides operations for the
establishment and the release of secure connections.
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The Wireless Data Protocol (WDP) is a general datagram service based on underlying
low-level bearers. WDP offers a level of service equivalent to the one offered by the
Internet’s User Datagram Protocol (UDP).

At the bearer level, the connection may be a circuit-switched connection (as found in
GSM networks) or a packet-switched connection (as found in GPRS and UMTS networks).
Alternatively, the transport of data at the bearer level may be performed over the Short
Message Service (e.g., for push messages) or over the Cell Broadcast Service.

1.6.6 WAP HTTP Proxy with Wireless Profiled TCP and HTTP

Figure 1.12 shows a configuration in which the WAP device communicates with application
servers via an intermediary WAP proxy. The primary role of the proxy is to optimize the
transport of content between the fixed Internet and the mobile network. It also acts as a
Domain Name Server (DNS) for mobile devices. With this configuration, Internet protocols
are preferred against legacy WAP protocols. This is motivated by the need to support
IP-based protocols in an end-to-end fashion, from the application server back to the WAP
device. The protocol stack of this configuration, defined in the WAP specification suite 2.0, is
shown in Figure 1.12.

The Wireless Profiled HITP (WP-HTTP) is an HTTP profile specifically designed for
coping with the limitations of wireless environments. This profile is fully interoperable with
HTTP/1.1 and supports message compression.

The optional Transport Layer Security (TLS) ensures the secure transfer of content for
WAP devices involved in the exchange of confidential information.

WAE WAE
WP-HTTP
or HTTP HTTP
TLS TLS
{octicnal) {optional)
TCP or TCP or
WP-TCP wetcp| 'CP TG
IP IP IP IP
Bearer 4% Bearer Wired wired Wired
VAP WAP application server
device Proxy (e.g., MMS center)

D Layer defined in the scope of the WAP Forum technical specificatians.

I:‘ Layer defined cutside the scope of the WAP Forum technical specifications.

Figure 1.12 Configuration with WAP proxy
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WAE WAE
HTTP HTTP
TCP TCP
IP IP
Wireless prirelsh Wireless | Wired }qﬂp Wired
WAP Wireless IP application server
device router {e.g.,MMS center)

D Layer defined in the scope of the WAP Forum technical specifications.

D Layer defined cutside the scope of the WAP Forum technical specifications.

Figure 1.13 WAP configuration with direct access

The Wireless Profiled TCP (WP-TCP) offers a connection-oriented service. It is adapted to
the limitations of wireless environments but remains interoperable with existing Transmis-
sion Control Protocol (TCP) implementations.

1.6.7 HTTP with Direct Access

Figure 1.13 shows a configuration where the WAP device is directly connected to the
application server (via a wireless router that provides a bearer-level connection). The
protocol stack shown in this configuration is defined in the WAP specification suite 2.0. A
WAP device, compliant with the WAP 2.0 specification suite, may support all configurations
by supporting WAP 1.x and WAP 2.0 protocol stacks.

1.6.8 WTP Segmentation and Reassembly

In the WAP 1.x legacy configuration, an optional Segmentation And Reassembly (SAR)
mechanism [WAP-224] allows large transactions to be segmented at the WTP level by the
sender and reassembled by the receiver. SAR is specifically used when the size of a
transaction (e.g., retrieval of a 50-KB multimedia message) exceeds the WTP Maximum
Transmission Unit (MTU). In the context of MMS, SAR is used for transactions including
the sending and retrieval of large messages. Note that, in the WAP 1.x configuration, SAR is
optional and if it is not supported at the WTP level, then segmentation and reassembly may
be supported at an underlying layer (e.g., [RFC-791] for IP, [3GPP-23.040] for SMS, etc.).

With SAR, the WTP transaction is segmented into several packets and packets can be sent
by the sender in the form of packet groups. For efficiency, the receiver acknowledges the
reception of each single packet group and the sender does not start transmitting packets of a
new group if the previous group has not been properly acknowledged by the receiver. A
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group can contain a maximum number of 256 packets. The sender determines the number of
packets in a group, preferably according to the characteristics of the network and the ones of
the device. The first packet group is sent without knowing the characteristics of the receiver.
Therefore, the size of the first packet group should not be too large. SAR allows a selective
retransmission of multiple lost packets for a given group. This feature minimizes the number
of packets sent over WTP.

1.6.9 OMA Digital Rights Management

At the end of 2002, OMA published technical specifications [OMA-DRM] for mechanisms
representing the basis for the management of digital rights associated with media objects
downloaded via WAP download or MMS. Digital Rights Management (DRM) provides a
means, for operators and content providers, to control the usage of media objects once they
have been downloaded to a mobile device (also known as a ‘consuming device’ in the DRM
context). DRM enables content providers to define usage rules specifying the user’s rights
regarding the usage of the corresponding media object. For instance, a content provider can
grant a user the rights to preview for free and charge for more sophisticated usages. Three
main mechanisms are defined in OMA-DRM as shown in Figure 1.14. They differ in the way
rights are communicated to the consuming device and are as follows:

o Combined delivery consists of delivering the media object along with the associated rights
in a single DRM message.

e Forward lock is the simplest of the OMA-DRM mechanisms. This is a special case of the
combined delivery mechanism in which the DRM message contains only the media
object, without the associated rights. For forward lock, the following set of rights applies:
the user is not allowed to forward or modify the media object.

o With separate delivery, the media object and corresponding rights are conveyed to the
consuming device over separate distribution channels. In this context, the media object is
converted into a DRM Content Format (DCF) [OMA-DRM-CF]. This conversion consists
of a symmetric encryption of the original media object, making the converted object
unusable, unless the consuming device has the necessary Content Encryption Key (CEK)
to convert the object back to its original form. The CEK along with the rights is delivered
to the consuming device separately from the associated media object, typically over WAP
push.

OMA DRM forward lock is of particular interest to the content-to-person scenario of
MMS and is applicable from MMS 1.2, and the support of combined and separate deliveries
has also been introduced in MMS 1.3.

The application of OMA DRM in the context of MMS is further explained in Section 5.31.
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Standardization

Standardization of telecommunications technologies and associated service enablers is of
key importance for the development of communicating systems in a multi-vendor environ-
ment. Many parties such as operators, manufacturers, third party application developers, and
sometimes regulators collaborate in the scope of standardization activities to produce
technical specifications that are widely endorsed for the development of commercial
solutions. SMS, EMS, and MMS are three mobile messaging services for which underlying
technologies have been subject to significant standardization activities. Standardization does
not mean designing from scratch all technologies required for enabling interoperable
services. Instead, standardization means identifying the most appropriate elements in the
basket of existing technologies in order to allow a rapid roll-out of the service, creating new
technologies only when no appropriate solution exists.

Compared with other mobile messaging services such as SMS and EMS, the standardiza-
tion picture for MMS has become very complex. Several standardization organizations have
collaborated in order to produce stable technical specifications for MMS in a timely manner.
Organizations that have been actively involved in the design of MMS standards are 3GPP
and the WAP Forum. Since 2002, the WAP Forum has merged with other standardization
bodies to form the Open Mobile Alliance (OMA). Consequently, MMS activities of the WAP
Forum have now been fully transferred to OMA. Most MMS standards produced by these
organizations partially rely on existing technologies developed by bodies such as W3C and
IETF. The GSM Association (GSMA) is a group mainly composed of network operators and
publishes valuable recommendations for the design of interoperable services. 3GPP2
publishes various technical specifications, including specifications for MMS, specifically
for the deployment of the service in several Asian and North American markets.

For any engineer involved in designing solutions based on SMS, EMS, or MMS, it
becomes essential to acquire a basic understanding on how standardization bodies proceed to
produce standards. Most importantly, engineers need to identify dependencies linking
messaging standards among themselves and understand how standards get created, reach a
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mature stage, and evolve over time. For this purpose, this chapter introduces the working
procedures of organizations outlined below and provides an insight of their organizational
structure in terms of working groups. In addition, rules for numbering/referencing messaging
standards are explained and illustrated with examples.

o Third Generation Partnership Project (3GPP): 3GPP is not a standardization development
organization in its own right but rather a joint project between several regional
standardization bodies from Europe, North America, Korea, Japan, and China. The
prime objective of 3GPP is to develop UMTS technical specifications. It is also
responsible for maintaining existing GSM specifications and developing further GSM
extensions (e.g., GPRS). This encompasses the development of widely accepted technol-
ogies and service capabilities. 3GPP is strongly involved in the development of messaging
standards (general service requirements, architecture, formats and codecs, and several low
level technical realizations).

e Third Generation Partnership Project 2 (3GPP2): 3GPP2 is another standardization
partnership project established out of the International Telecommunication Union’s
(ITU) International Mobile Telecommunications “IMT-2000"" initiative. The role of
3GPP2 is to produce specifications for services deployed in several North American
and Asian markets with focus on next generation CDMA networks. In the scope of this
project, 3GPP2 looks at refining requirements for MMS and designing alternative
realizations of interfaces defined in 3GPP and OMA standards.

o GSM Association (GSMA): GSMA is a global trade organization that represents the
interest of several hundreds of GSM mobile operators. The association role consists of
promoting, protecting, and enhancing the interests of GSM operators. For this purpose,
GSMA publishes a number of technical recommendations that are widely endorsed by the
GSM community.

o [nternet Engineering Task Force (IETF): IETF is a large community of academic and
industrial contributors that defines the protocols primarily used on the Internet. Messaging
services in the mobile world also rely on several IETF protocols.

o World Wide Web Consortium (W3C): W3C is a standardization body that concentrates on
the development of protocols and formats to be used in the World Wide Web. Well-known
formats and protocols published by W3C are the Hypertext Transfer Protocol (HTTP) and
the eXtensible Markup Language (XML). Mobile messaging services also rely on proven
W3C formats.

o WAP Forum: the Wireless Application Protocol (WAP) Forum was a joint project for the
definition of WAP technical specifications. This encompassed the definition of a frame-
work for the development of applications to be executed in various wireless platforms.
The WAP Forum produced the initial MMS specifications for the support of MMS in the
WAP environment. The WAP Forum does not exist anymore and its activities have been
transferred to the Open Mobile Alliance.

e Open Mobile Alliance (OMA): OMA is a standardization forum established in June 2002.
Activities of several existing standardization bodies including the ones of the WAP Forum
(MMS and others) have been transferred to OMA. OMA is therefore actively involved in
maintaining MMS standards designed by the WAP Forum and producing new standards
for next generations of MMS devices.
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2.1 Messaging Road Map

The road map of messaging technologies and services is becoming more and more complex.
This complexity is mainly due to the fact that services rely on technologies developed by a
large number of standardization development organizations.

Figure 2.1 shows the relationships between the introduction of network technologies
(GSM, GPRS, and UMTS) and the commercial availability of messaging services. The figure
also shows the major milestones for three standardization development organizations: 3GPP,
OMA, and WAP Forum.

Several messaging technologies have been developed to meet specific market require-
ments. One of the first messaging systems to have been introduced in mobile networks is the
Short Message Service (SMS). In its simplest form, SMS allows subscribers to exchange
short messages containing text only. SMS was first introduced as a basic service of GSM and
has been the subject of many extensions. Initial standardization work on SMS was carried
out within the scope of the European Telecommunications Standards Institute (ETSI)
standardization process until the transfer of responsibility to 3GPP. Standardization work
for SMS is now carried out in the scope of the 3GPP standardization process. One of the
significant evolutions of SMS is an application-level extension called the FEnhanced
Messaging Service (EMS). EMS allows subscribers to exchange long messages containing
text, melodies, pictures, animations, and various other objects. Two versions of EMS are
available and are covered in this book under the terms basic EMS and extended EMS.

Since 1998, standardization bodies have concentrated on the development of a new
messaging service called the Multimedia Messaging Service (MMS). MMS enables
subscribers to exchange multimedia messages. The standardization of MMS has reached a
mature stage and the penetration of MMS devices in the market is growing rapidly.
Standardization aspects of MMS are further elaborated in the following section.

2.2 MMS Standards

MMS is a sophisticated multimedia messaging service and has required a tremendous
standardization workload. Several standardization bodies have therefore collaborated in order
to produce the technical specifications to allow the introduction of MMS-capable devices on
the market at the most appropriate time. In this configuration, 3GPP has taken the lead in
identifying the high-level service requirements, designing the MMS architecture, producing
several low level technical realizations, and identifying appropriate codecs/formats and
streaming protocols. On the other hand, the WAP Forum initially took the responsibility of
defining the low level technical realizations of the interface bridging the MMS phone and the
network in the WAP environment. Additionally, a group of telecommunications vendors,
known as the MMS-IOP group, also produced specifications (the MMS conformance
document) to guarantee the interoperability between first MMS devices. In 2002, MMS
activities of the WAP Forum and the MMS-IOP group were merged into OMA to allow a
more efficient standardization development process for MMS. Of course, 3GPP and the WAP
Forum/OMA did not produce all MMS specifications from scratch and did manage to build
up MMS standards on the basis of existing proven standards such as the ones produced by
W3C and IETF, developing new technologies only when not available elsewhere.
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2.3 Third Generation Partnership Project

The European Telecommunications Standard Institute (ETSI) and the Conférence Europé-
enne des Postes et Télécommunications (CEPT) have carried out work on the GSM
standards for a period of almost 18 years. Within the scope of the ETSI standardization
organization, the work was carried out by the Special Mobile Group (SMG) technical
committee. In 2000, the committee agreed to transfer the responsibility of the development
and maintenance of the GSM standards to the Third Generation Partnership Project (3GPP).
3GPP was set in 1998 by five standard development organizations (including ETSI) with the
objective of collaborating on the development of interoperable mobile systems (a sixth
organization joined the partnership later). The six partner organizations represent telecom-
munications companies from five different parts of the world:

European Telecommunications Standards Institute (ETSI) for Europe
Committee T1 for the United States

Association of Radio Industries and Businesses (ARIB) for Japan
Telecommunications Technology Committee (TTC) for Japan
Telecommunications Technology Association (TTA) for Korea
China Wireless Telecommunication Standard (CWTS) for China.

Each individual member of one of the six partners can contribute to the development of
3GPP specifications. In order to define timely services and technologies, individual members
are helped by several market representative partners. At the time of writing this book, 3GPP
market representatives are the UMTS Forum,' the Global mobile Suppliers Association
(GSA),2 the GSM Association (GSMA),3 the IPv6 Forum,* the 3G.IP focus group,5 and the
3G Americas.® The responsibility of these market representative partners consists of
identifying requirements for services. In this process, the six partner organizations take
the role of publishers of 3GPP specifications.

2.3.1 3GPP Structure

The 3GPP standardization process strictly defines how partners should coordinate the
standardization work and how individual members should participate in the development
of specifications. There is a clear separation between the coordination work of 3GPP partners
and the development of specifications by individual members. This separation enables a very
efficient and robust standardization process. In order to achieve it, the 3GPP structure is split
into the Project Coordination Group (PCG) and five Technical Specifications Groups
(TSGs). PCG is responsible for managing and supervising the overall work carried out
within the scope of 3GPP whereas TSGs create and maintain 3GPP specifications. PCG and

Uhttp://www.umts-forum.org/
2 http://www.gsacom.com/

3 http://www.gsmworld.com/

4 http://www.ipv6forum.com/
3 http://www.3gip.org/

6 http://www.3gamericas.org/
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TSGs endeavor to reach consensus on all issues. However, decisions in PCG and TSGs can
be made by vote if consensus cannot be reached. In each TSG, several Working Groups
(WGs) create and manage specifications for a set of related technical topics (for instance CN
WGS deals with the set of technical topics related to the Open Service Architecture). If the
set of technical topics is too broad, then a WG may be further split into Sub-Working Groups
(SWGs). This is the case for T WG2 (or also T2 for short) which deals with mobile terminal
services and capabilities. T2 is split into the following three SWGs:

e T2 SWGI deals with the Mobile Execution Environment (MEXE);

e T2 SWGQG2 deals with user equipment capabilities and interfaces;

e T2 SWG3 deals with messaging aspects. Activities of sub-working group T2 SWG3
encompass the development of messaging services and technologies including SMS,
EMS, Cell Broadcast Service, and MMS.

Figure 2.2 shows the list of 3GPP TSGs and corresponding WGs. Please note that all
TSGs are responsible for their own work items and specifications. However, TSG SA being

-CNWGH1 Call Control, Session Management, Mobility Management (lu)

-CNWG2 CAMEL
TSG CN -CNWG3 Interworking with external networks
Core Network - CN WG4 MAP/GTP/BCH/SS

-CNWG5 Open Service Architecture (OSA)

- GERAN WG1 Radio Access

TSG GERAN - GERAN WG2 Protocol Aspects

- GERAN WG3 Base Station Testing and O&M
GSM EDGE - GERAN WG4 Terminal Testing - Radio Aspects
Radio Access Network - GERAN WG5 Terminal Testing - Protocol Aspects

- RAN WG1 Radio Layer 1 Specification
TSG RAN -RANWG2  Radio Layer 2 Specification
: - RAN WG3 lub Spec. lur Spec lu Spec and UTRAN O&M requirements
Radio Access Network
: - RAN WG4 Radio Performance and Protocol Aspects

- SAWGH1 Services

- SAWG2 Architecture
TSG SA - SAWG3 Security

Services & System Aspects | - SA WG4 Codec
- SAWG5 Telecom Management

Project Coordination Group (PCG)

TSG T -TWG1 Mobile Terminal Conformance Testing
- -TWG2 Mobile Terminal Services and Capabilities
Terminals -TWG3 Universal Subscriber Identity Module

- SWG1: Mobile Execution Environment
- SWG2: UE capabilities and interfaces
- SWG3: Messaging

Figure 2.2 3GPP structure
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responsible for the overall architecture and service capabilities has an additional responsi-
bility for cross TSG coordination.

2.3.2 3GPP Specifications: Release, Phase, and Stage

Documents produced by the 3GPP are known as specifications. Specifications are either
Technical Specifications (TS) or Technical Reports (TR). Technical Specifications define a
GSM/UMTS standard and are published independently by the six partners (ETSI, Committee
T1, ARIB, TTC, TTA, and CWTS). Technical Reports are, for example, feasibility studies
for new features/services and sometimes become technical specifications later. In order to
fulfill ever-changing market requirements, 3GPP specifications are regularly extended with
new features. To ensure that market players have access to a stable platform for implementa-
tion while allowing the addition of new features, the development of 3GPP specifications is
based on a concept of parallel releases. In this process, specifications are regularly frozen.
Only essential corrections are permitted for a frozen specification. Standardization work can
still be carried out but will be incorporated in the next release of the same specification. An
engineer implementing a commercial solution based on one or more 3GPP standards should,
as much as possible, base the work on frozen specifications. An unfrozen specification is
subject to change and should never be considered as a stable platform on which to build a
commercial solution. In 3GPP, technical specifications are typically frozen in intervals of 1—
1.5 years. Consequently, releases used to be named according to the expected specification
freezing date (Release 98, Release 99, etc.). In 1999, 3GPP decided that releases produced
after 1999 would no longer be named according to a year but according to a unique
sequential number (Release 5 followed Release 4 which itself followed Release 99). This
decision was made to get more flexibility in adjusting the timing of releases to market needs
instead of having always one release per year.

Each 3GPP technical specification is usually categorized into one of three possible stages.
The concept of characterizing telecommunication services into three stages was first
introduced by ITU in [ITU-1.130]. A stage 1 specification provides a service description
from a service-user’s perspective. A stage 2 specification describes a logical analysis of the
problem to be solved, a functional architecture, and associated information flows. A stage 3
specification describes a concrete implementation of the protocols between physical
elements onto the elements of the stage 2 functional architecture. A stage 3 implementation
is also known as a technical realization. Note that several technical realizations may derive
from a common stage 2 specification.

2.3.3 3GPP Specifications: Numbering Scheme

Each 3GPP technical document (report or specification) is uniquely identified by a reference
as shown in Figure 2.3. The reference starts with the prefix “3GPP”’ and is followed by two
letters identifying the document type (‘““TS” for a specification and ‘““TR” for a report). After
the document type, follows a specification number which can take one of the following
forms: aa.bbb or aa.bb. In the specification number, aa indicates the document intended use
as shown in Table 2.1. In the document reference, the document number is followed by a
version number in the format Vx.y.z. In this format, x represents the release, y represents the
technical version, and z represents the editorial version. Table 2.2 shows how the document
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Documeant type
TS: Technigal Specification

TR: Technical Report

Documeant number
aa. bbb or 23 bk

\

3GPP TS 23.040 V5.1.0

Document version Vx.y.z
X: major version or release
¥ tachnical version

z: editarial vergian

Figure 2.3 3GPP specification type, number, and version

version is formatted according to its associated release. The freezing date for each release is

also indicated.

In addition to its reference, a title is also provided for a 3GPP document. For instance, the

following document contains the definition of MMS stage 1:

Reference:

Title:

3GPP TS 22.140V5.2.0
Multimedia Messaging Service, Stage 1

Lists of available 3GPP specifications are provided in the documents listed in Table 2.3.
3GPP specifications can be downloaded from the 3GPP website at http://www.3gpp.org.

Table 2.1 3GPP specifications/numbering scheme

Range for GSM
up to and including Release 4 onwards

Range for GSM

Range for UMTS
Release 1999 onwards

Type of use

Release 99
01.bb 41.bbb 21.bbb Requirement specifications
02.bb 42.bbb 22.bbb Service aspects
03.bb 43.bbb 23.bbb Technical realizations
04.bb 44.bbb 24.bbb Signaling protocols
05.bb 45.bbb 25.bbb Radio access aspects
06.bb 46.bbb 26.bbb Codecs
07.bb 47.bbb 27.bbb Data
08.bb 48.bbb 28.bbb Signaling protocols
09.bb 49.bbb 29.bbb Core network signaling protocols
10.6b 50.bbb 30.bbb Programme management
11.bb 51.bbb 31.bbb SIM/USIM
12.bb 52.bbb 32.bbb Charging and OAM&P
13.bb Regulatory test specifications
33.bbb Security aspects
34.bbb Test specifications
35.bbb Algorithms
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Table 2.2 3GPP specifications/releases

GSM/EDGE 3G Abbreviated  Specification Specification Freeze date
release release name number version
format format
Phase 2 + Release 6 Release 6 Rel-6 aaa.bb (3G) 6.x.y (3G) December 2004
Phase 2 + Release 5 Release 5 Rel-5 aa.bb (GSM) 5.x.y (GSM) March 2002
Phase 2 + Release 4 Release 4 Rel-4 aaa.bb (3G) 4.x.y (3G) March 2001
aa.bb (GSM) 9.x.y (GSM)
Phase 2 + Release 99 Release 99 R99 aaa.bb (3G) 3.xy 3G) March 2000
aa.bb (GSM) 8.x.y (GSM)
Phase 2 + Release 98 R98 aa.bb 1.x.y Early 1999
Phase 2 + Release 97 R97 aa.bb 6.x.y Early 1998
Phase 2 + Release 96 R96 aa.bb S.xy Early 1997
Phase 2 PH2 aa.bb 4.x.y 1995
Phase 1 PH1 aa.bb 3.xy 1992

Table 2.3 Specifications listing the GSM/UMTS specifications produced by 3GPP

Release List of GSM specifications List of UMTS specifications
Release 99 [3GPP-01.01] [3GPP-21.101]
Release 4 [3GPP-41.102] [3GPP-21.102]
Release 5 [3GPP-41.103] [3GPP-21.103]

2.4 Third Generation Partnership Project 2

The Third Generation Partnership Project 2 (3GPP2) is another standardization partnership
project established out of the International Telecommunication Union’s (ITU) International
Mobile Telecommunications “IMT-2000" initiative. The role of 3GPP2 is to produce
specifications for industrial players from North American and Asian markets with focus
on next generation CDMA networks. In the scope of this project, 3GPP2 looks at refining
requirements for MMS and designing alternative realizations of interfaces defined in 3GPP
and OMA standards.

3GPP2 specifications can be downloaded from the 3GPP2 website at http://www.3gpp2.org.

2.5 GSM Association

Founded in 1987, the GSM Association (GSMA) is a global trade organization that
represents the interest of several hundreds of GSM mobile operators. The association role
consists of promoting, protecting, and enhancing the interests of GSM operators. For this
purpose, GSMA publishes a number of commercial and technical recommendations that are
widely endorsed by the GSM community. GSMA is composed of working groups and
regional groups. In addition, many other specialist interest groups look at very specific
services or technologies or look at regional requirements.
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2.5.1 Working Groups

At the time of writing, there are eight working groups within GSMA. These groups meet on a
regular basis to provide guidance for commercial and technical aspects relevant to the
interests of the GSM industry. The scopes of working group activities are outlined below:

e Billing and Accounting Roaming Group (BARG): BARG supports international roaming
through the definition of charging principles together with the related interoperator
procedures, billing harmonization, credit control, and liaison with other groups regarding
fraud control.

o [nterworking Roaming Expert Group (IREG): IREG focuses on issues related to signaling
and roaming aspects.

o Security Group (SG): SG develops algorithms and protocols to secure GSM networks.

o Fraud Forum (FF): FF identifies techniques used to perpetrate fraud against GSM
operators. It also recommends solutions to cope with these techniques.

o Service (SerG): SerG gathers service requirements from GSM operators. These require-
ments relate mainly to billing and customer care. The working group also provides a
connection between operator marketing requirements and corresponding technical reali-
zations.

o Terminal Working Group (TWG): TWG focuses on issues related to the use of GSM
mobile stations.

o Environmental Working Group (EWG): EWG provides information, advice, and strategy
on the issues of potential interference and health effects in relation to the use of GSM
equipment and services.

o Transferred Account Data Interchange Group (TADIG): TADIG defines data interchange
procedures. It focuses on billing aspects.

2.5.2 Regional Groups

GSMA is also composed of nine regional interest groups. These groups represent the
interests of GSM operators in the following regions: Europe, Asia Pacific, Arab world,
Russia, North America, Latin America, Africa, Central Asia, and India.

More information is available from the GSMA website at http://www.gsmworld.com.

2.6 Internet Engineering Task Force

The Internet Engineering Task Force (IETF) produces technical specifications related to
Internet protocols and procedures in the scope of the Internet Standards Process. It is an
international forum open to any interested party. In IETF, the technical work is carried out by
working groups, each one focusing on specific technical topics (routing, transport, security,
etc.). Furthermore, working groups are categorized into areas managed by area directors.
Area directors are members of the Internet Engineering Steering Group (IESG). In IETF, the
Internet Architecture Board (IAB) provides an architectural oversight of the Internet. Both
the IESG and the IAB are chartered by the Internet Society (ISOC). In addition, the Internet
Assigned Numbers Authority (IANA) has the responsibility for assigning unique numbers
for Internet protocols (application ports, content types, etc.).
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2.6.1 IETF Documents

IETF communications are primarily performed through the publication of a series of
documents known as Request For Comments (RFCs). First RFCs on Internet networking
were produced in 1969 as part of the original ARPA wide-area NETworking (ARPANET)
project. RFCs are numbered in chronological order of creation. An RFC, documenting an
Internet standard, is given an additional reference in the form STDxxx and becomes part of
the STD subseries of the RFC series. RFCs are classified into the following five high level
categories:

Standard track (including proposed standards, draft standards, and Internet standards);
Best current practices;

Informational RFCs;

Experimental RFCs;

Historic RFCs.

kv

For instance, the following specification is published as RFC822. The specification is an
Internet standard also known as STDOO11:

RFC822 Standard for the format of ARPA Internet text messages.
D.Crocker. Aug-13-1982/Status: STANDARD/STD0011

During the development of a specification, draft versions of the document are often made
available for informal review and comments. These temporary documents are known as
Internet drafts. Internet drafts are working documents subject to changes without notice.
Consequently, Internet drafts should not be considered as stable specifications on which to
base developments for commercial solutions.

2.6.2 Internet Standard Track

Specifications subject to the Internet Standards Process fall into two categories: technical
specifications and applicability statements. A technical specification is a description of a
protocol, service, procedure, convention, or format. On the other hand, an applicability
statement indicates how one or more technical specifications may be applied to support a
particular Internet capability. Specifications that are to become Internet standards evolve
over a scale of maturity levels known as the standard track. The standard track is composed
of the following three maturity levels:

e Proposed standard: this is the specification at the entry level. The IESG is responsible
for registering an existing specification as a proposed standard. A proposed standard is
a specification that has reached a stable stage and has already been the subject of
public review. However, implementers should consider proposed standards as immature
specifications.

e Draft standard: a proposed standard can be moved to the draft standard of the standard
track if at least two implementations based on the specification exist and interoperate well.
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Since draft standards are considered as almost final specifications, implementers can
safely design services on the basis of draft standards.

o [nternet standard: an Internet standard (also referred to as a standard) is a specification
that is the basis of many significant implementations. An Internet standard has reached a
high level of technical maturity.

RFCs can be downloaded from the IETF website at http://www.ietf.org.

2.7 World Wide Web Consortium

The World Wide Web Consortium (W3C) is a standardization body, created in 1994,
involved in the development of widely accepted protocols and formats for the World Wide
Web. Technical specifications published by W3C are known as recommendations. W3C
collaborates closely with IETF. W3C activities are organized into groups: working groups
(for technical developments), interest groups (for more general work), and coordination
groups (for communications among related groups). W3C groups are organized into the
following five domains:

e The architecture domain includes activities related to the development of technologies
which represent the basis of the World Wide Web architecture.

e The document formats domain covers all activities related to the definition of formats and
languages.

e The interaction domain includes activities related to the improvements of user interactions
with the World Wide Web. This includes the authoring of content for the World Wide
Web.

e The technology and society domain covers activities related to the resolution of social and
legal issues along with handling public policy concerns.

o The web accessibility initiative aims at promoting a high degree of usability for disabled
people. Work is carried out in five primary areas: technology, guidelines, tools, education
and outreach, and research and development.

To date, significant W3C contributions include the framework of the initial World Wide
Web (based on HTML, URIs, and HTTP), XML, XHTML, SVG, and SMIL. W3C follows a
dedicated recommendation track to initiate discussions on proposed technologies and to
ultimately publish recommendations. The recommendation track defines four maturity levels
for technical specifications. These maturity levels are depicted in Figure 2.4.

A working draft is the initial status for a technical specification in the W3C recommenda-
tion track. It is a work item which is being or will be discussed within the relevant W3C
working group. However, the status ‘“working draft” for a technical specification does not
imply that there is a consensus between W3C members on the acceptability of the proposed
technology.

A last call working draft is a special working draft that is regarded by the relevant working
group as fulfilling the requirements of its charter. It has the status “last call working draft”
when the relevant working group seeks technical review from other W3C groups, W3C
members, and the public.
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Figure 2.4 W3C recommendation track

A candidate recommendation is a technical specification that is believed to fulfill the
relevant working group’s charter, and has been published in order to gather implementation
experience and feedback.

Finally, a proposed recommendation is a technical specification which has reached the
highest level of maturity in the W3C recommendation track. It obviously fulfills the
requirements of the relevant working group’s charter but has also benefited from sufficient
implementation experience and has been carefully reviewed. Only a proposed W3C
recommendation can be considered as a stable technical specification on which to base
the development of commercial solutions.

W3C technical specifications can be retrieved from http://www.w3c.org.

2.8 WAP Forum

Prior to its integration into OMA, the WAP Forum concentrated on the definition of a generic
platform for the development of applications for various wireless technologies. The WAP
Forum managed the following four types of technical documents:

e Specification: a specification contains technical or procedural information. At any given
time, a specification is associated with a stage such as proposal, draft, etc. This stage
indicates the level of maturity of the specification content.

o Change Request (CR): an unofficial proposal to change a specification. A change request
was proposed by one or more individuals for discussion between WAP Forum members.

e Specification Change Document (SCD): an SCD is the draft of a proposed modification of
a specification. An SCD could only be produced by the specification working group



42 Mobile Messaging Technologies and Services

Specification state

a: approved

p: proposed

t prototype
Specification o absolete
renistared name d: draft

WAP-205-MMSArchOverview-20010425-a

Document Identifier (DID) Specification version {(date)
Thig nurmber uniguely In this examgle:
identifies a specification. 25th April 2001

Figure 2.5 WAP Forum specification numbering

responsible for the corresponding specification. An SCD applies to a specific version of a
specification.

o Specification Implementation Note (SIN): a SIN is an approved modification of a
previously published specification. SINs were used to fix bugs or to revise an existing
approved specification. A SIN applies to a specific version of a specification.

A WAP Forum document is identified by a Document IDentifier (DID). A specification
keeps its associated DID for its entire lifespan (all revisions of the specification and the
approved specification).

WAP Forum specifications are named according to the convention outlined in Figure 2.5.

Only approved specifications should be considered as a basis for the development of
commercial WAP-based solutions. OMA members can download WAP Forum specifications
from the OMA website at http://www.openmobilealliance.org.

In 2002, all WAP Forum activities have been transferred to the Open Mobile Alliance. The
next section introduces the organization and working procedures of the Open Mobile
Alliance.

2.9 Open Mobile Alliance

The Open Mobile Alliance (OMA) is a standardization forum established in June 2002 by
nearly 200 companies representing the whole mobile services value chain. It is chartered to
develop interoperable application enablers for the mobile industry. It intends to design
specifications for applications enablers, which are bearer-agnostic and independent from any
operating system. OMA was not created from scratch but was rather organized as a merge of
several existing standardization forums. These forums, with sometimes overlapping activ-
ities, included the WAP Forum, the Wireless Village (WV), the MMS Interoperability Group
(MMS-IOP), the SyncML Initiative, the Location Interoperability Forum (LIF), the Mobile
Wireless Internet Forum (MWIF), and the Mobile Games Interoperability Forum (MGIF).
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Figure 2.6 OMA organization

2.9.1 OMA Organization

In the OMA organization, the technical plenary is a chartered standing committee of the
board of directors. The technical plenary is responsible for technical specification drafting
activities, approval and maintenance of technical specifications, and resolution of technical
issues. The organization of OMA is depicted in Figure 2.6

The task of OMA Working Groups (WGs) is to accomplish the technical work as defined
by the technical plenary. On the other hand, committees are responsible for establishing rules
for OMA operations and processes and for controlling the release of OMA specifications.
Responsibilities of OMA working groups and committees are described below:

o Requirements (REQ): this WG is responsible for identifying use cases for services and
identifying interoperability and usability requirements.

o Architecture (ARCH): this WG is in charge of the design of the overall OMA system
architecture.

o Messaging Group (MWG): this WG is responsible for building application enablers for
messaging services. Activities of this WG are delegated to sub-working groups. The MMS
Sub-Working Group (MMSG) is responsible for the design of OMA MMS standards.

o Mobile Web Services (MWS): this WG is responsible for defining application enablers for
web services in OMA.
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e Presence and Availability: the objectives of this WG objectives are to identify, specify,
and maintain the requirements, architecture, technical protocol/format/interface and
interoperability specifications for presence and availability services.

o [nteroperability (IOP): this WG focuses on testing interoperability and solving identified
issues. Activities of this WG are delegated to sub-working groups (browsing, synchro-
nization, IMPS, location, MMS, etc.). It also organizes test events as further described in
Chapter 6.

e Browser and Content (BAC): this WG is responsible for the specification of application
technologies such as download and DRM, push, the standard transcoding interface, and
the user agent profile.

o Device Management (DM): this WG is in charge of specifying protocols and mechanisms
that achieve management of devices (e.g., configuration settings, operating parameters,
software installation and parameters, application settings, user preferences, etc.).

e Data Synchronization (DS): this WG designs specifications for data synchronization
(including but not limited to the SyncML technology).

o Game Services: this WG is responsible for defining interoperability specifications,
Application Programming Interfaces (APIs), and protocols for network enabled gaming.

o Mobile Commerce (MCOM): this WG aims at producing standards for technologies
enabling mobile commerce in order to meet the demands of banking and financial
industries, retailers, and mobile users.

o Security (SEC): this WG focuses on specifying the operation of adequate security
mechanisms, features, and services by mobile clients, server, and related entities.

e Location (LOC): this WG designs an end-to-end architectural framework with relevant
application and contents interfaces, privacy and security, charging and billing, and
roaming for location-based services.

e Push-to-talk over Cellular (PoC): the PoC group is positioned to develop specifications
for PoC services. PoC is a half-duplex form of communications allowing users to engage
in immediate communication with one or more receivers simply by pushing a handset
button (similar to Walkie-talkie operation).

o Developer Interest Group (DIG): in this group, OMA software developers are able to
express their requirements into OMA as input for other working groups.

In addition to the working groups, two committees are part of the OMA organization as
described below:

e Operations and Processes (OPS): this committee provides support for OMA operation
and process activities. This includes the support for liaising with other forums, the
assessment for IT requirements and staffing needs, etc.

e Release Planning (REL): this committee is responsible for planning and managing OMA
releases according to OMA specifications and interoperability testing programmes.

2.9.2 OMA Specifications

The OMA process for publishing public technical specifications is based on the delivery of
enabler releases and interoperability releases. An enabler release is a set of specifications
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required for enabling the realization of a service such as MMS, browsing, digital rights
management, etc. OMA technical specifications in a draft stage are only made available to
OMA members and should not be considered as mature inputs for the design of commercial
solutions. When a set of technical specifications has gained enough maturity to be considered
for the development of commercial solutions, then OMA publicly releases the set of
specifications in the form of an enabler release. Enabler releases evolve over a scale of
two maturity phases as shown below:

o Candidate enabler release (phase 1): a candidate enabler release is an approved set of
OMA specifications forming the basis of product implementations, which can be tested
for interoperability.

o Approved enabler release (phase 2): an approved enabler release has passed phase 1
(candidate release) and associated interoperability test cases have been designed by OMA.

Additionally, multiple approved enabler releases (phase 2) can be grouped into a single
interoperability release. For this purpose, a set of devices conform to the approved enabler
releases are required to pass end-to-end interoperability tests.

An OMA specification is uniquely identified according to the convention shown in Figure 2.7.

2.9.3 Available Documents

At the time of writing, several sets of OMA specifications have been made publicly
available. This includes the following candidate enabler releases (phase 1) — December
2004 status:

e OMA Billing Framework (version 1.0)
e OMA Browsing (version 2.2)
e OMA Client Provisioning (version 1.1)
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OMA Data Synchronization (version 1.2)

OMA Digital Rights Management (version 2.0)

OMA DNS (version 1.0)

OMA Email Notification (version 1.0)

OMA External Functionality Interface (version 1.1)

OMA Games Services (version 1.0)

OMA Instant Messaging and Presence Service (version 1.2)
OMA Mobile Location Protocol (version 3.1)

OMA Multimedia Messaging Service (version 1.2)

OMA Online Certificate Status Protocol Mobile Profile (version 1.0)
OMA SyncML Common Specification (version 1.2)

OMA User Agent Profile (version 2.0)

OMA Wireless Public Key Infrastructure (version 1.0)

The following approved enabler releases (phase 2) are also publicly available — December
2004 status:

OMA Data Synchronization (version 1.1.2)

OMA Device Management (version 1.1.2)

OMA Digital Rights Management (version 1.0)

OMA Download (version 1.0)

OMA Instant Messaging and Presence Service (version 1.1)
OMA Multimedia Messaging Service (version 1.1)

OMA SyncML Common Specification (version 1.1.2)
OMA Web Services (version 1.0)

OMA technical specifications can be downloaded from http://www.openmobilealliance.org.

2.10 Further Reading

[1] J.Huber, D. Weiler, and H. Brand, UMTS, the mobile multimedia vision for IMT-2000: a focus on standardization,
IEEE Communications Magazine, September 2000.

[2] P. Loshin, Essential Email standards, John Wiley & Sons, Ltd, Chichester, 1999.

[3] 3GPP TR 21.900, 3GPP working methods.

[4] WAP work processes, WAP Forum, December 2000 (WAP-181-TAWP-20001213-a).

[5S] RFC 2026, The Internet standards process — Revision 3, IETF, October 1996.

[6] M.L. Olsson and J. Hjelm, OMA — Changing the mobile standards game, Ericsson Review, issue no. 1, 2003.

[7]1 F. Hillebrand (Editor), GSM and UMTS: the creation of global mobile communication, John Wiley & Sons, Ltd,
Chichester, 2001.
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Short Message Service

The Short Message Service (SMS) is a basic service allowing the exchange of short text
messages between subscribers. The first short text message is believed to have been
transferred in 1992 over signaling channels of a European GSM network. Since this
successful trial, SMS usage has been the subject of tremendous growth. The Mobile Data
Association' reported that the total number of chargeable person-to-person text messages
sent across the four UK GSM networks in 2003 totaled 20.5 billion.

This chapter, dedicated to SMS, first introduces common use cases for SMS such as
consumer, corporate, and operator applications. Components of a typical SMS-enabled GSM
architecture are presented along with basic SMS features. The four-layer transport protocol
stack of SMS (application, transfer, relay, and link) is presented and the transfer layer of this
stack is described in detail. The transfer layer is the component which needs to be mastered
by implementers for the development of SMS-based applications. An insight is also given
into techniques available for exchanging messages between servers and applications running
in the SIM. Interworking between SMS and Email is presented and the manipulation of
messages via AT commands is illustrated.

Note that the content of this chapter also represents the basis for the next chapter. Chapter
4 describes two application-level extensions of SMS in the form of the Enhanced Messaging
Service (EMS).

3.1 Service Description

Developed as part of the GSM Phase 1 ETSI technical specifications, the Short Message
Service (SMS) allows mobile stations and other network-connected devices to exchange
short text messages. Work on the standardization of SMS was initiated by ETSI and is now
being carried out in the scope of 3GPP activities. Since its initial introduction in GSM
networks, SMS has been ported to other network technologies such as GPRS and CDMA.

'http://www.mda-mobiledata.org/

Mobile Messaging Technologies and Services Second Edition Gwenaél Le Bodic
© 2005 John Wiley & Sons, Ltd ISBN: 0-470-01143-2
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The Short Message Service allows users to exchange messages containing a short amount of
text. These messages can be sent from GSM/UMTS mobile devices but also from a wide
range of other devices such as Internet hosts, telex, and facsimile. The SMS is a very mature
technology supported by 100% of GSM handsets and by most GSM networks worldwide.

3.2 SMS Use Cases

SMS was intended to be a means of exchanging limited amounts of information between two
mobile subscribers. This limited capability has become a building block for the development
of more compelling services ranging from the download of ringtones to professional
applications such as remote monitoring or fleet tracking. SMS use cases described in this
chapter are representative of typical applications based on SMS, including consumer
applications, corporate applications, and operator applications.

3.2.1 Consumer Applications Based on SMS

In this category are grouped services such as person-to-person messaging, information
services, download services, or chat applications. Consumers have access to these services
for customizing their handsets, receiving information from remote servers, or simply for
exchanging information between friends.

Person-to-Person Messaging

This is the original use case for which SMS has been designed. This use case relates to the
exchange of a short text message between two mobile subscribers. The subscriber that
originates the message first composes the message using the man—-machine interface of the
mobile device. Usually, the message text is entered via the handset keyboard and echoed on
the handset display. After composition, the subscriber enters the phone number of the
message recipient and sends it to the serving network. The message is then transported over
one or more networks before reaching the recipient mobile network. If the recipient handset
is able to handle the message immediately, then the message is transferred to the recipient
mobile handset and the recipient subscriber is notified that a new message has arrived.
Otherwise the message is kept temporarily by the network until the recipient handset
becomes available. It is not easy to input text with a small handset keypad. In order to cope
with this limitation, handsets are usually shipped with a predictive text input mechanism.
These mechanisms anticipate which word the user is trying to enter by analyzing the most
recent characters or symbols which have been typed in and checking those against entries of
a static or dynamic dictionary. Entries from the dictionary which closely match the partially
entered word are then presented to the subscriber who can select one of them if appropriate.
These mechanisms significantly reduce the number of keys that need to be pressed to input
text for the composition of a message. Predictive text input mechanisms are available for
various different languages. With SMS, the two most well known predictive text input
algorithms are T9™ from Tegic® and ZI from ZI corporation.” It has to be noted that

2http://www.t9.<:0m/
3http://www.zicorp.com/
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Figure 3.1 Mobile device with external keyboard — reproduced by permission of Alcatel Business
Systems

advanced handsets are sometimes equipped with a built-in QWERTY keyboard. Alterna-
tively, a small external keyboard can sometimes be connected to a handset as shown in
Figure 3.1. Because of the difficulty of entering text with mobile handsets, subscribers have
forged their own dialect. This dialect consists of using abbreviated terms that are quick to
compose on mobile handsets. For instance, “RUOK” means “Are you OK”? and “C U
L8ER” means “‘See you later!”” This is sometimes complemented by the use of text-based
pictograms or ‘‘smileys.” For instance, :-) represents a ‘“‘happy mood” and :-( represents a
“sad mood.”

Information Services

This is probably one of the most common use cases in the machine-to-person scenario. With
information services, weather updates and financial reports can be prepared by value-added
service providers and pushed to mobile handsets with SMS. For these services to be
activated, it is usually necessary for the user to first subscribe manually to the service prior to
receiving associated reports and updates.

Voice Message and Fax Notifications

This use case is widely supported in GSM mobile networks. This use case relates to the
reception of messages containing notifications for voice messages and fax waiting in a
remote message inbox.

Internet Email Alerts

With Email alerts via SMS, subscribers are notified that one or more Email messages are
waiting to be retrieved. Such an alert usually contains the address of the message originator
along with the message subject and the first few words from the Email message body.
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Download Services

It has become popular for mobile subscribers to customize their mobile handset. This can be
done by associating ringtones to persons in the phone contact directory. With such a
configuration, an incoming phone call from an identified person triggers the selected
ringtone. It is also common to change switch on and off animations or to change the general
look-and-feel (also known as ‘“‘skin’’) of the handset’s graphical user interface. All these
objects used to customize the mobile handset can be downloaded as part of one or more short
messages.

Chat Applications

During a chat session, several users can exchange messages in an interactive fashion. All
messages exchanged during a session are kept in chronological order in a chat history. In the
chat history, messages sent from a recipient are differentiated from messages sent from other
users. Several existing mobile chat applications are based on SMS for the transport of
messages.

Smart Messaging

Smart Messaging is a proprietary service developed by Nokia. This service enables the
exchange of various objects via SMS. This includes the transfer of Internet configuration
parameters, business cards for PIM updates, etc. A popular feature of this service is called
“Picture Messaging,” which allows the association of one bitmap picture to the text of a
message.

3.2.2 Corporate Applications Based on SMS

In this category are grouped services tailored for the need of professionals. This includes
vehicle positioning and remote monitoring of machines.

Vehicle Positioning

The Global Positioning System (GPS) is a technology for determining global positions on
Earth. The device determines its location by analyzing signals broadcast from a group of
satellites. The location information is usually expressed in terms of longitude, latitude, and
sometimes altitude. A GPS receiver coupled to a handset, built-in or as an accessory, can
provide the location of a person or equipment. This location information can be formatted in
a short message and sent to a remote server via SMS. The server interprets locations received
from several handsets and displays them on associated geographical maps. Such an
application can help logisticians to keep track of a fleet of trucks or policemen to track
down stolen vehicles.

Remote Monitoring

Messages can transport information about the state of remote devices. For instance, system
administrators can be notified by a short message that a server is running low of resources or
that a fault has been detected on a remote computer.

3.2.3 Operator Applications Based on SMS

Operators have used SMS as a building block for enabling the realization of several services
including the ones listed below.
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SIM Lock

Operators sometimes require handsets to be locked and usable with only one specific SIM.
After a minimal subscription period, the user may request the operator to deactivate the lock
in order to be able to use the mobile handset with another SIM (from the same operator or
from another operator). If the operator agrees on the lock being deactivated, then the operator
sends a short message containing a code allowing the device to be unlocked.

SIM Updates

With SMS, operators can remotely update parameters stored in the SIM. This is performed
by sending one or more messages with new parameters to a mobile device. In the past,
operators have used this method for updating voice mail access numbers, customer service
profiles (determining which network services are accessible to the subscriber), operator name
for display in idle mode on the device screen, and address book entries.

Message Waiting Indicator

Operators have used SMS as a simple way to update message waiting indicators on the
receiving handset. With this mechanism, a short message contains the type of indicator
(voice mail, etc.) to be updated along with the number of waiting messages.

WAP Push
The SMS can be used as a bearer for realizing the WAP push. With this configuration, a WSP
protocol data unit or the URI of the content to be retrieved is encoded in a short message and
sent to the receiving device. Upon reception of such a message, the WAP microbrowser
intercepts the message, interprets the pushed content, and presents the content to the
subscriber.

3.2.4 Value Chain of SMS-Based Applications

In the person-to-person scenario, SMS involves two persons, the message originator and the
message recipient. In addition, one or more network operators are involved in transporting
the message. In the machine-to-person scenario, the business model may become more
complex. Indeed, the business model involves a person, the message recipient, one or
more network operators to transport the message, and various intermediaries such as service
providers, portal providers, SMS resellers, etc.

To cope with the high demand for transferring short messages in the machine-to-person
scenario, a business model has been put in place by operators to provide wholesale SMS to
service providers. This allows service providers to purchase SMS resources in bulk at a
wholesale price from operators and to resell short messages with customized content to
mobile users.

3.3 Architecture for GSM Networks

The realization of SMS implies the inclusion of several additional elements in the network
architecture (GSM, GPRS, or UMTS). Figure 3.2 shows the architecture of an SMS-enabled
GSM network.

The two additional network elements in the architecture are the SMS center and the Email
gateway. In addition, an element called the short message entity, usually in the form of a
software application in a mobile device, is necessary for the handling of messages (sending,
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reception, storage, etc.). The short message entity is not shown in Figure 3.2. The SMS
center, Email gateway, and the short message entity are presented in the following sections.

3.3.1 Short Message Entity

Elements that can send or receive short messages are named Short Message Entities (SME).
An SME can be a software application in a mobile handset but it can also be a facsimile
device, telex equipment, remote Internet server, etc. A mobile handset has to be configured in
order to operate properly in a mobile network. The handset is typically pre-configured during
the manufacturing process but a manual configuration can also be performed. Figure 3.3
shows an example of the graphical user interface for updating SMS settings in a GSM/GPRS
handset.

An SME can be a server that interconnects to the SMS center directly or via a gateway.
Such an SME is also known as an External SME (ESME). Typically, an ESME represents a
WAP proxy/server, an Email gateway, or a voice mail server.

For the exchange of a short message, the SME which generates and sends the short
message is known as the originator SME whereas the SME which receives the short message
is knows as the recipient SME.

3.3.2 Service Center

The Service Center (SC) or SMS Center (SMSC) plays a key role in the SMS architecture.
The main functions of the SMSC are the relaying of short messages between SMEs and the
store-and-forwarding of short messages (storage of messages if the recipient SME is not
available). The SMSC may be integrated as part of the mobile network (e.g., integrated to the
MSC) or as an independent network entity. The SMSC may also be located outside the
network and be managed by a third party organization. Practically, it is very common for
network operators to acquire one or more SMSCs since SMS is now considered as a very
popular service to be provided by any mobile network. In theory, one single SMSC could
manage SMS for several mobile network operators. However, this latter scenario is seldom
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Figure 3.3 SMS settings—handset screenshot
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encountered in real life and one or more SMSCs are often dedicated to the management of
SMS operations in one single mobile network.

Mobile network operators usually have mutual commercial agreements to allow the
exchange of messages between networks. This means that a message sent from an SME
attached to a network A can be delivered to another SME attached to a mobile network B.
This ability for users to exchange messages even if they are not subscribers to the same
network and sometimes located in different countries is undoubtedly one of the key features
that makes SMS so successful.

Today’s commercial SMS centers are typically able to process more than 1000 messages
per second each. Large mobile operators often make use of several SMS centers to fulfill the
needs of their customers.

3.3.3 Email Gateway

The Email gateway enables an Email-to-SMS interoperability by interconnecting the SMSC
with the Internet. With the Email gateway, messages can be sent from an SME to an Internet
host, and vice versa. The role of the Email gateway is to convert message formats (from SMS
to Email and vice versa) and to relay messages between SMS and Internet domains.

3.4 SMS Basic Features

SMS encompasses a number of basic features. This includes message submission, message
delivery, handling of status reports, requests for command execution, reply path, etc. These
features are presented in the following sections.

3.4.1 Message Submission and Delivery

The two most basic features of SMS are the sending and the receipt of a short message.

Message Sending

Mobile-originated messages are messages which are submitted from an MS to an SMSC.
These messages are addressed to other SMEs such as other mobile users or Internet hosts. An
originator SME may specify a message validity period after which the message is no longer
valid. A message which is no longer valid may be deleted by an SMSC during the message
transfer. With the first GSM networks, not all handsets supported message submission.
Presently, almost all handsets support message submission. This feature is also known as the
Short Message-Mobile Originated (SM-MO).

Message Delivery

Mobile-terminated messages are messages delivered by the SMSC to the MS. Nearly all
GSM handsets support message reception. This feature is also known as Short Message
Mobile Terminated (SM-MT). Mobile-Originated and Mobile-Terminated short messages
can be delivered or submitted even while a voice call or data connection is under progress.
Messages can be sent or received over GSM signaling channels, but also over GPRS
channels. In GSM, messages are sent over SDCCH or SACCH channels whereas, in GPRS,
short messages are sent over PDTCH channels. The choice of the bearer for transporting a
message is usually made according to a predefined network policy.
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3.4.2 Status Reports

It is possible for an originator SME to request that a status report be generated upon delivery
of the short message to the recipient SME. The status report indicates to the originator
whether or not the short message has been successfully delivered to the recipient SME.

3.4.3 Reply Path

The reply path can be set by the originator SME (or the serving SMSC) to indicate that the
serving SMSC is able and willing to directly handle a reply from the recipient SME in
response to the original message. In this situation, the recipient SME usually submits the
reply message directly to the SMSC that serviced the submission of the original message.

This feature is sometimes used by operators to allow the message recipient to provide a
reply message ‘““free of charge’ for the message recipient.

Additionally, for networks supporting several SMSCs, operators sometimes use this
feature to get reply messages to be returned to a particular SMSC. For example, an operator
could have several SMSCs but only one connected to the Email gateway. In this configura-
tion, if a message is originated from the Internet domain, then the operator uses the reply
path to indicate that any message reply associated with this Email-originated message should
be submitted to the SMSC connected to the Email gateway. In this situation, the SMSC can
appropriately request the Email gateway to convert reply messages into Email messages and
to deliver them to the Email recipient(s).

3.4.4 Addressing Modes

With SMS, several modes are possible for addressing message recipients. The most com-
mon addressing mode consists of using the Mobile Station ISDN Number (MSISDN) in the
[ITU-E.164] format (e.g., +33612345678). However, other less commonly used addressing
modes are available such as Email addressing, as defined by the IETF in [RFC-2822], or
operator specific numbering schemes (short codes for instance).

An optional addressing feature of SMS consists of conveying sub-addressing information
as part of a message. The sub-addressing information is appended at the end of the recipient
address by the originator SME before message sending. When this scheme is applied, the
SMSC extracts the sub-addressing information from the recipient address specified for the
submitted message and appends it to the originator address for the message to be delivered.
This optional feature can be used to maintain session identifications for the exchange of
messages or for identifying a specific service code to which a message relates. The sub-
addressing information is separated from the normal addressing information by the “#”
delimiter (this character is part of the sub-addressing information) as shown in Figure 3.4.

0123456789 #64

A

Addressing Sub-addressing

Figure 3.4 Sub-addressing/format
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1. Message submission "request service" 2. Message delivery "request service"
Destination address: 0123456789#64 Originator address: 0000000016#64

_ SME > > ESME

Mobile device SMSC L Address:
Application | 9123456789
Address: < server
0000000016

4. Message delivery "service result" 3. Message submission "service result"

Figure 3.5 Sub-addressing/example

The sub-addressing information is a combination of digits and “#” and “** characters.
For instance, a mobile handset may request a weather forecast update by sending a message
to an application server. The identification of the requested service (e.g., service 64) can be
specified as part of the sub-addressing information as shown in Figure 3.5.

A message originator has the possibility of indicating an alternate reply address as part of
a submitted message. Such an alternate reply address should be used by the recipient SME if
the recipient wishes to reply to the message.

Sub-addressing and alternate reply address features are recent evolutions of the SMS
standard and still have to be supported by SMEs and SMSCs.

Note that a limitation of SMS, and to some extent EMS, resides in its inability to support
group sending, at the transport level. A message can only be addressed to one single
recipient. Group sending can be emulated by the originator SME by sending the same
message a number of times to the network, one time per message recipient. However, this
method is not very efficient in terms of usage of network resources. Alternatively, operators
sometimes cope with this limitation by offering a distribution list service. With this service,
subscribers are able to manage (create/modify/delete) personal distribution lists. Each
distribution list is identified by a short code. Once a distribution list has been configured,
the subscriber can send a message to all recipients of a distribution list by sending the
message just once to the corresponding short code. Upon reception of the message, the
network generates and delivers separate copies of the message to all recipients. In this
situation, the message is only transferred once by the originator SME to the network. This
leads to a more efficient use of network resources. The message originator is still charged by
the network operator for the number of copies generated by the network, as if they had been
submitted directly from the originator SME.

3.4.5 Validity Period

A message originator has the possibility of indicating a validity period for a message. This
validity period defines the deadl