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QUESTION 1

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .com.

You have deployed a new Windows 2000 Server computer as a Web server in the perimeter network (also
known as

the DMZ). The Web server is not a member of Certkiller .com. A firewall between the network and the DMZ is
configured to allow only HTTP traffic to be sent from the DMZ to the private network.

Your Web server administrator creates a security template named Webserver.inf that defines the default security
settings

required for the Web server. The security template settings must be enforced at the Web server and applied at
regular

intervals.

What should you do?

A.Make the Web server a member of the Certkiller .com domain and place the Web server computer account
into a new

organizational unit (OU).

Import the Webserver.inf security template to the Default Domain Policy.

B.Create a batch file that applies the security template by using thesecedit /configure /cfg Webserver.inf /db
web.sdb

command.

In Scheduled Tasks, create a new task to run the batch file daily.

C.Apply the security template using the Security Configuration and Analysis console on the Web server.
Create a batch file that updates the security policy of the Web server by using thesecedit /refreshpolicy
machine_policy

/enforcecommand.

In Scheduled Tasks, create a new task to run the batch file daily.

D.Import the Webserver.inf security template to the Local Computer policy of the Web server.

Create a batch file that updates the security policy of the Web server by using thesecedit /refreshpolicy
machine_policy

/enforcecommand.

In Scheduled Tasks, create a new task to run the batch file daily.

Answer: C

Explanation:

We apply the security template using theSecurity Configuration and Analysisconsole. We then update the
security

policy at regular intervals using a scheduled task.

Incorrect Answers

A:We do not want to apply the Webserver.inf to all computers in the domain.

B:We do repeatedly have to apply the security template.

D:

The initial template applied to a computer is called the Local Computer Policy. It is not a good practice to
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change this
template.

QUESTION 2

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two Windows 2000 domain controllers and 500 Windows 2000 Professional computers.
The relevant portion of the Active Directory hierarchy is shown in the exhibit.

testking.com
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IT_Computers
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The user accounts for all administrators are located in the IT_Users organizational unit (OU). All other user
accounts are

located in the Employee_Users OU. The client computer accounts for the administrators' computers are located
in the

IT_Computers OU. All other client computer accounts are located in the Employee_Computers OU.

You company employs 10 security auditors to ensure that servers and client computers comply with the written
security

policy of Certkiller . You create a domain security group named Security _Audit. You add the computer
accounts for

each security auditor to this group.

You create several Group Policy objects (GPOs) and link them to the Employees OU. The GPOs configure
security

settings to enforce the written policy. The priority and configuration of each GPO are shown in the following
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table.
GPO name Policy Setting Object with Priority No Override
Read
and Apply
Group Policy
Permissions
GPO1 Audit object Success and Authenticated | 1
access Failure Users
Security _Audit
GPO2 Audit logon Failure Security_Audit | 2
events
GPO3 Audit account | Success Authenticated | 3 X
logon events Users
Security_Audit

You discover that the Security logs on many client computers are full of successful object access events from
the users

of the client computers. You do not want users to be audited when they access files on their own computers.
However,

you want the security auditors to be audited when they access any file on any client computer.

What should you do?

A.Clear theNo Overridecheck box in GPO3.

B.Remove the Authenticated Users group from the DACL for GPOL.

C.Configure the policy settings for GPO3 so that success and failure events are audited.

D.Configure the DACL for GPOL1 so that the Authenticated Users group hasDeny Apply

Group Policypermission.

Answer: B

Explanation:

By removing the Authenticated Users group from the DACL of GPO1, only members of the
Security_Auditgroup

would be audited for Object Access.

Incorrect Answers

A, C:GPO1 would still be applied, and object Access by the Authenticated Users group would still be audited.
D:The auditors, like all users, belong to the Authenticated Users group. They would also bereceiveDeny Apply
Group

Policypermission,and they would not be audited contrary to the requirements in this scenario.
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QUESTION 3

You are the network administrator for Certkiller . The network consists if a Windows 2000 Active Directory
domain.

The domain contains five Windows 2000 Server domain controllers and 50 Windows NT Workstation 4.0
computers.

You perform a clean installation of Windows 2000 Professional on four client computers. You do not install
Internet

Information Services (11S) on these computers.

The written security policy for Certkiller allows Windows 2000 Professional users to install and run IIS. Every
computer

running 1S must be configured to meet the written policy before the computer can be connected to Certkiller
network.

You want to ensure that the written policy for IS is enforced automatically if 11S is installed on a Windows
2000

Professional computer.

What should you do before the user receive their computers?

A.On each Windows 2000 Professional computer, modify the Ocfilesw.inf security template to comply with the
written

policy.

B.On each Windows 2000 Professional computer, modify the Setup Security.inf security template to comply
with the

written policy.

C.On a reference computer, configure I1S permissions to comply with the written policy.

In the local Group Policy editor, selectimport current Authenticode Security information.

Select theExport Browser Settingsoption and save the settings to a file.

Place the file inSystemroot\System32 on each Windows 2000 Professional computer.

D.On a reference computer, configure 1S permissions to comply with the written policy.

In the local Group Policy editor, selectimport current security zones settings.

Select theExport Listoption and save the list to a file.

Place the file inSystemroor\System32 on each Windows 2000 Professional computer.

Answer: C

Explanation:

You can use Authenticode to designate software publishers and credentials agencies as trustworthy. You can
also

import these settings from your computer. If you want to modify the settings that you will apply to your users'
computers, clicklmport current Authenticode security information, and then click Modify Settings.
Authenticode allows administrators to designate software publishers and credentials agencies as trustworthy.
These

settings can also be imported from the administrator's computer. Click Import current Authenticode
information, and

then click Modify Settings to modify the settings that will apply to users' computers.

Incorrect Answers

A:lt would be a daunting administrative task to reconfigure each client computer manually. Furthermore, the
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OCFilesw.inf file defines Optionalcomponent file security for Professional.

B:It would be a daunting administrative task to reconfigure each client computer manually. Furthermore, the
secure

templates (secure*.inf) implement recommended security settings for all security areas except files, folders, and
registry

keys.

D:1IS security does not primarily concern accessing secure sites.

QUESTION 4

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 2,000 portable computers that run Windows XP Professional. All portable computers use
Microsoft Internet Explorer as their only Web browser.

When you work from home, your portable computer automatically dials in to Certkiller network so that you can
administer network resources remotely. The written security policy for Certkiller requires stricter security zone
and

privacy settings for all portable computers. You configure your portable computer to comply with the written
policy.

You create a Group Policy object (GPO) named SetSecurity and link it to the domain. You import the
connection

settings from your computer to the Security Zones and Content Ratings policy in SetSecurity.

Now, when other users work from home, they report that their computers attempt to dial in to Certkiller network
automatically. However, the connections fail because only administrators have dialup

permissions to Certkiller network.

You need to restore the dialup

configuration for other users to its previous state, while continuing to enforce the written

security policy.

What should you do?

A.On your portable computer, open theProgramspolicy in the Internet Explorer maintenance section of the
SetSecurity

GPO, and select the option to import settings.

Save the modified GPO.

B.On your portable computer, modify theAutomatic Browser Configurationpolicy of the SetSecurity GPO so
that

automatic browser configuration is disabled.

Save the modified GPO.

C.Delete, recreate, and then link the SetSecurity GPO to the domain by using a Windows XP Professional
computer

that has the same configuration as your portable computer.

D.Create a new user account in the domain.

Use the new account to log on to your portable computer.

Configure the settings to comply with the written policy, configure the dialup

configuration to not dial, and import those

settings to the SetSecurity GPO. Delete the new user account.

Answer: D
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Explanation:

The administrator account was used when configuring the LapTop computers. Administrators are allowed to
connect

remotely. We must therefore use a nonadministrator

user account when configuring the GPO that should be used on

the LapTops.

Incorrect Answers

A:An incomplete solution.

B:TheAutomatic Browser Configurationpolicy is used to automatically push the updated security zone settings
to

each user's desktop computer, enabling the administrator to manage security policy dynamically across all
computers on

the network.

C:We need to configure the template with a NON admin account

QUESTION 5

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains domain controllers that run either Windows 2000 Sever or Windows NT Server 4.0.
You need to modify a registry entry on all domain controllers. You create an administrative template that
contains the

registry entry. You need to apply the template only to each domain controller every time it is restarted.
What must you do to achieve this goal? (Each correct answer presents part of the solution. Choose two)
A.Import the administrative template to the Default Domain Policy Group Policy object (GPO) and then
configure the

registry entry in the template.

B.Import the administrative template to the Default Domain Controllers Policy Group Policy object (GPO) and
then

configure the registry entry in the template.

C.Import the administrative template to the local Group Policy of the domain controller that runs the PDC
Emulator and

then configure the registry entry in the template.

D.Import the administrative template to a system policy, configure the template, and save it as a file named
Ntconfig.pol.

Place the Ntconfig.pol file in the Policies folder under the Sysvol share.

Configure the Lbridge.cmd utility.

E.Import the administrative template a system policy, configure the template, and save it as a file named
Ntconfig.pol.

Place the Ntconfig.pol file in the Netlogon share on the Windows NT 4.0 export server.

Configure the Lbridge.cmd script.

F.Import the administrative template to a system policy, configure the template, and save it as a file named
Ntconfig.pol.

Place the Ntconfig.pol file in the Netlogon share on a Windows 2000 domain controller.

Configure the Lbridge.cmd script.
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Answer: B, D

Explanation:

B:The Default Domain Controllers Policy Group Policy object (GPO) applied to all Windows 2000 Domain
controllers. We use it to make the appropriate configuration.

D:The Windows NT system policy file, Ntconfig.pol, should be placed on the SYSVOL on a Windows 2000
Domain

controller.

Note: A concern in a mixed environment is keeping the NETLOGON shares consistent. You have to remember
to

place a copy of Config.POL (for Windows 9x clients) and NTConfig.POL (for NT clients) in
SYSVOL\SYSVOL\DomainName\Scripts folder which is shared as NETLOGON on Windows 2000 domain
controllers. Windows NT LanMan Directory Replication can not be configured to replicate with Windows 2000
File

Replication Service, so until you migrate completely to Windows 2000 with AD, you'll have to remember to
keep

*.POL files in both environments synchronized. You can use Microsoft provided LBridge.cmd script to copy
the data

from Windows 2000BasedDCto aWindowsNT4.0 BDC configured as an export server.

Reference:

HOW TO: Use Lbridge.cmd to Replicate System Policies Between Windows 2000 and Windows NT 4.0
Domain

Controllers

Incorrect Answers

A:lt should only be applied to domain controllers, not to every computer in the domain.

C:The PDC emulator cannot be helpful in replicating the configuration to the Windows NT domain controller.
E:We must replicate the Ntconfig.pol file from a Windows 2000 Domain controller.

F:The Netlogon share on a Windows 2000 domain controller is not used for replication.

QUESTION 6

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 50 Windows NT Workstation 4.0 computers and 50 Windows 2000 Professional
computers.

Some Windows 2000 Professional computers run Internet Services (11S) and host a Web site for the employees
who

use the computers.

You replace all Windows NT Workstation computers with new Windows 2000 Professional computers. You
want to

ensure that all client communication between all Windows 2000 computers is digitally signed. However, you
want all

client computers to be able to access the Web site on each Windows 2000 Professional computer.

You create a custom security template. You need to configure and apply the template to the appropriate client
computers.

What two actions should you take? (Each correct answer presents part of the solution. Choose two)

A.Apply the template to all Windows 2000 Professional computers.
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B.Apply the template only to Windows 2000 Professional computers not running IIS.

C.Configure the template to enable theDigitallySign Client Communication (always)policy.
D.Configure the template to enable theDigitallySign Server Communication (always)policy.
E.Configure the template to enable theDigitallySign Client Communication (when possible)policy.
F.Configure the template to enable theDigitallySign Server Communication (when possible)policy.

Answer: A, C
Explanation:

We want to implement the highest possiblesecurity !'thereforwe apply the template to ALL clients pc's and we
implement the Digitally Sign Client Communication (always) policy.

QUESTION 7

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 50 Windows NT Workstation 4.0 computers and 50 Windows 2000 Professional
computers.

You replace all Windows NT Workstation computers with Windows 2000 Professional computers.

You create an organizational unit (OU) named Workstations. You move all the Windows 2000 Professional
computers

into the Workstations OU. You create a Group Policy object (GPO) named Software_settings and link it to the
Workstation OU.

You configure the Software_settings GPO to distribute an application that is not certified for Windows 2000.
Users

report that they cannot save preferred settings in the application, which uses the systemroot directory. However,
this

application functioned correctly when it was installed on Windows NT Workstation computers.

You want to ensure that users can save the preferred settings of the application.

What should you do?

A Edit the Software_settings GPO and import the Defltwk.inf security template.

B.Edit the Software_settings GPO and import the Compatws.inf security template.

C.Edit the Software_settings GPO and enable theDisable legacy run listpolicy.

D.Edit the Software_settings GPO and disable theSet Windows File Protection scanningpolicy.

Answer: B

Explanation:

By lowering the security levels on specific files, folders, and registry keys that are commonly accessed by
applications,

the compatible templates allow most applications to run successfully.

Incorrect Answers

A:Windows 2000 includes Security Configuration templates that contain the default settings for NTFS
permissions,

registry permissions, default user rights, and so on. Defltwk.inf is used on Windows 2000 Professional
computers. By

applying this security template to computers itensurethat they would receive the same security settings as the
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cleanly

installed computers. However, the computers in this scenario are already cleanly installed, so there would be no
change

of security permission.

C:Enabling theDisable legacy run listwould prevent listed legacy program from running.

D:TheSet Windows File Protection scanningpolicy determines when Windows File Protection scans protected
files.

This policy directs Windows File Protection to enumerate and scan all system files for changes.

QUESTION 8

You are the network administrator for Certkiller . The network contains 3,000 Windows NT Workstation 4.0
computers. All the computers run a custom software application that requires customized security settings. Each
computer contains the correct security settings to run the application.

You upgrade one of the computers to Windows 2000 Professional by running Setup from a network distribution
shared

folder. The upgrade completes successfully, but the custom application will not run. You discover that the
upgrade

process overwrote the computer's customized security settings.

You need to ensure that future upgrades to Windows 2000 Professional will not overwrite the customized
security

settings.

What should you do?

A.Apply the Compatws.inf security template to each computer after it is upgraded to Windows 2000
Professional.

B.Configure a postinstallation

batch file that applies the Dwup.inf security template by running theseceditcommand.

C.Modify the Dwup.inf security template in the Windows 2000 Professional distribution shared folder to
include the

customized security settings.

D.Customize the security settings on the upgraded Windows 2000 Professional computer.

Use the Security Configuration and Analysis console to export the security settings to a security template named
Upgrade.inf.

Place the template in the Windows 2000 Professional distribution shared folder.

E.Modify the default Hisecws.inf security template to include the customized security settings.

Save the modified template in the Windows 2000 Professional distribution shared folder.

Answer: C

Explanation:

Windows 2000 uses the following security templates to apply security settings during the upgrade process:
1.Dwup.inf (for Windows 2000 Professional upgrades)

2.Dsup.inf (for Windows 2000 Server upgrades)

To prevent the upgrade process from modifying custom security settings, you can modify these textbased
templates to

ignore the specific folders, files, or registry keys that contain custom security settings. The modified Dwup.inf
is saved in
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the Distribution folder and will be applied to all future upgrades.

Note: The Windows 2000 upgrade process applies Windows 2000 default security settings to registry keys and
file

system objects. This process overwrites any custompermissionsthat you previously defined. If the Windows
2000

default security settings are in conflict with custom permissions, programs that rely on the custom permissions
may not

work properly.

Reference:

HOW TO: Prevent Windows 2000 Upgrade from Modifying Custom Security, Microsoft Knowledge Base
Avrticle Q260242

Incorrect Answers

A:The Compatws.inf security template only makes Windows 2000 Professional computer compatible with the
Windows NT 4.0 default security settings. However, in this scenario we must ensure that customized security
settings

are preserved.

B:We must customize the Dwup.inf security template.

D:The Upgrade.inf security template would not be applied to the upgraded computers.

E:The modified Hisecws.inf security template would not be applied to the upgraded computers.

QUESTION 9

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The network contains two Windows 2000 Server computers configured as domain controllers and 1,500
Windows

2000 Professional client computers.

Your manager wants you to ensure that yourdomain Account Polices areno less secure than the Account Polices
of the

Securedc.inf template. You run the Security Configuration and Analysis console on a network domain
controller, and

you use the Securedc.inf template to analyze the computer.

You review the Account Lockout Policy portion of the analysis. The relevant portion of the analysis is shown in
the

following table.

Policy Database setting Computer setting
Account lockout duration 30 minutes 0

Account lockout threshold 5 invalid logon attempts 3 invalid logon attempts
Rfeset account lockout counter | 30 minutes 20 minutes

after
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Your manager does not want to weaken the existing security. You must increase the security of the Account
Lockout

Policy in all areas in which it is less restrictive than the Securedc.inf template.

What should you do?

A.Import the Securedc.inf template into the Domain Security Policy.

B.Import the Securedc.inf template into the Domain Controller Security Policy.

C.Create a new security template withanAccountlockout durationofO minutes, andAccount lockout thresholdof
3 invalid logon attempts, and aReset account lockout counter afterpolicy of30 minutes.

Import the new template into the Domain Security Policy.

D.Create a new security template withanAccountlockout durationof30, anAccount lockout thresholdof3 invalid
logon

attempts, and aReset account lockout counterpolicy 0of30 minutes.

Import the new template into the Domain Controller Security Policy.

Answer: C

Explanation:

TheAccount lockout durationpolicy determines the number of minutes a locked out account remains locked out
before automatically becoming unlocked. The range is 1 to 99999 minutes. You can specify that the account
will be

locked out until an administrator explicitly unlocks it by setting the value to 0.

TheAccount lockout thresholddetermines the number of failed logon attempts that will cause a user account to
be

locked out. A locked out account cannot be used until it is reset by an administrator or the account lockout
duration has

expired. You can set values between 1 and 999 failed logon attempts, or you can specify that the account will
never be

locked out by setting the value to 0.

By default, this setting is disabled in the Default Domain Group Policy object (GPO) and in the local security
policy of

workstations and servers.

TheReset account lockout counter afterpolicy determines the number of minutes that must elapse after a failed
logon

attempt before the bad logon attempt counter is reset to 0 bad logons. The range is 1 to 99999 minutes.

By default, this policy is not defined, since it only has meaning when an Account lockout threshold is specified
When we merge two security templates, by importing the 2ndtemplate, the 2ndimported template takes
precedence

when there is contention. As we want maximum security we need to create a custom security template which
only

strengthens security on all policies.

Note:You can merge several different templates into one composite template, whichcan then canbe used for
analysis or

configuration of a system, by importing each template into a working database. The database merges the various
fermplates fo create one composite template, resolving conf

precedence when there is contention.

The Best solution is this
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Policy Setting

Account lockout duration 0 minutes

Account lockout threshold 3 invalid logon attempts
Reset account lockout counter after 30 minutes

Incorrect

Answers

A, B:The Securedc.inf security template would take precedence when there is contention. It would allow 5
invalid login

attempts, which would lower security.

D:We want anAccount lockout durationof 0 (admin will unlock), not 30 minutes.

QUESTION 10

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

and includes 1, 000 Windows XP Professional client computers. All client computers are members of the
domain. The

domain accounts for all client computers are located in the organizational units (OUs) of the departments that
own the

computers. The domain also includes 100 Windows 2000 Server computers. The computer accounts for all
servers are

located in an OU named Servers.

All client computers are configured with a single hard disk. The hard disk is configured as two logical
volumes named C and D. The C drive contains only the operating system files. The D drive contains all user
data and application files. Both drives are formatted to use NTFS.

The written security policy for Certkiller requires custom NTFS permissions on the root of the D drive for all
client computers. Previously, these permissions were manually applied by an administrator before new
computers were delivered to users. However, new computers are now being added at a rate of 100 or more
per month. Computers ordered from the manufacturer contain different hardware.

You want to ensure that new client computers can be automatically configured with the correct NTFS
permissions for the root of drive D. However, you do not want your solution to affect any of the servers in
the domain.

What should you do?

A.Create a Microsoft Visual Basic Scripting Edition (VBScript) script that assigns the correct NTFS
permissions to the

root of drive D.

Create a new Group Policy object (GPO) and link it to the domain.

Configure the GPO to run as a startup script.

A.Create a startup script that runs thecacls.execommand to apply the correct NTFS permissions to the root of
drive
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D.Create a new Group Policy object (GPO) and link it to each departmental OU.

Configure the new GPO to run the startup script.

A.Create a security template that assigns the correct NTFS permissions to the root of drive D.

Import the template into a Group Policy object (GPO) and link the GPO to each departmental OU.
A.Create a security template that assigns the correct NTFS permissions to the root of Drive D.

Analyze the template, configure the correct NTFS permissions for the root of drive D, and save the security
database.

Copy
the security database to a folder named C:\Windows\Security on each new client computer.

Answer: C

Explanation:

We create a security template with the appropriate NTFSpermissions,import the security template into a GPO,
link to

GPO to each departmental OU. This ensures that the computers will be configured with the correct NTFS
permissions.

Incorrect Answers

A:The startup script would run in the security context of the user, and it would not be allowed to apply these
changes.

B:The cacls.exe utility displays or modifies access control lists (ACLSs) of files. However, the startup script
would run in

the security context of the user, and it would not be allowed to apply these changes.

D:Moving the security database to the C:\Windows\Security directory would not accomplish much. We should
use a

GPO instead to apply the NTFS permissions.

QUESTION 11

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 10 Windows 2000 domain controllers, 100 Windows 2000 Professional client computers,
and

500 Windows NT Workstation 4.0 computers.

You create an organizational unit (OU) named Client_Comps. You move all the client computer accounts in
the network to this OU. Then, you create a Group Policy object (GPO) named CK1 and link it to the
Client_Comps OU. You import the Securews.inf security template to CK1 .

You install Windows 2000 Professional on all client computers. You verify that each client computer applies
CK1.

Users report that an application does not run on the Windows 2000 Professional computers. You discover
that the application stores user data in the program files folder structure. This application used to run on the
Windows NT Workstation 4.0 computers.

You need to ensure that the application can run on Windows 2000 Professional computers while maintaining
the security settings in Securews.inf. You also need to maintain security on the other computers and domain
controllers in the domain.

What should you do?

A.Import the Compatws.inf security template to CK1 .
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B.Configure CK1 so that it applies only the settings from Defltwk.inf security template.

C.Create a new GPO and link it to the domain.

Import the Defltwk.inf security template to the new GPO.

A.Create a new security template that merges the Securews.inf template and the Compatws.inf template.
Import the new template to the Default Domain Policy GPO.

Answer: A

Explanation:

We should reduce the security constraints for the Windows 2000 Professional computers. We accomplish this
by

applying the Compatws.inf security template to CK1 . CK1 will be applied to all computers in the
Client_Comps OU

which is including all Windows 2000 Professional computers.

Incorrect Answers

B:We still must apply the Securews.inf security template.

C:We do not want the Defltwk.inf security template applied to all computers in the domain, just to the Windows
2000

Professional computers.

D:We do not want to apply the merged security template to all computers in the domain, only the Windows
2000

Professional computers.

QUESTION 12

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain. The domain contains 10 Windows 2000 domain controllers, 400 Windows 2000 Professional
computers, and 400 Windows 98 computers.

You create an organizational unit (OU) named Client_Comps. You move all Windows 2000 client computer
accounts to this OU. You create a Group Policy object (GPO) named GPO1 and link it to the Client_Comps
OU. You import the Securews.inf security template to GPO1.

The Windows 98 computers contain security settings by means of a system policy. You upgrade the Windows
98 computer to Windows 2000 Professional. You place the computer account for each upgraded client
computer in the Client_Comps OU.

You discover that some security settings that were applied from the system policy are still applied to the
upgraded client computers. These security settings are creating problems for users.

You try to reconfigure these security settings by using GPOL1, but the options are not available. You need to
reconfigure the security settings on the upgraded client computers.

What should you do?

A.Import the Compatws.inf security template to GPO1.

B.Run the Security Configuration and Analysis tool on each of the upgraded client computers.

Analyze and configure the computers by using the Securews.inf template.

A.Run thesecedit /refreshpolicy machine_policycommand an all the upgraded client computers.

B.Create a custom administrative template that reconfigures the security settings and add it to GPO1.

Answer: D
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Explanation:

We should make a custom administrative template to reconfigure the upgraded security settings. We should
then add it

to GPO1.

Incorrect Answers

A:Importing Compatws.inf into the GPO would have a negative impact on the security configuration. We
cannot allow

it.

B:As we are unable to apply the Securews.inf security template through the GPO we could explicitly apply it
through

the Security Configuration and Analysis tool. This would be a heavy administrative burdenhowever,we would
have to

perform this task on every upgraded PC.

C:The problem is not that GPOL1 is not applied. The problem is that some old system policies are still in use.

QUESTION 13

You are the network administrator Certkiller . The network consists of a Windows 2000 Active Directory
domain. The

domain contains five Windows 2000 Server domain controllers, one Windows NT Server 4.0 BDC, 50
Windows NT

Workstation 4.0 computers, and 50 Windows 2000 Professional computers. The network also contains 50
Windows

98 computers.

You upgrade the BDC to Windows 2000 Server and configure it as a member server. You perform a clean
installation of Windows 2000 Server on nine new computers and configure them as member servers.

You want to ensure that the upgraded computer and the newly installed computers have the same security
settings.

How should you configure the upgraded computer?

A.Apply the Dcup.inf security template.

B.Apply the Basicsv.inf security template.

C.Analyze one of the cleanly installed Windows 2000 Server computers against the Dcup.inf security template.
Copy the resulting security database to the windir\security\templates folder of the upgraded computer.
A.Analyze one of the cleanly installed Windows 2000 Server computers against the Basicsv.inf security
template.

Copy the resulting security database to the windir\security\templates folder of the upgraded computer.

Answer: B

Explanation:
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Windows 2000

The default security templates (defltwk.inf, defltsv.inf, defltdc.inf)are not applied to computers that have been
upgraded

to Windows 2000 from earlier versions of Windows NT. To provide security settings that are equivalent to
those of a

clean installation of Windows 2000, you can use basic security templates. You can also use the basic security
templates

(basicwk.inf, basicsv.inf, basicdc.inf)toreapply default security settings.

In upgraded machines, the default Windows 2000 permissions for file system, registry and service objects are
also

applied to upgraded machines using the following files: dwup.inf, dsup.inf, and dcup.inf (Windows NT 4.0
Domain

Controller Upgrade Only), So this means that when upgrading, an additional INF file is used, Dcup.inf is used
to define

Windows 2000specific

settings during the upgrade of a Windows NT 4.0based

domain controller.

Now to get to the same security level as the cleanly installed computers we need to apply the basicsv template.
We can

do this because the upgraded computer will be a member server.

Incorrect Answers

A:The Dcup.inf security template is allready applied automatically during the upgrade process.

C,D:Copying the security database (*.sdb) to the %windir\Security\Templates Directory will do nothing. The
file will

not be used.

QUESTION 14

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 50 Windows NT Workstation 4.0 computers and 50 Windows 2000 Professional
computers.

You create an organizational unit (OU) named Desktops. You upgrade 25 of the Windows NT Workstation
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computers to Windows 2000 Professional. On the remaining 25 Windows NT Workstation computers, you
perform a clean installation of Windows 2000 Professional.

You place the computer accounts for all upgraded and newly installed Windows 2000 Professional computers
in the Desktop OU. You customize the security on each Windows 2000 Professional computer by adding
several domain security groups to the local Administrators group.

You want to ensure that the upgraded computers and the newly installed computers have the same security
settings. You also want to maintain the customized security settings.

How should you configure each upgraded computer?

A.Apply the Defltwk.inf security template.

B.Apply the Basicwk.inf security template.

C.Run thesecedit /validate Basicwk.infcommand.

D.Run thesecedit /validate Defltwk.infcommand.

Answer: B

Explanation:

Windows 2000 includes Security Configuration templates that contain the default settings for NTFS
permissions,

registry permissions, default user rights, and so on.

TESTKING'S TEMPLATE ROADMAP

USES Upgreds Templates Which qulﬂls BAD SECURITY
Windows NT/9x DCupinf
DWp.inf
DS up.ind

_I_

asic Templates Equivalent t0 o1, potiasion
vel

BasicDC.inf S 5ecurify Le
Basric WK iaf
OR Basic SV.ind

_|_

Clean netallation I Inczemanal Equals REAL SECURITY
DefliDC.ixf Templates
D WL inf
De SV, inf

SWINDIR %\ Security Templates

Windows 2000

Defltwk.inf

The default security setting of Windows 2000based

computers provides a significant increase in security over previous

versions of Microsoft Windows NT(r). The settings are applied by using predefined default security templates.
These

templates provide a secure system from the outset. No additional configuration is required after installation.
Windows 2000 default security settings are applied only to Windows 2000 systems that have a clean installation
to an

NTFS file system partition. The security template used on a Windows 2000based

computer depends on the type of

Windows 2000 installation selected. The template will vary based on whether the Windows 2000based
computer is
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running Windows 2000 Professional, running Windows 2000 Server, or functioning as a domain
controller.

Default Security Templates Applied to All New Windows 2000 Installations Except:

*Upgrades from Windows NT 4.0

*

FAT File Systemonly

Computers

Basicwk.inf

To provide security settings that are equivalent to those of a clean installation of Windows 2000, you can use
basic

security templates. You can also use the basic security templates to reapply default security settings. These
basic

security templates specify default Windows 2000 security settings for all security areas with the exception of
User Rights

and Groups. These security settings ensure that existing group memberships and defined user rights are not
modified.

The question states that we need to reconfigure the upgraded computers and we should not replace the group
membership, so we need to apply basicwk.inf

Reference:

Moc Windows

2000 Network Security Design (70220)

(Course 2150a) Page 511

Incorrect Answers

A:We need to reconfigure worksations that were upgraded from NT4 to windows 2000 so we need basicws.inf.
C, D:Thesecedit /validatecommand validates the syntax of a security template you want to import into a
database for

analysis or application to a system. However, it does not apply the security template.

QUESTION 15

You are the network administrator for Certkiller . All servers and client computers on the network are running
Windows

2000. A Windows 2000 Server computer named Mainfiles hosts two network printers: AllPrint and ATPrint.
All required audit polices are enabled. AllPrint uses a print device on LPT1. AllPrint allows theEveryonegroup
Print

permissions. More than 100 users successfully send print jobs to AllPrint daily. ATPrint uses a print device on
LPT2.

Both printers on Mainfiles use the default print queue location.

Your manager wants to minimize the number of users who print to ATPrint. In preparation for this action, your
manager

wants a list of the people who print documents on ATPrint over the next two days. Your manager does not want
the list

to include users who also print to AllPrint. You want to generate this list with the least amount of administrative
effort.

What should you do?

A.Configure the SACL on ATPrint to record the success ofPrintandRead Permissionsfor theEveryonegroup.
B.Configure the SACL on ATPrint to record the failure ofPrintandRead Permissionsfor the Print Operators
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global

group.

C.Configure the SACL on the printer queue directory of Mainfiles to record the success ofRead Permissionsfor
the

Everyonegroup.

D.Configure the SACL on the printer queue directory file on Mainfiles to record the failure ofRead
Permissionsfor the

Print Operators global group.

Answer: A

Explanation:

Auditing can be enabled for all objects in a Windows 2000based

network with a system access control list (SACL). A

SACL contains a list of users and groups for which actions on the object are to be audited. Almost any object
that a

user can manipulate in Windows 2000 has a SACL. This includes files and folders on NTFS file system drives,
printers

and registry keys. A SACL is comprised of access control entries (ACEs). Each ACE contains three pieces of
information:

*The security principal to be audited.

*The specific access types to be audited, called an access mask.

*A flag to indicate whether to audit failed access, successful access, or both.

If you want events to appear in the security log, you must first enableAuditing for Object Accessand then define
the

SACL for each object you wish to audit.

We want to auditATPrintforthe everyonegroup.

Reference:

http://www.microsoft.com/technet/security/prodtech/win2000/secwin2k/09detect.mspx

Incorrect Answers

B:We want to audit successful print jobs, not failed ones.

C, D:The print queue does not have to be audited.

QUESTION 16

You are the network administrator for Certkiller . The network contains a Windows 2000 Server named
Certkiller 1.

Certkiller 1 is configured only as a file server.

During a security audit on Certkiller 1, you discover that the Security log contains the following event:
Source:Security

Category:Account Management

Type:Success

Event ID:627

User:

NT AUTHORITY\SYSTEM

Description:Change Password Attempt:

Target Account Name:TslnternetUser
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Target Domain: Certkiller

Target Account ID: Certkiller 1\

TsInternetUser

Caller User Name: Certkiller 1$

Caller Domain: Certkiller

Caller Logon 1D:(0x0, 0x3E7)

Privileges:

This event repeats every day. The written security policy for Certkiller prohibits the use of local user accounts
on

company file servers.

You need to ensure that Certkiller 1 complies with the written policy.

What should you do?

A.Uninstall Terminal Services Licensing from Certkiller 1.

B.Disable auditing of successful security events on Certkiller 1.

C.Reset the password for the Certkiller 1\TslInternetUser user account.

D.Remove all user accounts except the Administrator account from the local Users group on Certkiller 1.
E.Configure the TsInternetUser account so that the user cannot change the account password.

Answer: D

Explanation:

The modification of a password by someone other than the user can indicate that an account has been taken over
by

another user. Look for Event IDs 627 and 628 which indicate that a password change is attempted and is
successful.

Review the details to determine whether a different account performed the change, and whether the account is a
member of the help desk or other service team that resets user account passwords.

Reference:

http://www.microsoft.com/technet/security/prodtech/win2000/secwin2k/09detect.mspx

QUESTION 17

You are the administrator of a Windows 2000 network at Certkiller Inc. The network consists of a Windows
2000

forest with 12 domains. The domains contain Windows NT Workstation 4.0 client computers, Windows 2000
Professional client computers, and Windows 2000 Server computers. All domain controllers are Windows 2000
based.

Users report that on the Windows logon screen of the Windows NT Workstation 4.0 client computers, only two
or

three names are listed in the domain dropdown

list. If their user domain name is not listed, they cannot log on to their

domain on these client computers. On the Windows 2000 Professional client computers, all 12 domains are
listed in the

domain dropdown

list.

You want to ensure that users from all 12 domains can log on to their domain on all of the Windows NT
Workstation
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4.0 client computers.

What should you do?

A.Configure a User Principal Name (UPN) for all user accounts in the domains.

B.Reset the machine account passwords of all the Windows NT Workstation 4.0 client computers.
C.Disable the use of LAN Manager (LM) authentication on all the Windows NT Workstation 4.0 client
computers.

D.Switch all domains from Windows 2000 mixed mode to Windows 2000 native mode.

Answer: A

Explanation:

Some of the domain names might not be compatible with the downlevel

Windows NT 4.0 naming convention. We

should configure a User Principal Name (UPN) for all user accounts in the domains. ." If the user logs on with
his or her

User Principal Name (UPN), the downlevel

name defined in Active Directory for that account is used.

Note:When a user logs on to a Windows 2000based

computer, the name of the folder that is created is derived from

the user ID, and if necessary, suffixed with the name of the local computer or domain, whichever is applicable
to the

user logging on. For example, if the downlevel

name is "MYDOMAIN\joesmith," the user ID is "joesmith." If the user

logs on with his or her User Principal Name (UPN), the downlevel

name defined in Active Directory for that account is

used.

Reference:

User Profile Storage in Windows 2000, Microsoft Knowledge Base Article Q228445
Incorrect Answers

B:The isnot an account policy problem.

C:This is notaauthentication problem.

D:There is no need to switch to native mode

QUESTION 18

You are the administrator of a Windows 2000 Active Directory domain. The domain contains Windows 2000
Professional client computers and Windows 2000 Server computers. The domain has five Windows 2000
domain

controllers. All computers are in the same site.

A user named Jack reports that he receives an accessdenied

error message when he attempts to connect from his

Windows 2000 Professional client computer to a share named Budget on a Windows 2000 Server computer
named

Certkiller 1. She can successfully connect to other shares on Certkiller 1.

Only the Managers group is allowed to connect to the Budget share on Certkiller 1. You immediately discover
that Tess

should be a member of the Managers group but she is not. You add Jack's user account to the Managers group
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and

wait 15 minutes.

You want to ensure that Jack can successfully connect to the Budget share on Certkiller 1.

What should you do?

A.Instruct Jack to log off and log on to her Windows 2000 Professional computer again.

B.On Certkiller 1, run thenet usecommand to delete all connections to Jack's computer.

C.On Certkiller 1, use the Computer Management console to disconnect all sessions that are connected from
Tess's

computer.

D.Use the Active Directory Sites and Services console to force replication on the five domain controllers.

Answer: A

Explanation:

To ensure that the membership of the Managers apply Jack should log off and log on again. Then she will get a
new

security token that allows her to access the share.

QUESTION 19

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 domain controllers, Windows 2000 Professional computers, and Windows
XP

Professional computers.

You need to administer Group Policy objects (GPOs) for Certkiller network from a Windows XP Professional
computer. On this computer, you install Adminpak.msi and then create a GPO named CK1 . You link CK1 to
the

domain. In the security settings section of CK1 , you configure multiple polices and document all settings.
Another administrator named Jack needs to administer the GPOs for Certkiller network from a Windows 2000
Professional computer. When she opens CK1 , she cannot see all of the security settings that you documented.
Tess needs to be able to administer the GPOs and see all security settings.

What should you do?

A.Add Jack's user account to the Group Policy Creator Owners group.

B.Instruct Jack to administer the GPOs from a Windows XP Professional computer.

C.Instruct Jack to administer the GPOs from the domain controller that contains the PDC Emulator.

D.Copy the Windows XP administrative template to the Templates folder on Jack's Windows 2000 Professional
computer.

Answer: A

Explanation:

Tessneedsmorepermissions to enable her to edit the GPO. Specifically, her user account needs to be a member
of the

Group Policy Creator Owners group.

Reference:

Organizational Unit Controller Cannot Edit Group Policy Objects, Microsoft Knowledge Base Article Q233548



070-214

How to Install the Remote Server Administration Tools in Windows 2000, Microsoft Knowledge Base Article
Q216999

Incorrect Answers

B:There is no specific advantage regarding remote registry administration of using a Windows XP Professional
computer compared to a Windows 2000 Professional for

C:Tess would still not be able to edit the GPO. Her user account does not have the proper permissions.

D:It is not necessary to copy administrative templates.

QUESTION 20

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .msft.

The IT manager for the sales department wants to enforce a minimum password length of eight characters. The
IT

managers for the remaining departments agree that they want a minimum password length of six characters.
The network currently enforces asixcharactersminimum password length. You must develop a solution that
enforces the

required eight character minimum password settings for sales departmentusersdomain accounts.

What should you do?

A.Create an organizational unit (OU) named Sales and move sales department user accounts into the new OU.
Create a Group Policy object (GPO) and link it to the Sales OU.

Configure the GPO to enforce the eightcharacter

minimum password length.

B.Create an organizational unit (OU) named Sales and move sales department computer accounts into the new
Ou.

Create a Group Policy object (GPO) and link it to the Sales OU.

Configure the GPO to enforce the eightcharacter

minimum password length.

C.Create a new child domain named sales. Certkiller msft and move all sales department user accounts to the
sales. Certkiller .msft domain.

Configure the Default Domain Policy in the sales. Certkiller .msft domain to enforce an eightcharacter
password.

D.Create a new child domain named sales. Certkiller .msft and move all sales department computer accounts to
the

sales. Certkiller .msft domain.

Configure the Default Domain Controllers Policy in the sales. Certkiller .msft domain to enforce an
eightcharacter

password.

Answer: C

Explanation:

Account policies can only be applied at domain level: the Default Domain Policy. If we want two different
account

policies we need two domains.

Incorrect Answers
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A, B:Account policies should only be used at Domain level, not at OU level.
D:We should apply the account policy to the Default Domain Policy, not the Default Domain Controllers
Policy.

QUESTION 21

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The network contains two Windows 2000 Server computers configured as domain controllers and 1,500
Windows

2000 Professional client computers.

Certkiller has three departments: research, sales, and operations.Each department has a separate organizational
unit

(OU) in the domain that contains all user and group accounts for that department.

The written security policy for Certkiller concerning the Account Lockout Policy specifies that users entering
an invalid

password more than three times in 24 hours must be locked out until the administrator unlocks their accounts.
A user from the Research OU reports that he accidentally locked out his domain account before he went on a
week

long vacation, but now he can log on using his domain account. You learn that no administrator unlocked his
account.

You review the Account Lockout Policy portion of the security template for the organization. The relevant
settings of the

security template are shown in the following table.

Policy Computer settings
Account lockout duration 1,440 minutes

Account lockout threshold 3 invalid logon attempts
Reset account lockout counter after 1,440 minutes

You must ensure that the Account Lockout Policy complies with the written policy.
What should you do?

A.Set theAccount lockout durationpolicy on the security template toO minutes.

Import the template to the Domain Security Policy.

B.Configure theAccount lockout durationpolicy on the security templates asNotdefined.
Import the template to the Domain Security Policy.

C.Create a new Group Policy object (GPO) and link it to the Research OU.

Set theReset account lockout counter afterpolicy on the security template toO minutes.
Import the template to the new GPO.

D.Create a new Group Policy object (GPO) and link it to the Research OU.

Configure theReset account lockout counter afterpolicy on the security templates asNotdefined.
Import the template to the new GPO.
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Answer: A

Explanation:

TheAccount lockout durationpolicy determines the number of minutes a locked out account remains locked out
before automatically becoming unlocked. The range is 1 to 99999 minutes. You can specify that the account
will be

locked out until an administrator explicitly unlocks it by setting the value to 0.

TheAccount lockout threshold determines the number of failed logon attempts that will cause a user account to
be locked out.

A locked out account cannot be used until it is reset by an administrator or the account lockout duration has
expired.

You can set values between 1 and 999 failed logon attempts,

or you can specify that the account will never be locked out by setting the value to 0.

By default, this setting is disabled in the Default Domain Group Policy object (GPO) and in the local security
policy of

workstations and servers.

TheReset account lockout counter afterpolicy determines the number of minutes that must elapse after a failed
logon

attempt before the bad logon attempt counter is reset to 0 bad logons. The range is 1 to 99999 minutes.

By default, this policy is not defined, since it only has meaning when an Account lockout threshold is specified.
So the correct Settings shouldbe :

Account lockout duration 0

Account lockout threshold 3 invalid logon attempts
Reset account lockout counter after 1,440 minutes
Reference:

Microsoft Account Lockout Whitepaper & Windows 2000 Server Resource Kit

QUESTION 22

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain includes two organizational units (OU) named Manufacturing and Sales. The network contains two
Windows 2000 Server computers configured as domain controllers and 1,500 Windows 2000 Professional client
computers. All user accounts are located in the Manufacturing OU and Sales OU.

Your manager wants you to ensure that the domain Account Policies are no less secure than the Account

Polices in the Securedc.inf template. You run the Security Configuration and Analysis console on a network
domain controller, and you use Securedc.inf to analyze the computer.

You review the Password Policy portion of the analysis, which the following table shows.

Policy Database setting Computer setting
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Enforce Password history

24 passwords remembered

1 password remembered

Maximum password age

42 days

Minimum password age

2 days

4 days

Minimum password length 8 characters 8 characters

Password must meet Enables Enabled
complexity requirements
Store password using Disabled Enabled

reversible encryption

Your manager does not want to reduce the existing security level. You must increase the security of the
Password Policy in all areas in which it is less restrictive than the Securedc.inf template.

What should you do?

A.Import Securedc.inf template into the Domain Security Policy.

B.Create a new Group Policy object (GPO) and link it to the Sales and Manufacturing OUs.

Import the Securedc.inf template into the new GPO.

A.Create a new security template.

SetEnforce password historyto24 passwords, Maximum password ageto42 days, andMinimum password age
to4 days.

Import the new template to the Domain Security Policy.

A.Create a new Group Policy object (GPO) and link it to the Sales and Manufacturing OUs.

Create a new security template.

SetEnforce password historyto24 passwords, Maximum password ageto0, andMinimum password ageto4
days.

Import the new template to the new GPO.

Answer: C

Explanation:

We must create a new security template that is at least restrictive as the current settings. This ensures that
security only

improves and not decreases.

Incorrect Answers

A:When merging security templates the last one imported, Securedc.inf, takes precedence when there is
contention.

Importing the Securedc.inf security templates would therefore decreaseMinimum password ageand disableStore
password using reversible encryption.This is not acceptable.

B, D:Windows 2000 only allows one domain account policy: the account policy applied to the root domain of
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the
domain tree.

QUESTION 23

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

that has three domain controllers. All computer accounts are in the Computers container. The network has 900
Windows 2000 Professional client computers.

The written security policy requires that logons from domain accounts be audited. The Domain Controller
Security

Policy audit settings are in their default state. You do not want to audit logon attempts that use local user
accounts on

client computers or member severs.

You need to configure audit settings to comply with the written security policy.

What should you do?

A.Run theseceditcommand to apply the Defaultdc.inf template to the domain controllers.

B.Run theseceditcommand to apply the Basicdc.inf template to the domain controllers.

C.Configure theAudit logon eventspolicy for success and failure in theLocal Security Policyof each domain
controller.

D.Configure theAudit account logon eventspolicy for success and failure in the Domain Controller Security
Policy.

Answer: D

Explanation:

Audit logon events Determines

whether to audit each instance of a user logging on, logging off, or making a network

connection to this computer.

If you are auditing successful Audit account logon events on a domain controller, then workstation logons do
not

generate logon audits. Only interactive and network logons to the domain controller itself generate logon
events. In

short, "account logon events" are generated where the account lives. "Logon events" are generated where the
logon

occurs.

Audit account logon events Determines whether

to audit each instance of a user logging on or logging off of another

computer where this computer was used to validate the account.

Reference :

Windows 2000 Resource Kit Group Policy Help

Incorrect Answers:

A,B:The Defaultdc.inf and Basicdc.inf do nothing with auditing

C:Audit logon eventsDetermines whether to audit each instance of a user logging on, logging off, or making a
network

connection to this computer.
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QUESTION 24

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
Certkiller runs a distributed database application on five Windows 2000 member servers. The five database
servers,

together with other Windows 2000 Server computers, are in an organizational unit (OU) named Servers. The
servers

located in the Servers OU must not be moved to other OUs

You want to track when any of the five database servers is shut down or restarted. You create a new Group
Policy

object (GPO) named Uptime and link it to the Servers OU.

You need to configure the Uptime GPO to allow the five database servers to track when they are shut down or
restarted.

What should you do?

A.Configure the Uptime GPO to grant theProfile system performanceright to the five database servers.
B.Configure the Uptime GPO to grant theGenerate security auditsright to the five database servers.
C.Configure the Uptime GPO to enable theAudit access of global system objectspolicy.

Configure the permissions of the GPO to apply only the five database servers.

D.Configure the Uptime GPO to enable theAudit system eventspolicy.

Configure the permissions of the GPO to apply only to the five database servers.

Answer: D

Explanation:

By configuring the Uptime GPO to enable the Audit system events policy and configuring the permissions of
the GPO to

apply only to the five database servers, we can allow the five database servers tomonitoredwhen they are shut
down or

restarted.

QUESTION 25

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
The written security policy for Certkiller requires that passwords of domain user accounts must be changed
every 30

days. You configure a password expiration of 30 days. You also configure a warning message to appear,
prompting the

user to change the password seven days before it expires.

You want to track when users change their domain passwords.

What should you do?

A.In the Default Domain Policy Group Policy object (GPO), grant the Domain Users group theGenerate
security audits

user right.
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B.In the Default Domain Policy Group Policy object (GPO), grant the Domain Users group theAudit the access
of

global system objectsuser right.

C.In the Default Domain Controllers Policy Group Policy object (GPO), enable theAudit account
managementpolicy to

log successful events.

D.In the Default Domain Controllers Policy Group Policy object (GPO), enable theAudit logon eventsand
theAudit

account logon eventspolices to log successful events.

E.In the Default Domain Controllers Policy Group Policy object (GPO), enable theAudit privilege usepolicy to
log

successful events.

Answer: B

Explanation:

Bygranting the Domain Users group theAudit the access of global system objectsuser right, we can comply to
the

written security policy for Certkiller that requires passwords of domain user accounts to be changed every 30
days.

QUESTION 26

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows2000 Professional client computers.
You want to track all events of users logging on to and logging off the network in the event logs on the
Windows 2000

domain controllers. All users use their domain user account to log on to the network from Windows 2000
Professional

client computers in the domain.

In the Default Domain Controllers Policy Group Policy object (GPQ), you enable the Audit logon events policy
to log

successful events. Two weeks later, you notice that no logon events appear in the event logs on the Windows
2000

domain controllers. The logon events are also not listed in the event logs on the Windows 2000 Professional
client

computers.

You want to ensure that all logon and logoff events are recorded in the event logs on Windows 2000 domain
controllers.

What should you do?

A.In the Default Domain Policy GPO, enable theAudit account managementpolicy to log successful events.
B.In the Default Domain Policy GPO, enable theAudit account logon eventspolicy to log successful events.
C.In the Default Domain Controllers Policy GPO, enable theAudit account logon eventspolicy to log successful
events.

D.In the Default Domain Controllers Policy GPO, enable theEnforce password historypolicy.
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Answer: C

Explanation:

We need to enable theAudit account logon eventspolicy to log successful events for the Default Domain
Controllers

Policy GPO.

Incorrect Answers

A:Audit account management Determines

whether to audit each event of account management on a computer.

Examples of account managment events include:

*A user account or group is created, changed, or deleted

*A user account is renamed, disabled, or enabled

*A password is set or changed

B:Audit account logon events Determines

whether to audit each instance of a user logging on or logging off of

another computer where this computer was used to validate the account.

For domain controllers, this policy is defined in the Default Domain Controllers Group Policy object (GPO).
The default

setting isNo auditing.

We want to monitor logon attempts on the domain (the domain controllers), not on the local workstations.
D:Enforce password history Determines

the number of unique new passwords that have to be associated with a user

account before an old password can be reused. The value must be between 0 and 24 passwords.

By default, this setting is defined in the Default Domain Group Policy object (GPO) and in the local security
policy of

workstations and servers with a value of 1.

QUESTION 27

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 50 Windows 2000 Server computers. One of these computers is named Certkiller 1 and is
managed by Certkiller research department. Certkiller 1 is the only computer in the Research organizational unit
(OL).

The research department employs a new user, Mr King, to administer Certkiller 1. King's domain user account
isa

member of the local Administrators group on Certkiller 1.

An employee in the research department reports that the files are being deleted from Certkiller 1. The employee
suspects

that a new software application being tested on Certkiller 1 might be deleting the files. The software application
runs as a

service by using a dedicated domain user account. The manager of the research department suspects that King
might be

deleting files accidentally.

You need to enable auditing to discover how the files are being deleted. You need to ensure that the auditing
has no

impact on other company computers.
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What should you do first?

A.Log on to Certkiller 1 as a member of the Domain Admins group and enable auditing of object access.
B.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to enable auditing if object access.

C.Create a Group Policy object (GPO) and link it to the Research OU.

Configure the GPO to enable auditing of object access.

Configure auditing of successful file deletions on Certkiller 1.

D.Log on to Certkiller 1 by using the local Administrator account.

Enable auditing of object access and use of privilege auditing.

Answer: C

Explanation:

We must enable auditing and specify which event or events we want to audit (successful file deletions).
Incorrect Answers

A, D:We must specify the kind of object access we want to audit. In this scenario we want to audit successful
file

deletions.

B:We only want to enable auditing on Certkiller 1 not to all computers in the domain.

QUESTION 28

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The network also contains 1,500 Windows 2000 Professional client computers.

The written security policy for Certkiller requires that failed domain logon attempts be tracked. You enable
failure

auditing on the Audit logon events setting in the Domain Controller Security Policy. You then use the Terminal
Services

client to connect to Certkiller 1 to verify that an incorrect user name or password results in a logged event.
You attempt to log on from one of the client computers by using several incorrect user names and passwords.
You

examine the Security log on Certkiller 1 and find that no new events appear in the log.

You must ensure that the written policy regarding logon attempts is enforced.

What should you do?

A.Enable Failure auditing for theAudit object accesspolicy in the Domain Security Policy.

B.Enable Failure auditing for theAudit account logon eventspolicy in the Domain Controller Security Policy.
C.Enable Failure auditing fir theAudit directory service accesspolicy in the Domain Controller Security Policy.
D.Enable Failure auditing for theAudit process trackingpolicy in the Domain Security Policy.

Answer: B

Explanation:

TheAudit account logon eventscategory captures authentication events in centralized locations on the domain
controllers, while theAudit logon events auditcategory is used to track local logon events on your server or
workstation.
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QUESTION 29

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

Files are being deleted from several domain file servers. You enable auditing on the servers.

The audit logs indicate that the files are being deleted by a domain account named XPSFCEC from a Windows
XP

Professional computer named CK1 . Usually, the XPSFCEC user account is used by several company
applications that

run as services. However, written security policies for Certkiller do not allow XPSFCEC to be used on client
computers.

You verify that the user of CK1 logs on by using a domain user account other than XPSFCEC. You examine the

Security log on CK1 and find the XPSFCEC account referenced in the following event.

Event Type: Success Audit

Evant Source: Security

Event Category: Detailed Tracking
Event TD: a00

Date: 07/14/2002

Time: 05:13:02

U=er: NT AUTHORITY'SYSTEM

Computser: TKL

Description:
A process was assigned a primary token.
Process ID: Z064
Image File Mame: C:iitesthtestking. exe
User Hame: XPSFCEC
Domain: testking. com
Logon ID: (0z0, 0x1CBCBA)

You need to ensure that the XPSFCEC user account will no longer be used by software running on CK1 .
You need to ensure that Certkiller applications using the XPSFCEC account continue to operate.

What should you do?

A.Disable the XPSFCEC user account.

B.Change the password used by the XPSFCEC user account.

C.On CK1, configure Certkiller .exe to log on by using a user account other than XPSFCEC.

D.Assign theFull Control Denypermission

to the XPSFCEC account for all files on each file server.

E.Modify the Default Domain Policy Group Policy object (GPO) so that the XPSFCEC account does not have
permission to create process tokens.

Answer: E

Explanation:

According the exhibit a process was started on CK1 . The user name XPSFCEC was used to start this process.
We

should prevent this account from create process tokens.

Create a token object Determines

which accounts can be used by processes to create a token which can then be

used to get access to any local resources when the process usesNtCreateToken() or other tokencreation

APIs.

This user right is defined in the Default Domain Controller Group Policy object (GPO) and in the local security
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policy of

workstations and servers.

It is recommended that processes requiring this privilege use theLocalSystemaccount, which already includes
this

privilege, rather than using a separate user account with this privilege specially assigned.

Incorrect Answers

A:We cannot disable the XPSFCEC user account as it is still going to be used by applications.

B:Changing the password of XPSFCEC would require reconfiguration of any application thatusethis service.
C:This would only prevent the problem for one particular application.

D:This prevents the deletion of files on the file servers. However, the XPSFCEC user account can still be used
by

software running on CK1 .

QUESTION 30

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain. The domain includes two Windows 2000 Server computers running as domain controllers, five
Windows 2000 Server computers running as file servers, and 500 Windows 2000 Professional client
computers.

All the domain controllers are in the Domain_Computers organizational unit (OU). The file servers are in an
OU named Servers. The client computers are in an OU named Clients. The Domain_Computers OU is the
parent OU to both the Servers OU and the Clients OU.

The written security policy for Certkiller requires that you track attempts to log on to a computer that use a
local user accounts.

What should you do?

A .Create a security template that enables theAudit Account Logon Eventspolicy for successful and failed
attempts.

Create a Group Policy object (GPO) and link it to the domain.

Import the template into the new GPO.

A.Create a security template that enables theAudit Account Logon Eventspolicy for successful and failed
attempts.

Create a Group Policy object (GPO) and link it to the Servers OU.

Import the template into the new GPO.

A.Create a security template that enables theAudit Logon Eventspolicy for successful and failed attempts.
Create a Group Policy object (GPO) and link it to the Clients OU.

Import the template into the new GPO.

A.Create a security template that enables theAudit Logon Eventspolicy for successful and failed attempts.
Create a Group Policy object (GPO) and link it to the Domain_Computers OU.

Import the template to the new GPO.

Answer: D

Explanation:

ALogon eventoccurs when a user logged on or logged off, or a user made or canceled a network connection to
the

computer. This includes attempts to log on a computer with a local user account. By linking the appropriately
configured
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(PO o the Domam Computers OU, i willbe apphed to both child OTs; the Servers OU and the Chents OT. Ths

ensures that all logon attempts on computers with local accounts are audited.

Reference:

HOW TO: Monitor for Unauthorized User Access in Windows 2000, Microsoft Knowledge Base Article
Q300958

Incorrect Answers

A:AnAccount Logon Eventoccurs when a domain controller received a request to validate a user account.
However,

we want to audit local login attempts, not domain logon attempts.

B:Client computers also have local account. The GPO must be applied to them as well.

C:Member servers also have local account. The GPO must be applied to them as well.

QUESTION 31

You are the network administrator Certkiller . The network consists of a Windows 2000 Active Directory
domain. The

domain contains a Windows XP Professional computer that is used by an employee named Mr King. King logs
onto

his computer by using a domain user account and accesses documents located on company file servers.
During a routine security audit, you examine the event logs on King's computer and discover that the Security
log

contains hundreds of events indicating failed logons for the local Administrator account.

You refresh Security log and notice that hundreds of additional identical events are added to the log. You
suspect that

an unauthorized user is attempting to access King's computer by using the local Administrator account.

You need to protect King's computer from this attack while ensuring that King can continue to work.

What should you do first?

A.Instruct King to log off. Disconnect King's computer from the network and instruct him to log on again.
B.On King's computer, change the name of the local Administrator account to XPLocalAdminl.

C.On a domain controller, change the name of the domain Administrator account to CorpDomainAdminl.
D.Instruct King to log on.

Log on to the computer as a domain administrator and disable King's user account.

Answer: B

Explanation:

Changing the name of the Local Administrator's account would increase security of the local computer.
Incorrect Answers

A:Disconnecting the computer from the network with increase security, but it would make King unable to use
network

resources.

C:lIt is not the Domain Administrator's account that is being attacked.

D:It is not Mr King's account that is being attacked.

QUESTION 32
You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.
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The domain contains 10 organizational units (OUs), which represent Certkiller 's main office and its nine branch
offices.

Each company office contains a domain controller, servers, and client computers. Each OU contains the
computer

accounts for all computers, including the domain controller, in its associated company office.

You must ensure that all domain controllers have the same security settings, but you do not want to affect the
security

settings of the existing client computers. You create a security template named Dc_sec.inf that enables the
required

security settings.

What should you do next?

A.Import the security template to the Default Domain Policy Group Policy object (GPO).

Configure the DACL and the GPO so that only the Domain Controllers group hasReadandApply Group Policy
permissions.

B.Import the security template to the Default Domain Controller Policy Group Policy object (GPO).

Configure the DACL on the GPO so that only the Domain Controllers group hasReadandApply Group Policy
permissions.

C.Create a new Group Policy object (GPO) and link it to the domain.

Configure the DACL on each GPO so that only the Domain Controllers group hasReadandApply Group Policy
permissions.

D.Create a new Group Policy object (GPO) and link it to the Domain Controllers OU.

Configure the DACL on the GPO so that only the Domain Controllers group hasReadandApply Group Policy
permissions.

Answer: B

Explanation:

We simply import the new security template to the Default Domain Controller GPO.

Incorrect Answers

A:The security template should not be applied to the whole domain, only to the domain controllers.
C, D:The Dc_sec.inf security template must be applied.

QUESTION 33

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 500 Windows 2000 Professional computers and a Windows 2000 Server computer named
Certkiller 1. Certkiller 1 runs Terminal Services in remote administration mode.

Certkiller 1 runs an orderprocessing

application. Each user who needs to administer the application has a domain user

account in a domain security group named Appl. All members of Appl will use a Terminal Services client on
their client

computers to administer the application.

Members of Appl report that they can connect to Certkiller 1 by using the Terminal Services client, but they
cannot log

on by using Terminal Services. You need to configure these user accounts with the minimum permissions
necessary to
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access Certkiller 1.

What should you do?

A.In the properties for each Appl user account, ensure that theAllow logon to terminal servercheck box is
selected.

B.In the properties for each Appl user account, configure the Terminal Services user profile so that it has the
same

patch as the user's Home folder.

C.Assign User Access permission to the Power Users in the Terminal Services Configuration snapin.
D.Assign User Access permission to the Appl group in the Terminal Services Configuration console.

Answer: A

Explanation:

To allow a user to log on to Terminal Services

1.0pen Active Directory Users and Computers.

2.In the console tree, clickUsers.

3.Doubleclick

the user for which you want to change settings.

4.0n theTerminal Services Profiletab, select theAllow logon to terminal servercheck box, and then clickApply.

QUESTION 34

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain. The network contains two Windows 2000 Server computers configured as domain controllers and
1,500 Windows 2000 Professional client computers.

Certkiller has three departments: research, sales, and operations.Each department has a separate
organizational unit (OU) in the domain that contains all user and group accounts for that department.
Certkiller policy prevents configuration of Block Policy inheritance on the OUs.

You scan the domain controllers with the Microsoft Baseline Security Analyzer (MBSA) and receive the
following message:

Computer is running with RestrictAnonymous = 0.

This level prevents basic enumeration of user

accounts, account policies, and system

information. Set RestrictAnonymous = 2 to

ensure maximum security.

Your manager tells you to use a security template to apply the MBSArecommended

setting to the domain controllers.

You are not allowed to modify the configuration of other computers on the domain. You create a new security
template

based on the existing configuration of your domain controllers.

What should you do next?

A.In the template, set the Additional Restrictions for Anonymous Connections policy to No access without
explicit

anonymous permission.

Import this template into the Domain Controller Security Policy.

A.In the template, configure the Workstation service forManualstartup and denyWriteaccess to the Anonymous
Logon group.
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Import this template in the Domain Controller Security Policy.

A.In the template, set theAdditional Restrictions for Anonymous Connectionspolicy toDonot allow enumeration
of SAM accounts and shares.

Import this template into the Domain Security Policy.

A.In the template, configure the Workstation service forManualstartup and denyReadaccess to the Anonymous
Logon

group.

Import this template into the Domain Security Policy.

Answer: A

Explanation:

MBSA shows that the computer runs with RestrictAnonymous=0. The RestrictAnonymous numbers correspond
to the

following settings:0 None. Rely on default permissions1Donot allow enumeration of SAM accounts and
names2 No

access without explicit anonymous permissions

The RestrictAnonymous=0 setting is a security risk and it allow hackers to probe machine from the Internet for
a list of

the Users (SAM Accounts) and Shares (Shared folders and Printers). We can change this setting to 2, which is
the

recommendation from MBSA ,yEnabling "Additional restrictions for anonymous connections” (see picture)..
§ Local Security Settings

|r] action  Yiew || &= - | Bm| % B2

Tree l Folicy | Local Setting I Effective Setting I
@ Securiby Settings WDns fFor anomym... Do not alow enume. .. Do not allow enome—
-8 Account Polcies lt:l_ﬂ.ﬁ.llow server operators to schedul,,, Mok defined Mot defined

= C® Local Policies @F\”DW system to be shut down with... Enabled Enatled

! 8 audit Palicy L@]ﬁllowed ko eject removable NTFS ... Administrators Adrninistrators

l_-‘-}g']hmnmt of idle time required befor... 15 minutes 15 minukes

F o e icH E}__'-_-U.C\udit the access of global system ...  Disabled Drisabled

Bl _j Publ @F\udit use of Backup and Restore p... Disabled Disabled
(28 § IF Security Policies on i_@]hutnmatically log off userswhen|,.. Enabled Enabled
ILEl_a']CIear wvirkual memory pagefile whe...  Enabled Enatled

?’i&gDigitdly sign client communication .., Disabled Disabled

And then set this policy toNo access without explicit anonymous permission.

Note:Microsoft Baseline Security Analyzer (MBSA) scans for missing hotfixes and vulnerabilities in Windows,
IS,

SQL Server, Internet Explorer, and MS Office.

Reference:

How to Use the RestrictAnonymous Registry Value in Windows 2000, Microsoft Knowledge Base Avrticle
Q246261

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Article
Q320454

Incorrect Answers

B, D:

Manual startup of the workstation service would be awkward for the users. They would not be able to browse
the

network without this service.
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C:This option would improve security, but security would be even better even we choose theNo access without
explicit anonymous permission.insteadofDo not allow enumeration of SAM accounts and shares. This is also
the recommendation of MBSA.

QUESTION 35

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 10,000 client computers and 50 Windows 2000 Server computers. One of the servers is
named

Certkiller 1. Certkiller 1 runs Microsoft Exchange Server 2000 and stored the mailboxes for all company users.
All

company users access email

by using Microsoft Outlook 2002.

The domain contains 8,000 contact objects. These objects represent individuals who work for customers of
Certkiller .

A user receives an email

message from another company user named Bruno. The email

message contains a virus.

Other users report that they have just received the same message from Bruno. You suspect that the message has
been

sent automatically to all recipients in the global address list (GAL).

You need to immediately prevent Certkiller 1 from automatically delivering the message to any additional
recipients. You

want to accomplish this task with the least amount of disruption to company users.

What should you do?

A.Stop all Exchange Server 2000 services.

Restore all Exchange Server 2000 information stores from the most recent backup.

Restart Certkiller 1.

B.Shut down Certkiller 1.

Modify the Active Directory permissions on all recipient objects so that only authenticated users
haveReadpermission.

Restart Certkiller 1.

C.Disconnect Certkiller Internet connection.

Instruct all users to delete the infected email

message and ensure that all users comply.

Restore the Internet connection.

D.Disconnect Certkiller Internet connection.

Enable message tracking on Certkiller 1.

Locate and delete all copies of the message.

Restore the Internet connection.

Answer: D
Explanation:

By disconnecting the Certkiller Internet connection, enabling the message tracking on Certkiller 1, Locating and
deleting
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all copies of the message and then restoring the Internet connection, we will be able to prevent Certkiller 1 from
automatically delivering the message to any additional recipients.

QUESTION 36

You are the network administrator for Certkiller . The network contains 5,000 Windows XP Professional
computers

and 2,000 Windows 2000 Professional computers.

Ten users report that their computers are infected with a virus. You discover that the virus attacks Internet
Information

Services (11S), which is installed on half the computers on the network. Certkiller 's antivirus

software did not detect the

virus. The software manufacturer wants you to find out which port the virus uses in its attacks.

You place an infected Windows 2000 Professional computer and an uninfected Windows XP Professional
computer on

an isolated network. You need to find out which port the virus uses to attach the uninfected computer.
What should you do? (Each correct answer presents a complete solution. Choose two)

A.Enable auditing on the Windows XP Professional computer and configure auditing for all events.
Examine the events in Event Viewer.

B.Enable auditing on Windows 2000 Professional computer and configure auditing for all events.
Examine the events in Event Viewer.

C.Enable I1S logging on the Windows 2000 Professional computer.

Examine the log file in theSystemroot\System32\Logs\W3CSVC1 folder.

D.Enable the Internet Connection Firewall on the Windows XP Professional computer and enable logging.
Examine the Pfirewall.log file.

E.Enable Network Monitor on the Windows XP Professional computer and perform a capture.

Examine the events in the capture log.

Answer: C, D

Explanation:
Enabling the XP Fire wall and a look on the log file would help to see, on which port the virus comes in.

QUESTION 37

You are the network administrator for Certkiller . The network consists if a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 is a member of the
domain.

Certkiller 1 hosts an accounting application named AccountingService that runs as a service. On Monday
morning, users

report that they cannot access AccountingService.

You discover that AccountingService is stopped. You attempt to start the service but receive an error message
indicating that the service cannot be started as the result of a logon failure.

You examine the Security log on a domain controller and discover the following event.

Event ID: 539 (0x021B)

Type: Failure Audit

Description: Logon Failure
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Explanation: Account locked out

User Name: SVCACCTADomain: Certkiller

Logon Type: 2Logon Process: NETLOGON

Authentication Package: NTLM

Workstation Name: Certkiller 1

You need to ensure that AccountingService will start.

What should you do?

A.Reset the password on the domain computer account for Certkiller 1.

B.Grant the Svcaccta domain user account theL.ogon as a servicedomain user right.
C.Use theNetdom.execommand to reset Certkiller 1's domain computer account.
D.Change the password for the Svcaccta domain user account.

Reconfigure AccountingService to use the new password.

Unlock the Svcaccta domain user account.

Answer: D

Explanation:

We should perform these steps to solve the problem:
*Change the password for the affected domain user account.
*Reconfigure AccountingService to use the new password.
*Unlock the affected domain user account.

QUESTION 38

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

Bruno is an employee in the sales department. Bruno uses a Windows NT Workstation 4.0 computer named
CK1.

CK1 is a member of the domain. Bruno receives a new Windows XP Professional computer namedClient2,and
CKlis

removed from the network. Bruno immediately reports that he cannot log on to Client2.

You examine the Security log on a domain controller and discover the following event.

Event ID: 533 (0x0215)

Type: Failure Audit

Description: Logon Failure

Explanation: User not allowed to logon at this computer

User name: BRUNODomain: Certkiller

Logon Type: 2Logon Process: NETLOGON

Authentication Package: NTLMWorkstation Name: CLIENT2

You need to ensure that Bruno can log on to Client2.

What should you do?

A.Disable the computer account for CK1 .

B.Delete the computer account for CK1 .

Change the computer name for Client2 to CK1 .

C.Place the computer account for Client2 in the same organizational unit (OU) that contains the computer
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account for

CK1.

D.Connect CK1 to the network.

Use the Files and Settings Transfer wizard to transfer Bruno's files and settings to Client2.
Remove CK1 from the network.

Answer: C

Explanation:

Event generated by as logon failure due to a user not allowed to logon at this computer.
Reference:

http://www.eventid.net/display.asp?eventid=533

QUESTION 39

You are the network administrator for Certkiller . You manage three Windows 2000 Server computers. Two of
these

servers are configured as domain controllers, and the other is a member server named Certkiller 1.

Certkiller 1's computer account is an organizational unit (OU) named Secure. A Group Policy object (GPO)
linked to

the Secure OU has the Audit logon events policy assigned for both success and failure access. The Secure OU is
configured to Block Policy inheritance.

The written security policy for Certkiller requires you to back up and clear the logs on Certkiller 1 monthly.
To back up and clear the event logs, you log on as Tess@ Certkiller .com. As you are archiving the Security log
on

Certkiller 1, you notice that the log has fewer events than usual. The first entry in the audit log is shown in the
exhibit.

Event type: Success

Event source: Security

Event category: System Event

Event ID: 517

Description: The audit log was cleared.

Primary User Name: SYSTEM

Primary Domain: NT Authority

Primary Logon ID: (0x0, OX3E7=

Client User Name: Nina

Client Domain: Certkiller

Client Logon ID: (0x0, 0x75D59)

You must ensure that company policy is enforced.

What should you do first?

A.On Certkiller 1, change the Cras hOn Audit Fail registry value tol.

B.Deny the System group Full Control access of the Sysevent.evt file.

C.Remove the user account Nina from all groups that allow administrative access to Certkiller 1.

D.Configure Audit Policy of the GPO linked to Secure to Audit privilege user for the administrators group.
E.Configure the system group for Read only permission to Systemroot\System32\Config folder on Certkiller 1.

Answer: C
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Explanation:

The log shows that the user Nina has cleared the Audit log. We must prohibit her from doing so. This is
achieved by

removing her account for all groups that have administrative access to the computer.

Incorrect Answers

A:TheCrashOnAuditFailregistry value on applies after the system has crashed. It does not apply in this scenario.
B:Will not achieve much.

D:We do not more auditing.

E:Will not achieve much.

QUESTION 40

You are an administrator of Certkiller 's Web servers. These servers run Windows 2000 Server and Internet
Information

Services (11S). On each server, 1IS is installed with the default settings. In addition to the default Web site, each
server

hosts four additional Web sites. Logging is enabled for all Web sites on all servers.

During the night, an Internetbased

intruder accesses a Web server. The attackergains access to the source code of

several Microsoft Active Server Pages (ASP) Web pages on the default Web site and deletesseveral Web pages
from

the Default Web site. The other Web sites on the server are not affected.

The next morning, another administrator discovers the security breach. The administrator restores the Web
pages and

reconfigures each Web server to prevent future attacks.

You need to save all evidence of the attacker's activities for future research. You cannot remove the server from
production.

What should you do?

A.Make a copy of the most recent log file from thethe Systemroot\LogFiles\W3SVCL1 folder.

B.Make a copy of the log files that are contained in eachSystemroot\LogFilesW3SVC* folder.

C.Back up theSystemStatedata to a backup file.

Then, copy that backup file to a secure server.

D.Back up the C:\Inetpub folder to a backup file.

Then, copy that backup file to a secure server.

Answer: A

Explanation:

The other web sites are notaffected,therefore, we only need to inspect theSystemroot\LogFiles\W3SVC1folder
only

Reference:Chapter 10, Configuring and Using Auditing and the Event Logs, MCSE Implementing and
Administering

Security in a Windows 2000 Network Study Guide & DVD Training System

QUESTION 41
You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
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domain.

The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 is a member of the
domain.

During a security audit on Certkiller 1, you discover that every five minutes, the Security log repeats the
following two

events.

Event Type: Error

Event Source: Userenv

Event Category: None

Event ID: 1000

Description: The Group Policy clientside

extension Security was passed flags (17) and returned

a failure status code

of (1208).

Event Type: Warning

Event Source: SceCli

Event Category: None

Event ID: 1202

Description: Security polices are propagated with warning.

0x4b8 :An extended error has occurred. Please look for more

detailsin TroubleShooting section in Security Help.

You review Winlogon.file and discover the following error message.

Error 1332: No mapping between account names

andsecurity IDs was done.Cannot find Power Users.

You need to correct the condition that is causing these errors.

What should you do?

A.Run theseceditcommand to refresh the Group Policy object (GPOs) on Certkiller 1.

B.Ensure that the Net Logon service on Certkiller 1 is configured to start automatically.
C.Remove all references to the Power Users group from the Local Security Policy on Certkiller 1.
D.Configure Certkiller 1 with the correct IP addresses for the DNS servers on your network.

Answer: C

Explanation:

There seems to be a problem with references made to the Power Users Group.
Incorrect Answers

A:We do not use secedit.

B:This is not a problem with the Net Logon service

D:This is not the problem with the DNS server.

QUESTION 42

You are the network administrator for Certkiller . The network consists of a main office, four branch offices,
and one

Windows 2000 Active Directory domain. Each office contains a Windows 2000 Server computer that is
configured as

a domain controller. The network also contains a Windows 2000 DNS server that requires secure updates.
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Users in one branch office report that their client computers are slow logging on to the network each morning.
You

restart the domain controller in the office, but users report that the problem continues after the domain controller
restarts. The domain controller in the office is a Windows 2000 Server computer named Certkiller 3. Certkiller
3 runs

Terminal Services.

You connect and log on to Certkiller 3 by using Terminal Services and discover that the server takes a long time
to

process your logon. You open Task Manager and discover that the System Idle process on the server is
receiving

approximately 95 percent of the server's processor utilization.

You examine the System log on the server and discover the following entry.

Event Type: Error

Event Source: NETLOGON

Event Category: None

Event ID: 5775

Description:

Deregistration of the DNS record

' _kerberos._tcp.dc._msdcs. Certkiller .com.600

IN SRV 0 100 88 " Certkiller 3. Certkiller .com.’

failedwith the following error: DNS bad

key. Data: 0000: 39 23 00 00 9#..

You need to return the server to normal operating condition.

What should you do?

A.Add an additional processor to Certkiller 3.

B.Delete all DNS records created by Certkiller 3 on the DNS server and restart Certkiller 3.

C.Ensure that theKerberosKeyDistributionCenterservice on Certkiller 3 is set to start automatically.

Restart Certkiller 3.

D.Use the Active Directory Users and Computer console to delete and recreate

the computer account for Certkiller 3.

Answer: B

Explanation:

This is a DNS problem. The DNS Service is unable to deregister a resource record. We resolve the problem by
manually deleting all DNS records by Certkiller 3.

Note: The Netlogon 5775 error message is logged in the System event log when the Netlogon service on a
domain

controller cannot deregister an individual resource record. The event description contains the name of this
resource

record and other DNS parameters that are used for the deregistration attempt.

Incorrect Answers

A:This is not a performance issue.

C:This is not a login problem, and is not affected by theKerberosKeyDistributionCenterservice.

D:The computer account does not cause this problem.
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QUESTION 43

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain is configured to audit logon events.

Maria is a user in Certkiller sales department. On Monday, Marie goes on a oneweek

vacation. The next day, you

discover that the Security log on each domain controller in the domain contains the following event:

Event ID: 529 (0x0211)

Type: Failure Audit

Description: Logon Failure

Explanation: Unknown user name or bad password

User Name: Maria Domain: Certkiller

Logon Type: 3Logon Process: NET LOGON

Authentication Package: NTLM Workstation Name:

This event appears more than 100 times on Tuesday, and the event repast approximately every minute.
You need to immediately prevent this security violation from occurring. You do not want to affect other
network users.

What should you do?

A.Disable the domain computer account for CK1 .

B.Disable the domain user account for Maria.

C.Stop the Net Logon service on all domain controllers.

D.Delete the domain user account that is used by the user of CK1 .

Answer: B

Explanation:

We simply disable the user account. It will not affect the network users. Maria will not be affected as well, as
sheison a

one week vacation.

QUESTION 44
You are the administrator of a Windows 2000 Server computer named Certkiller 1. Certkiller 1 is a file server
used by all

company employees.

One morning, users report that more than 500 files are missing from Certkiller 1. You examine the audit log on
Certkiller 1 and discover that the files were deleted by a former employee named Tess, who was recently fired.
Many

deleted files are new and are not contained on any backup tapes.

Your legal department instructs you to preserver the evidence of Jack’s access to Certkiller 1. You need to
ensure that

as many deleted files as possible can be restored by using a disk sector editor. You also need to allow
employees to

access the remaining files.

What should you do?

A.Remove Certkiller 1 from your network.
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Create an exact image of Certkiller 1's hard drive.

Restore the image to a new file server.

B.Restore as many deleted files as possible from backup tape.
Then, perform a full backup.

C.Configure the event logs so that they do not overwrite events.
Then, stop the Server service.

D.Save the event logs to a file.

Then, copy all files to another file server.

Answer: D
Explanation:

Saving the event logs preserves evidence of Jack's access to Certkiller 1.
Copying the files to another fileserver,ensures that they are available for other employees.

QUESTION 45

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
One of the Windows 2000 member servers, Certkiller 1, runs Routing and Remote Access for Windows 2000.
Users

can dial into the Certkiller network from home by connecting to Certkiller 1.

The written security policy for Certkiller requires that all failed and successful access to Certkiller 1 be logged.
You

configure the Shut down system immediately if unable to log security audits policy setting for Certkiller 1.
Eight months later, Certkiller 1 suddenly displays the STOP error"STOP: C0000244 {Audit Failed}"and shuts
down.

The server operator for Certkiller 1 reports that he is unable to make Certkiller 1 work again.

You want to ensure that Certkiller 1 is operational again.

What should you do?

A.Increase theMaximum security log sizeevent log policy for Certkiller 1.

Restart Certkiller 1.

B.Enable theOverwrite events as neededoption for the Security event log on Certkiller 1.

Restart Certkiller 1.

C.Log on to Certkiller 1.

Save and clear the Security log.

Set the Crash On Audit Fail registry value tol.

Restart Certkiller 1.

D.Log on to Certkiller 1.

Change the audit policy so that system events are not audited.

Set the Crash On Ctrl Scroll registry value tol.

Restart Certkiller 1.

Answer: B

Explanation:
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This problem occurs if the Security Log has reached the Maximum Log Size specified, and Event Log
Wrapping is set

for "Overwrite Events Older than (X) Days." This can also occur if "Do Not Overwrite Events" is selected.
Because the

Security Event Log is full, and the CrashOnAuditFail registry key is set, Windows NT generates a STOP
0xC0000244

blue screen error message and cannot log audit information.

To work around this problem, use one of the following options:

1.Set the Event Log Wrapping for "Overwrite Events as Needed." (This is B).

2.Decrease the amount of information being audited.

3.Increase the log file size and use a combination of the previous options listed above.

4.Disable auditing.

Reference:

STOP 0xC0000244 When Security Log Full, Microsoft Knowledge Base Article Q232564

Incorrect Answers

A:Just increasing theMaximum security log sizewill not prevent the problem from reoccurring.

C:Saving and clearing the Security log are good steps. However, nothing is done to prevent this crash from
reoccurring

later. In fact, a CrashOnAuditFailregistry value of 1 ensures that the system crashes when it is unable to audit
events.

D:The written security policy requires auditing of login attempts.

QUESTION 46

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two domain controllers, three Windows 2000 member servers, and 500 Windows 2000
Professional client computers. Users log off their client computers and shut down their systems at the end of
each

workday.

You want to install a new service pack on all the Windows 2000 computers on the network. You test the service
pack

on several computers. You then create a share on one of the servers and copy the appropriate service pack files
to that

share.

You want the service pack to automatically install when users turn on their computers.

What should you do?

A.Create a .zap file that calls a logon script that runs in the security context of the user.

Configure the script to run theupdate.execommand with reference to computername variable.

Publish the .zap file to the users on the network.

B.Create a .zap file that calls a logon script that runs in the security context of the user.

Configure the script to run theupdate.execommand with reference to username variable.

Publish the .zap file to the users on the network.

C.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to assign to the users on the network a software installation package containing the new
service

pack .msi file.
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D.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to assign to the computers on the network a software installation package containing the
new

service pack .msi file.

Answer: D

Explanation:

You can use the Software Installation and Maintenance feature in Windows 2000, which leverages Windows
Installer

Service and the Update.msi file to create a Windows Installer package that installs the service pack. Software
Installation and Maintenance uses a Group Policy object (GPO) to deploy the package. Microsoft requires use
of the

"Machine Assigned" distribution method when using Update.msi.

Reference:

Microsoft Windows2000 Service Pack Installation and Deployment Guide

Incorrect Answers

A,B:.zap files are used to create nonWindows

installer packages.

C:Microsoft requires use of the "Machine Assigned”, not "User Assigned", distribution method when using
Update.msi.

QUESTION 47

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 is located in the
File_Servers

organizational unit (OU).

The relevant portion of the Active Directory structure is shown in the exhibit.
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Atleast one Group Policy object (GPO) is linked to theEast OUand each of its child OUs. Each GPO contains
one

software deployment package in the computer configuration. The computer configuration section of each GPO
also

contains security settings.

You need to move Certkiller 1 to the Branch_Servers OU. The Branch_Servers OU has a GPO named
BranchGPO

linked to it. After the move, the security configuration for Certkiller 1 must remain unchanged. However, you
do not want

any software packages to affect Certkiller 1.

What should you do?

A.Add links from the GPOs that are linked to theEast OUand its child OUs to the Branch_Servers OU.
B.Remove the links for all GPOs that are linked to theEast OUand its child OUs.

Link these GPOs to the domain.

C.Export the effective security policy settings from Certkiller 1 to a file named Certkiller 1.inf.

Move Certkiller 1 to the Branch_Servers OU and import the Certkiller 1.inf file to the BranchGPO.

D.Create a new security group named All_Servers in the File_Servers OU.

Add Certkiller 1 to the All_Servers group.

For each GPO that is linked to theEast OUand its child OUs, configure the All_Servers group to have theApply
Group
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PolicyandReadpermissions.
Answer: C

Explanation:

We export the security policy settings into a file. We then move the computer to the Branch_Servers OU, and
apply the

saved security settings to the new OU.

Incorrect Answers

A:This ad hoc solution would not meet the requirements. The software packages would still affect Certkiller 1.
B:The software packages would still affect Certkiller 1.

D:We must move Certkiller 1 to the Branch_Servers OU. We cannot keep Certkiller 1 in the File_Servers OU.

QUESTION 48

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains computers that run Windows 2000 Server, Windows 2000 Professional, or Windows XP
Professional.

The written security policy for Certkiller requires you to configure baseline security permissions for the
HKEY_LOCAL_MACHINE portion of the registry on all computers in the domain. The client computers
require a

different baseline security configuration than the servers.

You create two organizational units (OUs): Clients and Servers. You move all computer accounts for the client
computer to the Clients OU and all computer accounts for the servers to the Servers OU. You also create two
Group

Policy objects (GPOs): SecClients and SecServers. You link the SecClients GPO to the Clients OU and the
SecServers GPO to the Servers OU.

You must ensure that the baseline security for the HKEY_LOCAL_MACHINE is deployed to the client
computers

and servers.

What should you do?

A.Create two security templates: one for client computers and one for servers.

Configure each template to include all registry entries defined in the baseline security policy.

Import the template for the servers into the Default Domain Policy GPO.

Import the template for the client computers to the Default Domain Policy GPO.

B.Create two security templates: one for client computers and one for servers.

Configure each template to include all registry entries defined in the baseline security policy.

Import the template for the servers to the SecServers GPO.

Import the template for the client computers to the SecClients GPO.

C.Create two custom administrative templates: one for client computers and one for servers.

Configure each template to include all registry entries defined in the baseline security policy.

Add the template for the servers to the Default Domain Policy GPO.

Add the template for the client computers to the Default Domain Policy GPO.

D.Create two custom administrative templates: one for client computers and one for servers.

Configure each template to include all registry entries defined in the baseline security policy.

Add the template for the servers to the SecServers GPO.
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Add the template for the client computers to the SecClients GPO.
Answer: B

Explanation:

We must use two separate security templates, one for the client computers and for the servers. We configure
each

security template with the appropriate Registry permissions (see below). We then make sure that they are
applied to the

right computers by importing them into the SecServers GPO and SecClients GPO respectively.
Procedure changing the permission of a Registry key with a security template:

1.0pen theSecurity Configuration and Analysis Snap in,

2.Import a template.

3.ExpandRegistry, locate the appropriate Registry key. Rightclick

on the key and chooseProperties.

.;‘n TestKing Security Configuration and Analysis Snap in
File  Action View Fav;ies Window Help
e || X B R |

:,n Console Root)\Security Configuration and Analysis' Registry’, MACHINE

] Console Raot | [ object Name + | Permission | Awdit |
= i_'_;af_:curi:y CoriigL.Jration and Analysis Q’MRDWHRE Not Analyzed Mot Anal...
g fonount Peliles 3 shm Not Analyzed  Not Anal...
oo 'é“a'tpfk'“ oy securtTy Not Analyzed  Not Anal,..
:!: f‘g R:!n_ :3 G ¥ SOFTWARE Investigate  Investigate
b Ayt SYSTEM Not Analyzed  Not Anal...
(8 System Services ¥
= L8 Registry
[+ @ CLASSES _HLOT
'1- - ACH 2y
[+ #f USERS

#1_8 Fil2 System -
=l _-ﬁ Securicy Templates
=8 2 wWINDOWS securityitemplates
B i‘G}l compatws
[+ J_E_)J Account Policies
[* j] Local Policies

48 Event L
- R

4.SelectDefine this policy in the database.
5.ClickEdit Securityand set the appropriate permissions.
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MACHINE Properties EE|

Analyzed Security Policy Setting |

AL MACHINE
e

Computer setting:
Mot defined

@eﬁne thiz policyin the databazs:

%" Canfigure this key then

= Propagate inheritable peimissions to al sublebs

" Beplacs existing permizsions on all subkeyis with inheritabls
pErmizsions

" Do not Allow permissions on this kep to be ieplaced

0K I Cancel | Apply |

Note:

A security template is a physical representation of a security configuration, a single file where a group of
security

settings is stored.

Incorrect Answers

A:We cannot apply both security templates to all computers in the domain.

C,D:

A customer administrative template can be used to set specific registry values. However, it cannot be used to
configure

permission on specific keys of the Registry.

QUESTION 49

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 5,000 Windows XP Professional computers. All computers were purchased with Windows
XP

Professional already installed. All computers are configured by means of a Group Policy object (GPO) named
Master,

which is linked to the domain.

During the week, several viruses infect the network by means of incoming email

messages that contain Microsoft Visual

Basic Scripting Edition (VBScript) files. The written security policy for Certkiller prohibits users from running
Microsoft

ActiveX scripts on any company computer.
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You need to ensure that all company computers comply with the written policy. You want to accomplish this
task in the

least amount of administrative time.

What should you do?

A.In the computer configuration section of the Master GPO, create a new software restriction.

In the new restriction, remove theVBSandWSCfile types from the File Types list.

B.In the computer configuration section of the Master GPO, create a new software restriction that includes has
rules for

C:\Windows\System32\Wscript.exe and C:\Windows\System32\Csript.exe.

Configure the rules asDisabled.

C.Instruct all users to open theToolsmenu inMy Computer, selectFolder Options, select theFile Typestab, and
then

remove theVBSfile type.

Write a VBScript file that sends you an email

message when it runs, and then send the script to all company users via

email.

D.Write a logon script that deleted the Wscript.exe file and the Cscript.exe file.

Import the logon script into a GPO and link it to the domain.

Answer: D

Explanation:

We use a GPO that ensures that Wscript.exe and Cscript.exe is deleted. We apply the GPO to the domain. This
will

ensure that running Microsoft ActiveX scripts is disabled.

Note:The vbscripting threat can be blocked by disabling the Windows Scripting Host which is the agent that
executes

the .vbs files. There are several methods which are compatible for Windows NT / Windows 2000 and Windows
XP:

Rename or delete the WSHexecutable :wscript.exe,lts normally found in the system32 folder. (thisis the idea of
D)

Block WSH from executing .vbs files by removing the file association

Rightclick

My Computer

Select Open from the menu

Select the View tab

Select Options

Open the File Types tab

Select VBScript Script File from the list of file typeslfits not there, then WSH is not installed or has been
disabled. If its

there

Click on the Remove button to remove the ability of WSH to run .vbs scripts.(thisis C),

Dynamically disable / enable WSH using third party software such as Symantec's Noscript.exe freeware
program.

Disable scripts using third party software such as AnalogX Script Defender program.

Incorrect Answers
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A:These steps would not prevent Microsoft ActiveX scripts from being run.
B:This will not work.
C:This method would work. However, we cannot trust the users to perform this fairly complicated maneuver.

QUESTION 50

You are the network administrator for a branch office of Certkiller . All computers on the network are members
of a

Windows 2000 Active Directory domain. Certkiller has one domain administrator at the main office.

An organizational unit (OU) named Branchl corresponds to your branch office. An OU named Files is under
the

Branchl OU. All user accounts, computer accounts, printer objects, and shared resources of your branch office
are in

the Branchl OU.

Three Windows 2000 Server computers are configured as file servers named Certkiller 1, Certkiller 2, and
Certkiller 3.

The computer accounts for these servers are in the Files OU. The domain administrator has delegated to you full
control

of Branch1 and all its subordinate OUs. You are granted the ability to create and link Group Policy object
(GPOs).

An Audit Policy is not defined for any GPO that is linked to the domain. Auditing of Read permissions, both
success

and failure, is enabled for the Everyone group on all folders and files on the file servers to which users have
access.

You configure the SACL on each folder that your manager is concerned about to audit success and failure of
Read

access for theEveryonegroup. Corporate management wants you to log all user access to files or folders on only
the file

servers in your branch office.

What should you do?

A.Create a Group Policy object (GPO) and link it to the Files OU.

Configure the GPO to enable both the success and failure of theAudit logon eventspolicy.

B.Create a Group Policy object (GPO) and link it to the Files OU.

Configure the GPO to enable both the success and failure of theAudit object accesspolicy.

C.Ask the domain administrator to create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to enable both the success and failure of theAudit logon eventspolicy.

D.Ask the domain administrator to create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to enable both the success and failure of theAudit object accesspolicy.

Answer: B

Explanation:

We must enable auditing of object access. We should only enable auditing of file servers in the branch office.
We should

therefore configure a GPO to audit object access and link the GPO to the Files OU, which contains the Branch
office

file servers.
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Note:SACL = System Access Control List

Incorrect Answers

A, C:We are not interested in auditing logon events.

D:We should not enable auditing of object access for the whole domain. We only need to configure auditing at
the

appropriate OU level.

QUESTION 51

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains four Windows 2000 domain controllers, 200 user accounts, and 225 computer accounts.
Approximately five percent of the domain accounts are not used on a regular basis. However, you do not know
which

accounts are currently active and which ones are no longer used.

You back up theSystemStatedata of each domain controller to tape every night. The tapes are stored at an offsite
facility. One morning, the manager of the offsite facility reports that four recent backup tapes are missing. He
suspects

that the tapes were stolen by a former employee.

You need to ensure that the information on the backup tapes cannot be used to compromise the security
principals in

the domain. You have access to a library of scripts written in Microsoft Visual Basic Scripting Edition
(VBScript),

which might help you accomplish this task.

Which two actions should you take? (Each correct answer presents part of the solution. Choose two)

A.Run a script that configures all user and computer account passwords as expired.

B.Run a script that configured all user accounts so that users must change their passwords the next time they log
on.

C.Run a script that disables all user accounts.

Instruct users to contact Certkiller help desk to reenable

their accounts.

D.Run a script that registers Passfilt.dll

E.Modify the domain account policies so that the password history contains the last 20 passwords.

F.Modify the domain account policies to include a longer minimum password length and a maximum password
age of

five days.

Answer: C, F

Explanation:

C:This is a drastic measure. However it seems that it is required in this scenario.

F:We should ensure that we have a strong account policy regarding password complexity.

Incorrect Answers

A:This measure would make the situation complicated.

B:5 % of the user accounts are not used on a regular basis. This method would not address these user accounts.
D:Microsoft Windows NT 4.0 Service Pack 2 introduces a new DLL file (Passfilt.dll) that lets you enforce
stronger
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password requirements for users. Passfilt.dll provides enhanced security against "password guessing" or
"dictionary

attacks" by outside intruders. The functionality described above for Windows NT 4.0 has been moved into the
operating system security components for Windows 2000 and Windows XP. Strong password enforcement can
be

enabled on Windows 2000 and Windows XP using the system administration tools.

E:A password history that rememberthe last 20 password would increase security. However, it is not best way
to

improve security.

QUESTION 52

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain,

20 Windows 2000 Server computers, 500 Windows XP Professional computers, and 4,000 Windows
Professional

computers. All computer accounts are located in the DomainComputers organizational unit (OU).

You receive a new Windows 2000 service pack. You need to ensure that the service pack will be deployed to
all Windows 2000 computers. You do not want the service pack deployed to Windows XP Professional
computers.

What should you do?

A.Create a child OU named XPPro under the DomainComputers OU.

Place the computer account for each Windows XP Professional computer in the XPPro OU.

Create a Group Policy object (GPO) and link the GPO to the domain.

Configure the GPO to assign the service pack in the computer configuration section.

A.Create a child OU named XPPro under the DomainComputers OU.

Place the computer account for each Windows XP Professional computer in the XPPro OU.

Create a Group Policy object (GPO) and link the GPO to the DomainComputers OU.

Configure the GPO to assign the service pack in the user configuration section.

A.Create a child OU named Win2000Pro under the DomainComputers OU.

Place the computer account for each Windows 2000 computer in the Win2000Pro OU.

Create a Group Policy object (GPO) and link the GPO to the Win2000Pro OU.

Configure the GPO to assign the service pack in the user configuration section.

A.Create a child OU named Win2000Pro under the DomainComputers OU.

Place the computer account for each Windows 2000 computer in the Win2000Pro OU.

Create a Group Policy object (GPO) and link the GPO to the Win2000Pro OU.

Configure the GPO to assign the service pack in the machine configuration section.

Answer: D

Explanation:

We must put the Windows 2000 computers into a separate OU. We must create a GPO that deploys the service
pack

by assigning it to computers. The GPO is linked to the new OU..

Incorrect Answers

A:If we apply the GPO to domain it would affect all computers.
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B:We need to createaOU for the Windows 2000 computers, not for the Windows XP computers.
C:We must assign the service pack to computers, not to users.

QUESTION 53

You are the network administrator for your Certkiller . The network consists of a Windows 2000 Active
Directory

domain. The network contains two Windows 2000 Server computers configured as domain controllers and
1,500

Windows Professional client computers.

You place three client computers in a public waiting area for guests. You create an organizational unit (OU)
named Public and move the three client computer accounts into it.

You create a Group Policy object (GPO) named Publock. You enable several restrictions for the desktop,

Start menu, and Taskbar in the Publock GPO.

You need to ensure that all settings in the Publock GPO are applied to any user who logs on to the three

client computers in the public waiting area.

What should you do?

A.ConfigureBlock Policy inheritanceon the Public OU.

B.Configure the Publock GPO to enableUser Group Policy loopback processing modeinReplace mode.
C.Modify the DACL of the Publock GPO and give theEveryonegroupReadandApply Group Policypermissions.
D.Select theDisable User Configuration settingsoption on the Publock GPO.

Configure theDeny access to this computer from the networkpolicy in the computer configuration section of the
GPO.

Answer: B

Explanation:

Applies alternate user policies when a user logs on to a computer affected by this policy.

This policy directs the system to apply the set of Group Policy objects for the computer to any user who logs on
to a

computer affected by this policy. It is intended for specialuse

computers, such as those in public places, laboratories,

and classrooms, where you must modify the user policy based on the computer that is being used.

By default, the user's Group Policy objects determine which user policies apply. If this policy is enabled, then,
when a

user logs on to this computer, the computer's Group Policy objects determine which set of Group Policy objects
applies.

To use this policy, select one of the following policy modes from the Mode box:

"Replace" indicates that the user policies defined in the computer's Group Policy objects replace the user
policies

normally applied to the user.

"Merge" indicates that the user policies defined in the computer's Group Policy objects and the user policies
normally

applied to the user are combined. If the policy settings conflict, the user policies in the computer's Group Policy
objects

take precedence over the user's normal policies.

If you disable this policy or do not configure it, the user's Group Policy objects determines which user policies
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apply.

Note: This policy is effective only when both the computer account and the user account are in Windows 2000
domains.

The

Group Policy loopback feature is used to apply Group Policy Objects (GPOs) that depend only on which
computer the user logs on to. This would ensure thatPublock GPO are applied to any user who logs on.

Treofrovomes] Paley [ gerg |
3 | i Dasgtle Basgroured ref rech of Group Pokty Ft configred
[N Aoply Greus Poboy for camputers atpncronaudy dunng @atug Inopback pricensing mode Froperl)
N fopty Grous Pobey For users anyrchianoushy during kgen s
N rou Py refrest intervel For conputers Foicy | Exglan |
.! e Poley st eeercal foe o cortrobes X
1T ew Crous Poley kispbarck procassio nads "M Lise Fiswp Podiey Bopback poovasting mada
0 Adtws Crts Forea ar Ry anvd Rasmang Ui Profles
3 Groun Pollcy sow ink detecton Nt Corfiguand
:E lmr;;u&.}-’u:.‘aum F _-1" _Eﬂw_.:-- 5
'!!He‘\‘d Explorer Martenanos polcy phsssng p= Eh:-ﬂod
= .'\_ Salteare Iretalsbon pokiy processng b
P :;:‘: 0 Pt i oction posy proomssog e e >
! ng!.“:'._ﬁ_wl'mm w | |0 Siricie pokcy proceisng e A S5«
' L[J .-)‘ Serty poloy fredesdneg

Reference:

Loopback Processing of Group Policy, Microsoft Knowledge Base Article Q231287

Incorrect Answers

A:Block Policy inheritancewould not be useful.

C:ReadandApply Group Policypermissions would ensure that GPO would be applied to theEveryonegroup.
This is

not helpful in this scenario.

D:Other userspecific

GPOs could be applied to the computer.

QUESTION 54

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .com. Certkiller 's Active Directory organizational unit (OU) structure is based on the defined
server roles.

The relevant portion of the Active Directory structure is shown in the exhibit.



070-214

testking.com

\

6 l Domain Controllers
ég Servers

g Applicaton_Servers

6 File Servers

_6| Infrastructure
6| Desktops

The IT manager wants you to develop a standardized security baseline that implements NTFS and registry
permissions that conformwiththe written security of Certkiller for servers. The servers that require the
security baseline settings include application servers, file servers, and infrastructure servers.

You decide to use security template to define the baseline security settings. You define the following security
templates:

1.A security template named Default.inf that includes the required NTFS and registry permissions for
Windows 2000based

servers in Certkiller .

2.Individual security template that define rolespecific

security settings.

There is one security template for each server role in Certkiller .

What strategy should you use to deploy the security templates?

A.Create a Group Policy object (GPO) and link it to the domain.

Import the Default.inf security template to the new GPO.

Import the rolespecific

security templates to individual GPOs linked to the Servers OU.

A.Create a Group Policy object (GPO) and link it to the Servers OU.

Import the Default.inf security template to the new GPO.

Import the rolespecific

security templates to individual GPOs linked to the Servers OU.
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A.Create a Group Policy object (GPO) and link it to the domain.
Import the Default.inf security template to the new GPO.

Import the rolespecific

security templates to GPOs linked to each rolespecific

Ou.

A.Create a Group Policy object (GPO) and link it to the Servers OU.
Import the Default.inf security template to the new GPO.

Import the rolespecific

security templates to GPOs linked to each rolespecific

Oou.

Answer: D

Explanation:

The Defaul.inf template should be applied through a GPO at the Servers OU to ensure that all servers use this
template.

The individual GPOs should be linked to eachrolespecific

Oou.

Incorrect Answers

A, C:We don't want to apply the Default.inf to the Desktop computers. We should not apply it at the domain
level.

B:The individual GPOs should be linked to eachrolespecific

OU, not to the Servers OU where they would be applied

to all servers.

QUESTION 55

You are the administrator of a Windows 2000 network. The network consists of a Windows 2000 Active
Directory

domain named Certkiller .com. The domain contains Windows 2000 Server computers and Windows 2000
Professional

client computers. The client computers are in an organizational unit (OU) named Clients. You use Group Policy
objects

(GPOs) to administer the configuration of the Windows 2000 Professional client computers.

To increase the security of the client computers, you want to ensure that the configuration settings in the
client computers are always corrected whenever a user changes these settings manually.

What should you do?

A.Configure the Task Scheduler on the client computers to periodically run thesecedit /refreshpolicy
machine_policy

and thesecedit /refreshpolicy user_policycommands.

B.Configure the Default Domain Group Policy object (GPO) to enableGroup Policy refresh interval for
computers

settings and aGroup Policy refresh interval for users setting.

C.Create a GPO and link it to the Domain Controllers OU.

Configure the GPO to enable theUser Group Policy loopback processing modein merge mode.

A.Create a GPO and link it to the Clients OU.

Configure the GPO to enable the settingsto process policies even if the GPOs have not changed.
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A.Create a GPO and link it to the Clients OU.
Configure the GPO to disable theEnforce Show Policies Onlysetting.

Answer: D

Explanation:

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even
if

the policies have not changed. Many policy implementations specify that they are updated only when changed.
However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has

changed
it.
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Reference:
HOW TO: How to Modify the Default Group Policy Refresh Interval, Microsoft Knowledge Base Article
Q203607

Incorrect Answers

A:This is an awkward indirect way of applying security templates. Also most of the time users do not have
enough

permissionsto use theseceditcommand.

B:TheGroup Policy refresh interval for computersis used to modify the refresh and offset intervals settings.ls
not

used to enable a setting.

C:Loopback processing modeis used to establish machinespecific

settings, so that the computer's client settings take

precedence. It does not fit in this scenario.

E:TheEnforce Show Policies Onlypolicy prevents administrators from viewing or using Group Policy
preferences. If

we disable it administrators will be able to view and use Group Policy preferences. This does not address the
problem

at hand.

QUESTION 56

You are a network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain. The

network contains 100 Windows 2000 Server computers that are configured as file servers and 5 Windows 2000
Server computers that are configured as application serves.

The written security policy for Certkiller requires customized file security settings for all file servers. You
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create a security template named Files.inf and configure the template to contain settings that comply with
the written policy. You create a Group Policy object (GPO) named FileServerSec and link it to the
FileServers organizational unit (OU). You import the Files.inf security template to the FileServerSec GPO.
The next day, you discover that another administrator accidentally linked the FileServerSec GPO to an OU
named AppServers. AppServers contains application servers used by all company employees. As a result, no
users can access the application servers. The administrator had already unlinked the GPO from the
AppServers OU, but the application servers are still not functioning correctly.

You need to restore functionality to the application servers.

What should you do?

A.Remove each application server from the domain, and then add the server to the domain.

B.Create a GPO and link it to the AppServers OU.

Then, import the Defltsv.inf security template to the new GPO.

A.Use the Security Configuration and Analysis console on each application server to import Files.inf and run an
analysis.

Clear the check box for each policy that the analysis shows is applied.

A.On each application server, run thesecedit /refreshpolicy machine_policy /enforce.

Answer: D

Explanation: If you unlink a GPO, all of the sites, the domains, and the organizational units to which the GPO is
linked

no longer have those Group Policy settings applied to them. We use secedit to make sure that the current Group
Polices

areapplied.

Reference:

HOW TO: Administer GPOs in Windows 2000, Microsoft Knowledge Base Article Q322143

Using Secedit.exe to Force Group Policy to Be Applied Again, Microsoft Knowledge Base Article Q227448
Incorrect Answers

A:Removing and adding the servers from the domain would not do much good.

B:The Defltsv.inf security template restores the default settings for NTFS permissions, registry permissions,
default user

rights, etc. It is not necessary to use it however. We only need to reevaluate

and apply the group policies.

C:This would be an awkward and time consuming process.

QUESTION 57

You are a network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain. The

domain contains 3,000 Windows 2000 Professional computers and an organizational unit (OU) named
Research. The

Research OU contains a child OU named Managers.

You move the computer accounts for all managers' computers in the research department to the Managers
OU. You move the computer accounts for all other research department employees' computers to the
Research OU.

The security administrators for Certkiller provide a new security template that must be applied to all
computers in the research department, including the computers used by department managers. You create a
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Group Policy object (GPO) named Sec CertK Template and link it to the Research OU. Sec CertK Template is
configured with the default permission. You import the security template to the Sec CertK Template GPO. No
other custom GPOs are currently used in your domain.

The Sec CertK Template GPO is correctly applied to the computers in Research OU. However, you discover
that the computers used by research department managers are not being affected by the new security
template. You need to ensure that the template is applied to all computers in the research department.

What should you do? (Each correct answer presents a complete solution. Choose two)

A.Link the Sec CertK Template GPO to the Managers OU.

B.On all of the computers used by research managers, run thesecedit /refreshpolicy machine_policycommand.
C.Move all research department user accounts to the Research OU.

D.In the properties of the Sec CertK Template GPO, select theNo Overridecheck box.

E.Grant the Domain Users groupFull Controlpermission for the Sec CertK Template GPO.

Answer: B, D

Explanation:

D:We ensure that the GPO is applied by selectingNo Override.

B:We make sure that the updated policy is applied with thesecedit /refreshpolicy machine_policycommand.
Incorrect Answers

A:The Managers OU is a child to the Research OU. Any GPO that is applied to the Research OU is also applied
to the

Managers OU. It is not necessary to link the GPO to both OUs. This wouldconsideredto be a bad practice.
Furthermore, most likely this would not help.

C:Moving would not address the problem and it is a bad practice not use the OU structure.

E:Users do not needFull Controlpermission to the GPO. Furthermore, full permission would not address the
problem.

QUESTION 58

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active directory
domain.

The domain contains a Windows 2000 Server computer named Certkiller 1 that is running Microsoft SQL
Server. The

domain also contains an organizational unit (OU) named CertK . Certkiller is the CertK OU. The written
security policy

for Certkiller requires that you create all Group Policy objects (GPOs) for the domain.

The administrator for the CertK OU is named Tess. Jack is responsible for the user accounts and computer
accounts in the OU. Jack submits a list of configurations that he wants to be applied to Certkiller in the
CertK OU by means of a GPO. You create a GPO that complies with Jack's request.

You want to give Jack the ability to link the GPO to the CertK OU, but you need to ensure that Jack cannot
create GPOs.

What should you do?

A.Add Jack's user account to the Group Policy Creator Owners group.

B.Run the Delegation of Control wizard on the Certk OU and assign Jack's user account theManage Group
Policy

linkstask.

C.Move Jack's user account to theNorth OU.



070-214

D.Configure the permissions on the GPO so that Jack's account hasReadandApply Group Policypermissions.
Answer: B

Explanation:

The Manage Group Policy links common task common task assigns the delegate(s) the permission to edit, add
or delete

Group Policy links of the selected Organizational Unit. We use the Delegation of Control wizard to assign the
appropriate permissions to Bruno.

Reference:

StepbyStep

Guide to Using the Delegation of Control Wizard

HOW TO: Delegate Authority for Editing a Group Policy Object (GPO), Microsoft Knowledge Base Article
Q221577

Incorrect Answers

A:As a member of the Group Policy Creator Owners Bruno would be able to create GPOs.

C:Moving the user account to the OU would not automatically give the user account any permissions or rights.
D:Read and Apply Group Policy permissions would ensure that GPOs in the OU would apply to Bruno.
However, it

would allow Bruno to link GPOs to the OU.

QUESTION 59

You are the network administrator for Certkiller International. The network consists of a Windows 2000 Active
Directory domain. The domain contains five Windows 2000 Server domain controllers and 20 Windows 2000
Professional computers. The computer accounts for all client computers are contained in an organizational unit
(OU)

named Certkiller .

Four Group Policy objects (GPOs) are linked to the Certkiller OU. The Certkiller OU properties are

configured as shown in the following exhibit.

TestKing OU Properties _ HEY

Genedal | Managed By | Obiset | Secuy Group Pobiey |
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The administrator of the Certkiller OU customizes each GPO by using several settings and a different
security template, as shown in the following table.

Group Policy object Policy Policy setting

GPO A Maximum security log size 8,000 KB
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GPO B Maximum security log size 20,032 KB
GPO C Maximum security log size 6,016 KB
GPO D Maximum security log size 8,000 KB

On average, the security logs increase by 1,000 KB per day. When you inspect the logs on one of the
desktops, you find that approximately eight days of security logs are being retained. You want to retain
approximately 20 days of security log settings.

What should you do?

A.Make GPO B the highest in the GPO list.

B.Make GPO B the lowest in the GPO list.

C.Create a new domain security group and add the users of the desktops to the new group.

Grant the security groupReadandApply Group Policypermissions on GPO B.

A.Create a new domain security group and add the desktop computers to the new group.

Grant the security groupReadandApply Group Policypermissions on GPO B.

Answer: A

Explanation:

GPO's are applied bottom to top, meaning that the GPO at the top would be applied last. GPO B must be
applied last

so that it is not overridden.

Note: [f higher in the list has the highest precedence. Note that GPOs higher in the list are processed last (this is
what gives them

a higher precedence). GPOs mthe Ist are objeels: they have context menus thal you use {o view the propertics of

GPO. You can use the context menus to obtain and modify general information about a GPO. This information
includes

Discretionary Access Control Lists (DACLS, which are covered in the Security Group Filtering section of this
document), and lists the other site, domain, or OUs to which this GPO is linked."

Reference:
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windowsserver2003/proddocs
[entserver/gpsettings.asp

Incorrect Answers

B:If we move GPO B lowest in the GPO list it would be applied first and would still be overridden.
C:ReadandApply Group Policypermissions would enable the GPO to be applied to the Group. However, the
GPO

should be applied to the computer. Furthermore, the GPO is applied already, it just overridden.
D:ReadandApply Group Policypermissions would enable the GPO to be applied to the Group. However, the
GPO is

applied already, it just overridden.
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QUESTION 60

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two Windows 2000 domain controllers and 500 Windows Professional computers.

The relevant portion of the Active Directory hierarchy is shown in the exhibit.

testking.msft

i@ Research

s
6 Research_Computers

g Research_Users

e @ HelpDesk

T, —

6 HelpDesk_Computers
g HelpDesk Users

The user accounts for all employees in the Technical Support department are located in the
HelpDesk_Users organizational unit (OU). The client computer accounts fore these employees' computers
are located in the HelpDesk_Computers OU. All other user accounts are located in the Research_Users
OU. All other client computer accounts are located in the Research_Computers OU.

You create a Group Policy object (GPO) named GPOL1 and link it to the Research_Computers OU. You
configure the GPOL1 as shown in the following table.

Policy or Setting Status

Do not display last user name on logon screen Enabled

Disable Computer Configuration Settings Selected

Disable User Configuration Settings Cleared
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Another administrator moves a user account named Jack to the Research_Computers OU. You notice that
Tess's computer displays another user's name in the logon dialog box. You need to ensure that the name of
the last user to log on does not appear in the logon dialog box when Jack logs on to her computer.

What should you do?

A.Move Jack's user account to the Research_Users OU.

B.Clear theDisable Computer Configuration Settingscheck box in GPOL.

C.Disable theDo not display last user name in logon screenpolicy in GPOL.

D.Run thesecedit /refreshpolicy user_policy /enforcecommand on Maria's client computer.

Answer: B

Explanation:

After you disable the Computer Configuration settings in a Group Policy object, by selectingDisable Computer
Configuration Settings,the computers configuration no longer affect. This is the reason theDo not display last
user

name on logon screenpolicy is not used. We must therefore clear theDisable Computer Configuration Settings

setting.
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Reference:

HOW TO: Administer GPO Properties in Windows 2000, Microsoft Knowledge Base Article Q322176
Using Secedit.exe to Force Group Policy to Be Applied Again, Microsoft Knowledge Base Article Q227448
Incorrect Answers

A:Moving Maria's user account is not necessary. We only need to adjust the GPO.

C:TheDo not display last user name in logon screenis already correctly configured in GPO1. We should not
disable this policy.

D:The GPO is already applied, it must be reconfigured however.

QUESTION 61

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

Certkiller .com. The domain contains Windows 2000 Server computers and Windows 2000 Professional
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computers. All
domain controllers run Windows 2000 Server.
The relevant portion of the Active Directory hierarchy is shown in the exhibit.

testking.com
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The written security policy for Certkiller requires that only network administrators have administrative
capabilities on the domain controllers and member servers in the domain. An administrator's user account
must not have administrative capabilities on any client computer in the domain, including the administrator's
own client computer.

A Group Policy object (GPO) named Secure_lockdown is linked to the IT_Users OU and the
Employee_Users OU. The Secure_lockdown GPO removes many Start menu options and does not give the
users access to Control Panel utilities. Administrators report that they cannot view all Start menu options
when they log on to their client computers by using their domain user accounts.

You need to ensure that the administrators have access to all Start menu options and Control Panel utilities
on their client computers but not on other client computers in Certkiller .

What should you do?

A.Create a group named IT_staff.

Add each administrator's user account to the IT_staff group.

In the Default Domain Policy GPO, add the Administrators group under theRestricted Groupspolicy.

Add the IT_staff group to the member list in the Administrators group.

A.Create a group named IT_staff.

Add each administrator's user account to the IT_staff group.
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Run the Delegation of Control wizard for the IT_Computers OU.

Grant the IT_staff groupFull Controlpermission for the Computer objects.

A.Create a GPO and link it to the IT_Users OU.

In the computer configuration section of the GPO, set the loopback processing policy toReplace.

In the user configuration section of the GPO, configureStartmenu options and Control Panel utilities to be
accessible.

A.Create a GPO and link it to the IT_Computers OU.

In the computer configuration section of the GPO, set the loopback processing policy toReplace.

In the user configuration section, configureStartmenu options and Control Panel utilities to be accessible.

Answer: D

Explanation:

Applies alternate user policies when a user logs on to a computer affected by this policy.

This policy directs the system to apply the set of Group Policy objects for the computer to any user who logs on
to a

computer affected by this policy. It is intended for specialuse

computers, such as those in public places, laboratories,

and classrooms, where you must modify the user policy based on the computer that is being used.

By default, the user's Group Policy objects determine which user policies apply. If this policy is enabled, then,
when a

user logs on to this computer, the computer's Group Policy objects determine which set of Group Policy objects
applies.

To use this policy, select one of the following policy modes from the Mode box:

"Replace™ indicates that the user policies defined in the computer's Group Policy objects replace the user
policies

normally applied to the user.

"Merge" indicates that the user policies defined in the computer's Group Policy objects and the user policies
normally

applied to the user are combined. If the policy settings conflict, the user policies in the computer's Group Policy
objects

take precedence over the user's normal policies.

If you disable this policy or do not configure it, the user's Group Policy objects determines which user policies

apply.
Note: This policy is effective only when both the computer account and the user account are in Windows 2000
domains.
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In this scenario we want to apply special options, the availability of theStartmenu options and Control Panel
utilities, for
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the Administrators on the IT computers.

Reference:

Loopback Processing of Group Policy, Microsoft Knowledge Base Article Q231287

Description of Group Policy Restricted Groups, Microsoft Knowledge Base Article Q279301

Incorrect Answers

A:TheRestricted Groupspolicy is used to control the members of the Administrators group. This does not
address the

problem of this scenario.

B:This would give the administrators full administrative to the computers in the IT_Computers OU. However,
this is not

related to the requirements of this scenario.

C:Loopback Processingis applied on computers, not on users.

QUESTION 62

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The network contains two Windows 2000 Server computers configured as domain controllers, 100 Windows
2000

Professional client computers, and 100 Windows 98 client computers, All Windows 98 Second Edition client
computers have the Microsoft Directory Services Client installed and are configured with the appropriate
LMComepatibilityLevel registry value.

Certkiller has three departments: research, sales, and operations.Each department has a separate
organizational unit (OU) in the domain that contains all user and group accounts for that department.

The written security policy for Certkiller requires that domain controllers authenticate user logons only by
using the most secure Microsoft authentication method available to all clients on the network. You review
the Security Options portion of the security template for the domain. The following table shows the relevant
Security Options settings in the template.

Policy Computer settings

Lan Manager Authentication Level Send NTLM response only
Message text for users attempting to Not defined

log on

Message title for users attempting to Not defined

Log on

Number of previous logons to cache ( 1 logons

in case domain controllers is not available)
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You must ensure that no Windows 98 client computer can authenticate with the domain controller by using
anything less than the most secure authentication method available.

What should you do?

A.Configure theLan Manager Authentication Levelon the security template toNotdefined.

Import the template into the Domain Controllers Security Policy.

A.Configure theLan Manager Authentication Levelon the security template toSend NTLMv2 response
only\refuse LM & NTLM.

Import the template into the Domain Security Policy.

A.Configure the Default Domain Policy Group Policy object (GPO) to enable theDigitallyencrypt secure
channel

data (when possible)setting in the Secure Options policy.

B.Configure the Default Domain Controllers Policy Group Policy object (GPO) to enable theDigitallyencrypt or
sign

secure channel data (always)setting in the Secure Options policy.

Answer: B

Explanation:

NTLM 2 is the most secure LAN Managerauthenticationlevel. NTLM2 support to Windows 95 and Windows
98 can

be added by installing the Directory Services Client from the Windows 2000 CDROM.

This step has been taken in

this scenario. By enforcing use of NTLMv2 we would ensure that the most secure authentication method is
available.
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Note:TheLAN ManageféuthenticationIeveldetermines which challenge/response authentication protocol is used
for

network logons. This choice affects the level of authentication protocol used by clients, the level of session
security

negotiated, and the level of authentication accepted by servers. The NTLM authentication package in Windows
2000

supports three methods of challenge/response authentication: LAN Manager (LM) which is least secure, NTLM
version

1, NTLM version 2 which is the most secure.

By default, all three challenge/response mechanisms are enabled. You can disable authentication using weaker
variants

by setting the LAN Managerauthenticationlevel security option in local security policy for the computer.
Reference:
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How to Enable NTLM 2 Authentication for Windows 95/98/2000 and NT, Microsoft Knowledge Base Article
Q239869

Incorrect

Answers

A:ALan Manager Authentication LevelofNot definedwould enable LAN Manager (LM) authentication which is
least secure authentication method..

C:TheDigitallyencrypt secure channel data (when possible)setting is enabled, it ensures that all secure channel
traffic is encrypted if the partner domain controller is also capable of encrypting all secure channel traffic.
However, it

allows unencrypted data. Furthermore it only applies to communication between domain controllers.
D:TheDigitally encrypt or sign secure channel data (always)setting determines whether a secure channel can be
established with a domain controller that is not capable of signing or encrypting all secure channel traffic. If this
setting is

enabled, a secure channel cannot be established with any domain controller that cannot sign or encrypt all
secure

channel data. It only applies to communication between domain controllers and is therefore useless in this
scenario.

QUESTION 63

You are the network administrator for Certkiller . The network consists of a Windows NT 4.0 domain. The
domain has

a Windows NT 4.0 PDC and 20 Windows NT 4.0 BDCs. All domain controllers use the latest service pack.
Currently, all the 1,800 client computers in the domain run Windows 2000 Professional.

You plan to upgrade the domain to Windows 2000. You plan to upgrade all the domain controllers to

Windows 2000 domain controllers during a period of three weeks.

Before you upgrade the first domain controller to Windows 2000, you want to ensure that the Windows 2000
Professional client computers in the domain continue to use the Windows NT 4.0 domain controllers for
authentication and not just the new Windows 2000 domain controllers.

What should you do?

A.Manually add the DNS SRV (service) records of all the domain controllers to the DNS server on the network.
B.Add the computer accounts of all the domain controllers to a group named PreWindows

2000 Compatible Access.

C.Configure all the domain controllers to use NT4 emulation mode.

D.Install the Microsoft Directory Services client on all remaining Windows NT 4.0 domain controllers.
E.Disable the use of LAN Manager (LM) authentication on the remaining Windows NT 4.0 domain controllers.

Answer: C

Explanation:

After Windows 2000 and Windows XPbased

computers join an Active Directory domain, they will not use a

Windows NT 4.0based

domain controller (DC) for any operation that requires them to contact the DC. Therefore, all

of the computers that run Windows 2000 or Windows XP contact only the lone Windows 2000 or
Windows .Net Server based DC.
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The solution enables special configuration to make a DC emulate the behavior of a Windows NT 4.0based
DC. The domain member computers that run Windows 2000 or Windows .Net Server does not distinguish
between a DC that is

in Windows NT 4.0 (NT4) emulation mode and a DC that runs Windows NT 4.0. This configuration prevents
overloading of the first DC that you upgrade to Windows 2000 SP2 or Windows .Net Server.

Reference:

How to Prevent Overloading on the First Windows 2000 or

Windows XPBased

DC During Domain Upgrade,

Microsoft Knowledge Base Article Q298713

QUESTION 64

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain. A

Windows 2000 Server computer named Certkiller 1 is located at the network perimeter. Certkiller 1 runs
Microsoft

Internet Security and Acceleration (ISA) Server and accepts PPTP connections from traveling users of the
network.

Another Windows 2000 Server computer, named Certkiller 2, is located on the LAN and runs the Internet
Authentication Service (IAS). Certkiller 1 is configured as a Remote Authentication Dialin

User Service (RADIUS)

client of Certkiller 2.

The virtual private network (VPN) infrastructure components are shown in the exhibit.

; VPN client
TestKing2 TestKing1
The written security policy for Certkiller requires that the RADIUS authentication and accounting packets be
encrypted.

You create a custom IPSec policy and assign the policy in the Local Security Policy of both Certkiller 1 and
Certkiller 2.

You must ensure that only the RADIUS traffic is encrypted.

What should you do?

A.Configure the custom IPSec policy to encrypt data sent from the VPN client to Certkiller 2 with default
RADIUS

ports as the destination ports.

Implement IPSec transport mode in the custom IPSec policy.

B.Configure the custom IPSec policy to encrypt data sent from the VPN client to Certkiller 2 with default
RADIUS

ports as the destination ports.

Implement IPSec tunnel mode in the custom IPSec policy, with Certkiller 1 configured as the tunnel endpoint.
C.Configure the custom IPSec policy to encrypt data sent from Certkiller 1 to Certkiller 2 with default RADIUS
ports as

the destination ports.

Implement IPSec transport mode in the custom IPSec policy.

D.Configure the custom IPSec policy to encrypt data sent from Certkiller 1 to Certkiller 2 with default RADIUS
ports as
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the destination ports.
Implement IPSec tunnel mode in the custom IPSec policy, with Certkiller 2 configured as the tunnel endpoint.

Answer: C

Explanation:

IPSec can be configured for either transport or tunnel mode. Thetransport modeauthenticates and encrypts data
moving

between computers. This is the default mode for IPSec in Windows 2000. Unlike transport mode, which secures
the

packet from the source to the destination,tunnel modeplaces a secure, existing packet inside a new IP packet
that is sent

to a tunnel endpoint. The tunnel endpoint is probably not the final destination of the inside packet, but it is the
final

destination of the outside packet. The outside packet is stripped off at the tunnel endpoint and the internal
packet can be

further routed to the final destination. Tunnel mode does not provide security within each network that the
packet will

traverse. It simply provides security to the packet itself and guarantees that security to the endpoint (1P address)
that

you specify.

RADIUS messages are sent with the User Datagram Protocol (UDP)User Datagram Protocol (UDP)A
Transmission

Control Protocol (TCP) complement that offers a connectionless datagram service that guarantees neither
delivery nor

correct sequencing of delivered packets (much like Internet Protocol (IP)).. UDP port 1812 is used for RADIUS
authentication messages and UDP port 1813 is used for RADIUS accounting messages. When you create
inbound and

outbound filters with IPSec, UDP traffic must be allowed on these ports. However, some network access servers
might

use UDP port 1645 for RADIUS authentication messages and UDP port 1646 for RADIUS accounting
messages. By

default, IAS supports both sets of ports. If your network access servers use UDP ports 1645 and 1646, you can
create

IPSec filters that allow traffic on these ports.

QUESTION 65

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains an Internet Authentication Service (IAS) server named Certkiller 1. All client computers
run

Windows XP Professional.

The relevant portion of the network is shown in the exhibit.
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You are deploying a new 802.11a hlghspeed wireless LAN. The wireless LAN will useWiredEquivalent
Privacy

(WEP) for all connections. You have enabled MAC Filtering on all wireless access points.

Another administrator configures Certkiller 1 to include a remote access policy that allows EAPTLS

wireless connections to the network. That administrator also distributes user certificates to all wireless users.
You want to ensure that only domain users can connect to the wireless LAN. You also want to ensure that client
computers do not connect to the wireless LAN when a user is not logged on to the computer.

What should you do?

A.Ensure that802.1x network access controlis enabled on client computers.

Clear theAuthenticate as computer when computer information is availableoption and configure the EAP type
asSmart

Card or other Certificate.

Configure all wireless access points as Remote Authentication Dialin

User Service (RADIUS) clients that use

Certkiller 1 as the RADIUS server.

B.SelectNetwork authentication (Shared Mode)and specify a 104bit

key length.

Select theAuthenticate as computer when computer information is availableoption and deploy smart cards to all
wireless

users.

C.Ensure that802.1x network access controlis enabled on client computers.

Select theAuthenticate as computer when computer information is availableoption and configure the EAP type
asSmart

Card or other Certificate.

Configure all wireless access points as Remote Authentication Dialin

User Service (RADIUS) clients that use

Certkiller 1 as the RADIUS server.

D.SelectNetwork authentication (Shared Mode)and specify a 104bit

key length.

Clear theAuthenticate as computer when computer information is availableoption and deploy smart cards to all
wireless

users.

Configure the wireless access points as Remote Authentication Dialin

User Service (RADIUS) clients that use

Certkiller 1 as the RADIUS server.
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Answer: A

Explanation:

The IEEE (InstituteofElectricaland Electronics Engineers) 802.1xstandard is the next big

stepin wireless security. This standard manages and controls access to the wireless network

usingExtensible Authentication Protocol Over LANs (EAPOL)in combination withProtected

Extensible Authentication Protocol (PEAP),Extensible Authentication Protocol with Transport Layer Security
(EAPTLYS),

Kerberos, or Message Digest 5. The g02.1xstandard is not just f

be used for LANbased

devices. Windows XP Professional is the only client that fully supports802.1x. Windows 2000
Professional cannot use the features at this time.

The 802 1xStandard is a great step

Private Key Infrastructure (PKI) to provide the certificates. The necessary resources include the following:
*Wireless clients such as Windows XP Professional that support 802.1x

*Active Directory running on Windows 2000 Server, SP3

*ACertificate Authority

*A remote access policy for wireless clients

*RADIUS servers

In the next figure you can see the additional infrastructure needed to make this all work. DC1
andDC2 are the Active Directory domain controllers (you want at least two for redundancy),
IAS1 and IAS2 are thelnternet Authentication Servers(again, two for redundancy) that will
beused for RADIUS, and CA is the Certificate Authority.

The main goal 0f802.1xis to securely authenticate clients associating with APs and to
exchangeencryption keys. The process is somewhat confusing, but it can be clarified a bit. See the figure for the
visual of

the process; the steps arc outlined here.

*(1)The AP sees that a client exists on the network and initiates contact. Access is blocked
bythe AP until authentication is completed by the client. If authentication fails, no data is
everforwarded onto the wired network.

*(2)The AP sends an EAPOLencapsulated

EAP RequestID to the client.

*(3)The client sends an EAPOLencapsulated

EAP ResponselD message that contains the user'sidentification information to the AP.
*(4)The AP then forwards this EAP ResponselD

by encapsulating it in a RADIUS access

requestpacket and sending it to a RADIUS server. This could be either IAS1 or IAS2.
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*(5)The RADIUS server responds with an EAPRequest,

encapsulated in a RADIUS packet, that contains a password

challenge for theclient,and it is forwarded by the AP to the client after the AP encapsulates it using EAPOL.
*(6) The client responds to the challenge with EAPOLencapsulated

response information

thatis sent to the AP and then forwarded to the RADIUS server in an encapsulated

RADIUS packet.

*(7)The RADIUS server responds with a RADIUSencapsulated

EAP success message to the AP. The AP then

forwards this EAP success message to the client encapsulated with EAPOL.

Once all these steps have taken place, the client is considered properly authenticated and can
starttransmitting data on the wireless network to the wired network. In this exchange, all traffic between the
client and

the AP is encapsulated using EAPOL. All traffic between the AP and the IAS (RADIUS) servers is
encapsulated using

RADIUS.

EAPTLS is the default EAP type. TLS is intended for wired networks, but can also be used
inwireless environments. Using TLS requires that that RADIUS server and the client both
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havecertificates and that both devices have the certificates residing within a trusted C

A.ln

orderfor the client to get a certificate for use with wireless access, though, it must first have

wiredaccess to the CA to make the request and then apply the certificate.

Incorrect Answers:

B,D:We must use EAPTLS so we must use RADIUS Clients

C:If the Enable IEEE 802.1x Authentication For This Network check box check box is checked and the AP is
not set

to use 802.1xor does not support it, it the client will not be prevented from properly accessing the AP and
participating

in the wireless network. If the Enable IEEE 802.1x AuthenticationForThis Network Enable =802.1x check box
is

cleared and the AP is enforcing 802.1x authentication, the client will not connect.

QUESTION 66

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active directory
domain

Certkiller .local. The Web developers at Certkiller use portable computers, which are members of the domain.
These

computers run Windows XP Professional and Internet Information Services (11S). The developers use 1S to
create

Web applications for Certkiller .

A developer reports that his computer becomes infected with a virus every time he uses the computer at home.
Certkiller 's antivirus

software successfully removes the virus each time the problem occurs.

You discover that the developer uses a USB network adapter to connect his computer to a cable modem when
he

works at home. You also discover that the same virus infects the computer each time by attacking 11S.

You need to prevent the virus from infecting the developer's computer and allow the developer to use the
computer

normally while working at home.

How should you configure the developer's computer?

A.Modify the Remote Desktop permissions list so that only the local Administrator account is listed.
B.Disable Internet Connection Sharing for all network connections.

C.Enable the Internet Connection Firewall for the network connection used to connect to the developer's cable
modem.

D.Create a Group Policy object (GPO) and link it to the organizational unit (OU) that contains the developer's
computer.

Configure the GPO to disable the World Wide Web Publishing service.

In the GPO, select theNo Overridecheck box.

Answer: C
Explanation:

The local computer can be protected by enabling the Internet Connection Firewall for the cable modem
connection.
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Incorrect Answers

A:Remote Desktop does not apply to this scenario.

B:Internet Connection Sharing does not apply to this scenario.

D:The developer must be able to work as normal at home. He must use the 11S Web Publishing Service in order
to test

his applications.

QUESTION 67

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

Certkiller has several sales employees who travel with Windows XP portable computers. To check their email
and upload data, the sales employees must dial in to Certkiller 's network using a tollfree number.

The network includes a standalone Windows 2000 Server computer named Certkiller 1, which runsRoutingand
Remote

Access. Certkiller 1 is configured to allow PPTP connections to the network. Certkiller 1 is installed at the
network

perimeter. Employees who work from home connect to Certkiller 1 to gain access to Certkiller network.

You company wants to reduce longdistance charges by finding a cheaper solution. A national Internet service
provider

(ISP) has a calling plan that will provide local phone number Internet access for all cities the sales employees
work in.

The same phone numbers are used by all companies who subscribe to the service. Certkiller purchases theplan,
and you configure the portable computers to use a local phone number and PPTP to connect to the corporate
network.

You must develop a solution that allows users to use a single password when connecting to the ISP and the
corporate

network. First you install the Internet Authentication Service (IAS) on a server on the network of Certkiller to
actasa

Remote Access Dialin User Service (RADIUS) server.

What else should you do?

A.Ask the ISP to configure a RADIUS client to forward authentication requests to the IAS server on your
network.

Configure Certkiller 1 to use Windows Authentication, with Certkiller 1 providing authentication.

B.Ask the ISP to configure a RADIUS proxy to forward authentication requests to the IAS server on your
network.

Configure Certkiller 1 to use Windows Authentication, with Certkiller 1 providing authentication.

C.Ask the ISP to configure a RADIUS client to forward authentication requests to the IAS server on your
network.

Configure Certkiller 1 to use RADIUS Authentication, with the IAS server on your network providing
authentication.

D.Ask the ISP to configure a RADIUS proxy to forward authentication requests to the 1AS server on your
network.

Configure Certkiller 1 to use RADIUS Authentication, with the IAS server on your network providing
authentication.

Answer: D
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Explanation:

Requests reach IAS through the RADIUS proxy server at the ISP and are routed to the corporate server. We
should

configure Certkiller 1 to use RADIUS authentication. The IAS server provides the authentication.
Ilustrative diagram:

Central location

Testking Network
FPTP

Darmain Iy
Controllers o
| e Roami
L e Ui Dial i
user
RADIUS
Froxy Ssrver
Reference:
Microsoft White Paper, Internet Authentication Service for Windows 2000, Outsourced Corporate
AccessThrough
Service Providers
Incorrect Answers

A, C:At the ISP a RADIUS proxy server that acts as a RADIUS client to other servers is needed.

Windows authentication could be used if there were only one single RRAS server. However, in this scenario
there is

an RRAS and an IAS server.

QUESTION 68

You are the network administrator for Certkiller . The network consists if a Windows 2000 Active Directory
domain.

When the first domain controller in the domain was installed, permissions were defined to be compatible only
with

Windows 2000 Server operating systems.

Three servers accept dialup

remote access connections for the network. Certkiller 1 is a Windows NT Server 4.0

computer with the latest security updates and Routing and Remote Access for Windows 2000 addin

installed.

Certkiller 1 also runs an accounting software package that does not run under Windows 2000.

Certkiller 2 and Certkiller 3 are Windows 2000 Server computers with Routing and Remote Access configured
to allow

dialup connections.

At Certkiller 2 and Certkiller 3, the configured Remote Access Policy allows dialup

connections by all users. To allow

dialup connections to Certkiller 1, users who are allowed to dial in to the network are enabled for remote access
in their

user account properties.

All three servers allow CHAP, MSCHAP,

and MSCHAP
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v2 authentication. Users report that they are sometimes

unable to connect to the network. When they attempt to reconnect, the attempt often succeeds. Upon inspection
of the

event logs, you find that only dialup

connections to Certkiller 2 and Certkiller 3 are succeeding.

You must allow connections to Certkiller 1 without upgrading to Windows 2000 Server.
What should you do?

A.Install the Microsoft Directory Services Client on Certkiller 1.

B.Install the Windows NT 4.0 High Encryption Pack on Certkiller 1.

C.Add the Certkiller 1 Windows NT 4.0 computer account to the RAS and IAS Servers group.
D.Add theEveryonegroup to the PreWindows

2000 Compatible Access group.

Answer: C

Explanation:

Users only get authenticated by the Windows 2000 RRAS servers, not by the Windows NT 4.0 RAS server. We
need

to add the Windows NT 4.0 RAS server to theRAS and IAS Serversgroup.

Procedure:

1. Log on to a Windows 2000 computer with an account that is a member of theDomain Administratorsgroup.
2. Start theActive Directory Users and Computers MMCsnapin.

3. Navigate to<Your Domain Name> / Users / RAS and IAS Servers.

4. RightclickRAS

and IAS Serversand pressProperties.

5. Select theMemberstab.

6. Add theRRASserver to theRAS and IAS Serversgroup.

Reference:

HOW TO: Add Users to the PreWindows

2000 Compatible Access Group, Microsoft Knowledge Base Article Q303973

Incorrect Answers

A, B:Microsoft Directory Services Client or Windows NT 4.0 High Encryption Packarenot useful here.
D:By putting theEveryonegroup into the preWindows

2000 Compatible Access group enables any RAS caller to be

authenticated by the Windows NT 4.0 RAS server. However, this is not a solution to the problem in this
scenario.

QUESTION 69

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

A Windows 2000 member server named Certkiller 1 hosts the corporate intranet Web site. Certkiller 1 runs
Internet

Information Services (11S) 5.0.

All users are using Microsoft Internet Explorer as their default browser to connect to the intranet Web site.
Currently,
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users in the domain connect to the intranet Web site by using Basic authentication.

You want to start using Digest authentication for the intranet Web site. You configure 11S on Certkiller 1 to
allow only

Digest authentication. In the Default Domain Group Policy object (GPO), you assign the Store passwords using
reversible encryption for all users in the domain policy.

Users now report that when they connect to the intranet Web site, they are presented with a dialog box asking
for a

user name and passwords. However, no matter which user name and password combination they enter, they
cannot

access the site. After three connection attempts, the Web browser displays the error message "HTTP 401.4
Unauthorized:

Authorization denied by filter.”

You want to ensure that users in the domain can successfully authenticate to the intranet Web site by using
Digest

authentication.

What should you do?

A.Add the intranet Web site to theTrusted Siteszone on each user's computer.

B.Grant the Domain Users group theLog on locallyuser right on Certkiller 1.

C.Configure all domain user accounts to enable theUser must change password at next logonoption.
D.Configure I1S on Certkiller 1 to enable theEnable client certificate mappingoption.

Answer: B

Explanation:
Any user who uses Digest Authentication NEEDS the "log on locally" permission.

QUESTION 70

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

with five Windows 2000 domain controllers. The other computers in the domain are 30 Windows 2000 member
servers, 650 Windows 2000 Professional client computers, and 250 Windows XP Professional client computers.
All domain controllers are members of the organizational unit (OU) named Domain Controllers. All servers are
inan OU

named Servers, and all client computers are in an OU named Clients.

The corporate security policy describes the following three encryption recommendations:

*FTP trafficRequest

Data Encryption Standard (DES) encryption

*Terminal Services trafficRequest

3DES encryption

*All other IP trafficPermit

You want to ensure that all three encryption recommendations are implemented on all computers in the domain.
What should you do?

A.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO with an IPSec policy that contains the three encryption recommendations.

B.Create three Group Policy objects (GPOs) and link them to the domain.

Configure each GPO to have one of the encryption recommendations configured in an IPSec policy.



070-214

C.Create a Group Policy object (GPO) and link it to the Domain Controllers, Servers, and Clients OUs.
Configure the GPO with an IPSec policy that contains the FTP and Terminal Services recommendations.
Create another GPO and link it to the domain.

Configure another GPO and link it to the domain.

Configure that GPO to have an IPSec policy that implements the recommendation to permit all other IP traffic.
D.Create a Group Policy object (GPO) and link it to the Domain Controllers, Servers, and Clients OUs.
Configure the GPO with an IPSec policy that contains the FTP and Terminal Services recommendations.
Configure the local GPO on all computers to implement the recommendation to permit all other IP traffic.

Answer: A

Explanation:
We should configure only one GPO that implements the three encryption recommendations.

QUESTION 71

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional computers. All domain
controllers run Windows 2000 Server.

You create an organizational unit (OU) named Clients and move all the client computer accounts to the Clients
Ou.

Then, you create a Group Policy object (GPO) named Sec_clients and link it to the Clients OU. You enable
multiple

security policies in the computer configuration section of the Sec_clients GPO.

The written security policy for Certkiller requires that all security settings through GPOs be applied
continuously.

What should you do to enforce the written policy?

A.Configure the Sec_clients GPO to reduce the Group Policy refresh interval for computers to0.

B.Configure the Sec_clients GPO to enable theApply Group Policy for computers asynchronously during
startuppolicy.

C.Configure the Sec_clients GPO to enable theProcess even if the Group Policy objects have not changedpolicy
in the

Security Policy processingpolicy.

D.Create a domain named Client_computers.

Add the client computer accounts to the Client_computers group.

Add the Client_computers group to the Sec_clients DACL and grant the group theReadandApply Group Policy
permissions.

Answer: C

Explanation:

To achieve the highest level of policy settings security, activate theProcess Even IfTheGroup Policy Objects
Have

Not Changedpolicy for each of the Group Policy clientside

extensions that require it.

Note:These policy settings are located in the Computer Configuration node, under Administrative Templates,
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System,

GroupPolicy. Each clientside

extension has a policy setting for controlling the policy processing. By default, each

Group Policy clientside

extension updates its policy settings only when they have changed. Choosing this option

ensures that the selected settings are applied at every logon session to Active Directory, but forgoes the
performance

optimization achieved by skipping the application of policy settings when they have not changed.

Incorrect Answers

A:If you select Ominutes, the computer tries to update Group Policy every 7seconds. However, because updates
might

interfere with users' work and increase network traffic, very short update intervals are not appropriate for most
installations.Note: TheGroup Policy refresh interval forcomputers policy specifies how often Group Policy for
computers is updated while the computer is in use (in the background). This policy specifies a background
update rate

only for Group Policies in the Computer Configuration folder.You can specify an update rate from Oto
64,800minutes

(45days).By default, computer Group Policy is updated in the background every 90 minutes, with a random
offset of

Oto 30minutes. In addition to background updates, Group Policy for the computer is always updated when the
system

starts.

B:This would be counterproductive. Some polices might not been applied until after the user has access to the
Desktop.

TheApply Group Policy for computers asynchronously during startuppolicy is used to optimize Group Policy
for

Logon Performance in Windows 2000.

D:A new domain is not required.

QUESTION 72

You are the administrator of a Windows 2000 network. The network consists of a Windows 2000 Active
Directory

domain. The domain contains Windows 2000 Server computers and Windows 2000 Professional client
computers. The

corporate security policy specifies that users cannot use the Offline Files feature of Windows 2000.

You want to ensure that Offline Files is disabled on the client computers and that users cannot enable this
functionality.

What should you do?

A.On the Windows 2000 Professional client computers, clear theEnable Offline Filesoption on theFolder
Optionsdialog

box in Windows Explorer.

B.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to disable theEnabledpolicy in the computer configuration of Offline Files.

C.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to enable theDisable user configuration of Offline Filespolicy in the user configuration of
Offline
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Files.

D.Configure the Default Domain Policy Group Policy object (GPO) to enable theDisable "Make Available
Offline"

policy in the user configuration of Offline Files.

Answer: C

Explanation:

We create an appropriate GPO and link it to the domain. It will be applied to all client computers in the domain.
Note:TheDisable user configuration of Offline Filespolicy prevents users from enabling, disabling, or changing
the

configuration of Offline Files.

Incorrect Answers

A:Manual reconfiguration of every single client computer would be a daunting task. Furthermore, the users
could simply

check theEnable Offline Filesoption themselves.

B:We must use theDisable user configuration of Offline Filespolicy.

D:This will not work.

QUESTION 73

You are one of the network administrators for Certkiller . The network consists of a Windows 2000 Active
Directory

domain. Certkiller has three departments: research, sales, and operations.Each department has a separate
organizational

unit (OU) in the domain that contains all user and computer accounts for that department. Each OU has the
Block

Policy inheritance option selected.

The Active Directory structure is shown in the exhibit.
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The network includes two Windows 2000 Server computers configured as domain controllers. The domain
controllers

are named Certkiller 1 and Certkiller 2. The network also contains 500 Windows 2000 Professional client
computers.

One of the client computers is named CK1 .

You administer the Research OU. A Group Policy object (GPO) named SPDeploy contains a software
deployment

package for the latest Windows 2000 Server pack. You connect to Certkiller 2 and link SPDeploy to the
Research OU.

You restart CK1 . You discover the service pack did not apply to CK1 . You run the gpresult command on CK1
and

obtain the results shown in the following exhibit.

Group Policy was applied from: Certkiller 1. Certkiller .com

U R R R R

The computer received "Registry" settings from these GPOs:

Local Group Policy

Default Domain Policy

The

computer received "Security" settings from these GPOs:

Default Domain Policy

The computer received "EFS recover" settings from these GPOs:
Local Group Policy

Default Domain Policy

You must ensure that CK1 receives the service pack.

What should you do?
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A.DisableBlock Policy inheritanceon the Research OU.

B.Force and verify replication between domain controllers.

Restart CK1 .

C.Configure theEveryonegroup forReadandApply Group Policypermissions on the DACL of SPDeploy.
D.Edit SPDeploy and configure the software installation package under the user configuration section of the
GPO.

Remove the installation package from the computer configuration section.

Restart CK1 .

Answer: C

Explanation:

ReadandApply Group Policypermissionson a GPOensuresthat the GPO can be applied.
Incorrect Answers

A:The GPO is directly linked to the OU. TheBlock Policy inheritancewould have no effect.
B:Other GPOs have been applied. This is not a replication problem.

D:Service Packs should be assigned to computers, not deployed to users.

QUESTION 74

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

All client computers are in an organizational unit (OU) named Clients.

The network included two Windows 2000 Server computers, named Certkiller 1 and Certkiller 2, configured as
domain

controllers. One Windows 2000 Server computer, named Certkiller 3, is configured as a file server.

The network also contains 1,500 Windows 2000 Professional client computers.

You are distributing a new hotfix to the Windows 2000 Professional clients on your network. You place the
hotfix in a

shared folder on Certkiller 3. You create a batch file to install the hotfix from the share on Certkiller 3. You
create a

Group Policy object (GPO) named HF1 and link it to the Clients OU. HF1 runs the batch file as a startup script.
All

computers receive the hotfix.

A network user named Jack reports that her computer named CK1 had an application problem. You discover
that Tess

is using an application that you did not test. Jack tells you that the application worked correctly before the hotfix
was

applied. All other client computers are working correctly.

Management determines the application is necessary for Jack's computer. All new computers must continue to
receive

the hotfix.

You must ensure that Jack can continue to use the application and that all other computers retain the hotfix.
What should you do?

A.Configure theBlock Policy inheritancepolicy on the Domain Controllers OU.

Uninstall the hotfix from CK1 .

B.Delete the HF1 GPO.
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Uninstall the hotfix from CK1 .

C.Configure the DACL on the HF1 GPO to deny CK1 's computer accountReadandApply Group
Policypermissions.

Uninstall the hotfix from CK1 .

D.Configure the DACL on the HF1 GPO to deny Jack's user accountReadandApply Group Policypermissions.
Uninstall the hotfix from CK1 .

Answer: C

Explanation:

The GPO is linked to an OU which contain the client computer account. We deny CK1 's computer account
Readand

Apply Group Policypermissionsto the GPO. This ensures that the GPO will not be applied to CK1 . It still
applies to all

other computers.

Incorrect Answers

A:The Domain Controllers OU is unrelated to the problem in this scenario.

B:We need to GPO to apply to all computers except CK1 .

D:The OU contain computer accounts, not user accounts.

QUESTION 75

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 100 Windows 2000 Server computers, 5,000 Windows 2000 Professional computers, and
1,000

Windows XP Professional computers.

The computer accounts for all servers are located in an organizational unit (OU) named Servers. The computer
accounts

for all client computers are located in an OU named Desktops. All user accounts are located in an OU named
CorpUsers.

You download a new Windows 2000 service pack from the Microsoft Web site. The service pack is distributed
asa

Microsoft Windows Installer package.

You need to ensure that all Windows 2000 Professional computers receive the service pack. The service pack
must not

be deployed to any Windows XP Professional computers.

Which three actions should you take? (Each correct answer presents part of the solution. Choose three)
A.Create a child OU named WinXP under the Desktops OU.

Move all Windows XP Professional computer accounts to the WinXP OU.

B.Create a child OU named Win2000 under the Desktops OU.

Move all Windows 2000 Professional computer accounts to the Win2000 OU.

C.Create a Group Policy object (GPO) named W2KSP.

In the user configuration section of W2KSP, publish the service pack installer file.

D.Create a Group Policy object (GPO) named W2KSP.

In the computer configuration section of W2KSP, assign the service pack installer file.

E.Link W2KSP to the Desktops OU.
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F.Link W2KSP to the CorpUsers OU.
G.Link W2KSP to the Win2000 OU.

Answer: B, D, G

Explanation:

B:We create a separate OU for the Windows 2000 Professional computers.

D:We create a GPO that assigns the service pack installer file. This ensures that the installation of the installer
file starts

the next time the Windows 2000 Professional computers are restarted.

G:Finally we link the GPO to the OU with the Windows 2000 Professional computers.

Incorrect Answers

A:We must apply the GPO to the Windows 2000 computers, so we cannot make a child OU with Windows XP
computers.

C:If we publish the service pack we rely that the users installthe it. This is not acceptable.

E:If we link the GPO to the Desktops it would be applied to the Windows XP computers as well. They are
either in this

OU or in a child OU (see A).

F:We should not apply the service pack to all users, just to the Windows 2000 Professional computers.

QUESTION 76

You are the network administrator for Certkiller . Certkiller has a main office and 25 branch offices. The
network

consists of a Windows 2000 Active Directory domain. The domain included 10 Windows 2000 Server
computers

configured as domain controllers and 100 Windows 2000 Professional computers. The computer accounts for
all

portable computers are in an organizational unit (OU) named PortableComputers.

Employees in the sales department use the portable computers and have user accounts that are located in an OU
named

Sales.

You create a new Group Policy object (GPO) named Appl and link it to the PortableComputers OU. You
configure

Appl to deploy a security update by using an .msi file that is configured in the computer configuration section
of the

GPO.

After a week, you discover that none of the portable computers has installed the security update. You need to
ensure

that the portable computers install the security update.

What should you do?

A.Enable theGroup Policy slow link detectionpolicy.

B.Link Appl to the Sales OU and ask the users to log off and log back on their computers.

C.Restart the portable computers while the computers are connected directly to the main office network.
D.Force synchronization of the Active Directory database and the Sysvol share of all domain controllers.

Answer: A
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Explanation:

Some Group Policies will automatically not run when they detect a slow network linkspecifically:
1.Internet Explorer Maintenance

2.Software Installation (this applies in current scenario)

3.Folder Redirection

4.Scripts (logon/logoff, shutdown/startup)

5.Disk Quota

TheGroup Policy Slow Link Detectionpolicy, which sets the transfer rate at which a workstation or server
communicating with a DC should consider the link slow and alter Group Policy processing behavior. By
enabling this

policy the GPO would be applied to the portable computers.

Incorrect Answers

B:There is no need to link the GPO to the user OU. We should keep the GPO linked to OU which contains the
computer accounts.

C:This seems possible as well, but is more awkward and might require more effort.

D:This is not an Active Directory synchronization problem.

QUESTION 77

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two Windows 2000 domain controllers and 500 Windows 2000 Professional computers.
The relevant portion of the Active Directory hierarchy is shown in the exhibit.
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testking.com
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The user accounts for all administrators are located in the IT_Users organizational unit (OU). All other user
accounts are

located in the Employee_Users OU. The client computer accounts for the administrator's computers are located
in the

IT_Computers OU. All other client computers accounts are located in the Employee_Computers OU.

You create a Group Policy object (GPO) named GPO1 and link it to the Employee_Users OU. You select the
Block

Policy inheritance check box in the Employee Users OU.

You configure GPOL1 as shown the in the following table.

Policy or setting Status

Do not display last user name on logon screen Enabled

Disable Computer Configuration Settings Cleared

Disable User Configuration Settings Selected
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An employee named Jack reports that another user's name was in the logon dialog box when he attempted to log
on to

the network. You need to ensure that the name of the last user to log on does not appear in the logon dialog box.
What should you do?

A.Link GPO1 to the Employee_Computers OU.

B.Clear theDisable User Configuration Settingscheck box in GPOL.

C.Clear theBlock Policy Inheritancecheck box in the Employee Users OUD.

Disable theDo not display last user name in logon screenpolicy in GPOL.

Answer: A

Explanation:

TheDo not display last user name on logon screenpolicy applies to computers not to users (see below). We
should

therefore link the GPO to the OU withcomputers, it should not be applied to an OU with users.

Ii’il TestKing Console - [Console RootsLocal Computer Policy',Computer Configur ation', Windows Settings'.Security Settings',Local Polici... [Ei[=] B3

E’] Ele Action Miew Favorites ‘Window Help | 18]
|

e = | B@E] = |2

B Cansale 2t a1 | Polic | Security Setting |

[+ Secwrity Templates 0 days

Disabled

slefe) laylastusername
i) Inkeractive lagon: Do not require CTRL+ALT+DEL Mot defined
iﬁl_r']lnteractive logon: Message kext For users attempting tolog on
E]Interactive lagon: Message title For users atkempting ko og on Mok defined J
@Interactive logon; Mumber of previous logons to cache {in case doma... 10 logons
@Interactlve logon: Prompt user to change password before explration 14 days

[R¥]Interactive logon: Require Domain Controller authentication to unloc..,  Disabled

Eﬂlnteractive logon: Smart card removal behaviar Mo Action

Elﬂl\’licrosoft network client; Digitally sign communications (eways) Disabled

@Microsoft network client: Digitally sign communications (if server agre... Enabled

@Microsoft network clisnt: Send unencrypted password te third-party ... Disabled

?_@Microsoft nietwork server: smount of idle time reguired before suspe... 15 minukes _ILI
| »

8 Security Options
B <[] Public Key Policies
M [ Software Restricton Policies
i B ‘.g, IP Security Policies on Local Computer
- Administrative Templates ;i
- A

«
| [ |

Reference:

HOW TO: Prevent the Last LoggedOn

User Name from Being Displayed in Windows 2000, Microsoft Knowledge

Base Article Q310125

Incorrect Answers

B:TheDo not display last user name on logon screenpolicy applies to computers, so it is not affected by the
Disable User Configuration Settingspolicy.

C:Block Policy Inheritance does not affect a GPO directly linked to the OU.

D:We must keep this policy enabled.

QUESTION 78

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional computers. All domain
controllers run Windows 2000 Server.

The domain includes two organizational units (OU) named Sales and IT. The sales department contains 50 users
who
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have user accounts in the Sales OU. King is an administrator who resets passwords for all user accounts in the
Sales

OU when necessary. King's user account is located in the IT OU. You create a new group named Sales_pw and
place

the group in the Users container. You add King's user account to the new Sales_pw group.

You create a custom MMC console that includes a Taskpad view of the Sales OU. The Taskpad view allows
one task,

which is the ability to reset passwords. You restrict the console so that only the Sales OU can be seen and set
the

console mode to User mode.

You discover that King is able to create an MMC console and include all of the Active Directory tools. You
want to

ensure King can access the snapin

only to reset passwords.

What should you do?

A.Add King's user account to the Account Operators group.

B.Modify the DACL on the Sales OU so that the Sales_pw group has theReset Passwordpermission on the user
object.

C.Create a Group Policy object (GPO) and link it to the IT OU.

Configure an MMC restriction policy that allows King to open the Active Directory Users and Computers
snapin.

D.Create a Group Policy object (GPO) and link it to the Sales OU.

Configure an MMC restriction policy that allows King only to open the Active Directory Users and Computers
snapin.

Answer: D
Explanation:
We create a new GPO, link it to Sales OU, and configure an appropriate MMC restriction policy for the GPO.
=10 x
[l R 3 o R =
Tres | Pokcy | setng | =
- (L] Wiredows Settings 13 Ackive Directory Lisers and Compuiers Mot configurad
:E.:Jm'ﬁlt_l.f‘:%:: ? Bckye Dreschory Doemars and Trusts Mok corfigured
'J:]Wm(mwwts '_"_ P Ackive Directory Stes and Services Mot corfigured
TR MetMesting—— _?‘C:rtfim(zs Nat corfigurad
- (] Iriternest Explorer 1M Component Sorvices ot configured
- Windows Exploree 1% Computer Managemert Mot configured
J T Mecrsolt Management Conscle — | |18 pevice Manager Pk corfigured
o IR | | ok e il
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Incorrect Answers

A, B:We need to restrict King.
C:The MMC console includes a Taskpad view of the Sales OU, not the IT OU.

QUESTION 79

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

that contains 5,000 Windows 2000 Professional client computers. All client computer accounts are located in an
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organizational unit (OU) named ClientComputers. All Certkiller employees log on to their computers by using
domain

user accounts.

All client computers are installed by using a standard Windows 2000 Professional image, which includes
Internet

Information Services (11S). However, only three software developers use IIS on their client computers.
These developers report that their client computers are infected with a virus. You discover that the virus infects
computers by attacking 11S. You estimate that onethird

of the client computers are infected with thevirus,and the virus

is slowly spreading to other computers.

Your antivirus

software does not currently detect this virus, although an update will be available in three business days.
The developers can work normally without I1S for several days, if necessary.

Until the antivirus

update is available, you need to prevent the virus from spreading to additional client computers.

What should you do?

A.On each developer's client computer, configure the World Wide Web Publishing service to have a startup
type of

Disabled.

B.On each computer infected by the virus, configure the properties of the LAN connection so that IP filters
prevent

inbound network traffic on TCP port 80.

C.On each computer not infected by the virus, configure the properties of the default Web site so that only
Integrated

Windows authentication is enabled.

Then, stop the default Web site.

D.On a domain controller, create a Group Policy object (GPO) and link it to the ClientComputers OU.
Configure the GPO to disable the World Wide Web Publishing service.

In the GPO, select theNo Overridecheck box.

Restart the computers.

Answer: D

Explanation:

We need to disable the WWW Publishing service on all client computers. We create a new GPO, configure it to
disable

the service, and link it to the ClientComputers OU. We also use theNo Overrideoption and finally restart all
client

computer.

Incorrect Answers

A:lt is better to deploy this option through a GPO: It requires less administrative effort.

B:Inadequate measure. It would most likely not stop the virus from spreading.

C:We should disable the WWW service.

QUESTION 80
You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
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domain.
The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 is configured as a

domain
controller.
During a security audit on Certkiller 1, you discover that every five minutes, the application event log repeats

the
following two events:

Event Source: SceCli

Event Category: None

Event ID: 1001

Date: 4/7/200=

Time: 4:30:46 AM

Ugser: N/A

Computer: TestFKingl

Description: Security policy cannot ke propagated. Cannot
access the template.

Error code = 3.
“Witestking. comlsysvelitestking. comy Policies’ |31B2F340-016D-

1102-245F-00C04FES84F9 1\ Machine\ Microgsoft\ Windows
NT'. SecEdit\GptTupl.inf.

Ewvent Type: Error

Event Scource: Userenv

Event Category: Nons

Event ID: 1000

Date: 4/7/2002

Time: 4:40:46 AM

Uzer: NT AUTHORITY\ESYSTEM

Computer: TESTEINGL

Description: The Group Policy client-side extension Security
was passed flags (17) and returned a failure status code of

(3.

Date: 4/7/2002

Time: 4:30:46 AM

Uzer: N/A

Computer: TESTEINGL

Description: Security policy cannot be propagated. Cannot
access the template.

Error code = 3.

“ihtegthking. comb sysvelitestking. com' Policiesh { 31B2F340-016D-
11D2-945F-00C04FBO084FY }\Machine\Microzoft\Windows

NTY SecEdith\GptTempl. inf.

Event Type: Error

Event Source: Userenv
Event Category: MNone
EventID: 1000

Date: 4/7/2002

Time: 4:30:46 AM

User: NT AUTHORITY\SYZTEM
Computer: TESTKINGL

You need to correct the condition that is causing these errors.
What should you do?

A.Delete and then recreate

the computer account.
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B.Restore theSystemroot\Sysvol\Domain\Policies folder.
C.Ensure that theKeyDistributionCenterservice is started.
D.Use a Windows 2000 Server CDROM

to perform a Repair of the installation.

Answer: B

Explanation:

This issue can occur if the %SystemRo0ot%\SY SVOL\Domain\Policies Group Policy directory structure is
missing or is

incorrect. The Replication service is trying to replicate the directory but cannot locate it.

To resolve this issue, the directory must be restored to allow replication between domain controllers. This
directory can

either be restored from a backup or it can be recreated.

Reference:

Event ID 1000 and 1001 Repeat Every 5 Minutes in the Event Log, Microsoft Knowledge Base Article
Q271213

QUESTION 81

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .com. The domain contains 10 Windows 2000 Server computers that run Internet Information
Services

(11S) 5.0. These servers host Certkiller 's public Web site. Only the computer accounts for these Web servers are
inan

organizational unit (OU) named Web.

According to the written security policy for Certkiller , the World Wide Web publishing service on each Web
server must always have a startup type of Automatic, and the FTP service on each Web server must always
have a startup type of Disabled. Only the members of the Domain Admins group are allowed to stop and

start these services.

You need to configure the Web servers to comply with the written policy.

What should you do?

A.On each Web server, configure the startup types for the World Wide Web Publishing service and the FTP
service to

comply with the written policy.

For both services, configure theLog on asaccount as Certkiller \Domain Admins.

A.On each Web server, configure the startup types for the World Wide Web Publishing service and the FTP
service to

comply with the written policy.

Add the Domain Admins group to the Power Users group on each Web server.

A.Create a Group Policy object (GPO) and link it to the Web OU.

Create a security template that configures the startup types for the World Wide Web Publishing service and the
FTP

service to comply with the written policy.

Configure the Domain Admins group as the only group that can stop and start these services.

Import the security template into the new GPO.
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A.Install a new Windows 2000 Server computer that is running 11S 5.0, then place the new server in the Web
Ou.

Create a Microsoft Windows Installer package that includes the correct configuration for the World Wide Web
Publishing service and FTP service startup types.

For both services, configure theLog on asaccount as Certkiller \Domain Admins.

Create a Group Policy object (GPO) and link it to the Web OU.

Assign the installer package to the computer configuration section in the new GPO.

Answer: C

Explanation:

We configure a GPO with the appropriate settings and link it to the Web OU. The GPO will be applied to all
Web

servers. We also configure the Domain Admins groups as the only group that can start these services.

aton yew Ewortes | = [BE| X B @

Tres |F-nw-rtas | Service Name | startup | Permission |
<L Computer Confguration =] | Qe Nadomed et leped
7 ] Scftware Settings & Application Management Mok defired Mot defined
L) Windows Settnas 8, ASP.NET State Service Mot defired Mot defined
T [E) Strpts (Startup/Shutdown) 20 tomatic Updates Not defired Mot defined
ECL Secuity Setngs S8 Background Irteligent Transfer Service Not defined Mot defined
B L_,{;_.ﬁctm Pulicies o ClipBock Mok defined Mot defined
# £8] Local Policies 8, COM+ Event System Nokdefired Mok defined
+- 28] Event Log &% Computer Browssr Mot defired  Not defined
____.-t‘-ﬂ"’it!-‘ﬂ-‘.?'.‘.wﬂ By Defwatch Notdefined Mot defined
T R5,0HCP Chart Mot defired Mot defined
.__-3 Registry & Destributed Link Tracking Client Mot defined Mot defined
ﬂ xi’;ﬁm =2 %m;mm Tramsackion Coordinabor Nk defined Mot defired
+ (|
-4 TP Securky Poldss on Act B.0N5 Clent Not defined  hlot defined
-] Advinistrative Templates &8 Event Log Mok defired Mok defined
-} User Corfiguration ) gﬁ,ﬁax Service Mot defired Mot defined

Incorrect Answers

A:If theservices runsas Domain Admins they are a security risk. Furthermore, we have not ensured that only
Domain

Admins are allowed to stop and start these services.

B:We have not ensured that only Domain Admins are allowed to stop and start these services.

D:If theservices runsas Domain Admins they are a security risk. Furthermore, it is not necessary to use a new
server,

and configuration of the services through an Installer package is an awkward approach.

QUESTION 82

You are the administrator of a Windows 2000 network. Users on the network use Windows 2000 Professional
client

computers. All client computers are part of the same domain.

Each quarter, users install updates for an accounting application. The updates are provided in the form of a
Microsoft Windows Installer package.

To increase the security of the network and the Windows 2000 Professional client computers, you change
several permissions on folder on the file system and in the registry of the client computers. Users then
report that they can no longer install the quarterly Windows Installer packages. When they doubleclick

a Windows Installer package, they receive an "Access denied"” error message halfway through the
installation.
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You want to ensure that the quarterly Windows Installer packages are installed successfully on the client
computers without lowering the level of system security.

What should you do?

A.Configure the Default Domain Policy to direct Windows Installer to always install Windows Installer
packages with

elevated privileges.

B.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to assign the Windows Installer packages to the users.

A.Configure the Active Directory user accounts with a logon script.

Use themsiexec.execommand in the logon script to install the Windows Installer packages.

A.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to specify a logon script.

Use themsiexec.execommand in the logon script to install the Windows Installer packages.

Answer: A

Explanation:

Windows 2000 has an Always install with elevated privileges GroupPolicy, that

directs Windows Installer to always use System permissions when installing a program. This policy extends
elevated

privileges to all programs. These privileges are usually reserved for programs that have been assigned to the
user

(offered on the desktop), assigned to the computer (installed automatically), or made available in Add/Remove
Programs in Control Panel. This policy lets users install programs which require access to directories that the
user might

not have permission to view or change, lncludlng directories on hlghly restricted computers.

wo Y Ewonws | &= D@ FR @
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How to Manage Windows Installer Local Policies, Microsoft Knowledge Base Article Q227181

Incorrect Answers

B:Assigned applications would still be installed in the security context of the user account and the "Access
denied"

problem would still be present.

C, D:The installation would run in the context of the user account and the "Access denied" problem would
occur.

QUESTION 83

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two Windows 2000 domain controllers and 500 Windows 2000 Professional computers.
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The relevant portion of the Active Directory hierarchy is shown in the exhibit.

testking.msft

@ Research

L

6 Research_Cocmputers

5 Research_Users

S Eéj HelpDesk

[T —

6 HelpDesk_Computers

6’ HelpDesk_Users

You detect an intrusion against the administrator account on the servers located in the Research_Computers
OU. You

create a new Group Policy object named RenameAdmin and link it to the Research_Computers OU. You
configure

RenameAdmin to rename the administrator account to TeS1K1Ng.

You need to apply RenameAdmin to the servers in the Research_Computers OU immediately.

What should you do?

A Restart the Net Logon service on each domain controller.

B.Restart the Net Logon service on each server computer.

C.Run thesecedit /refreshpolicy machine_policy /enforcecommand on each domain controller.

D.Run thesecedit /refreshpolicy machine_policy /enforcecommand on each server computer.

Answer: D

Explanation:

We want to apply the changes on the servers in the Research_computers OU. These are not necessarily Domain
Controller. We use thesecedit /refreshpolicycommand to enforce the changes immediately.

Incorrect Answers

A, B:Restarting the Net Logon Service would not apply GPOs.

C:We want to apply the changes on the servers in the Research_computers OU. These are not necessarily
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Domain
Controller.

QUESTION 84

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The forest is divided into two sites: East and West. The domain contains 500 Windows 2000 Professional
computers

and two Windows 2000 domain controllers: Certkiller 1 and Certkiller 2.

You configure Certkiller 1 in the East site and Certkiller 2 in the West site. Certkiller 1 holds the PDC emulator
and RID

master Flexible Single Master Operation (FSMO) roles. Certkiller 2 holds the other FSMO roles.

You create a Group Policy object (GPO) named GPOL1 and link it to the domain. You configure a security
template

and import it to GPOL. The security template configures the message title and text for the message that appears
when

users log on to the network.

Mr King is a user in the Eastsite,and Jack is a user in the West site. You ask Mr King and Jack to restart their
computers so that you can verify that GPOL1 is applied. Mr King reports that he can see the logon message, but
Tess

reports that she does not see the message.

You need to ensure that Jack receives the logon message as soon as possible.

What should you do?

A.Stop and start the File Replication service on both domain controllers.

Instruct Jack to restart her client computer.

B.Restart the Net Logon service on each employee's client computer.

C.Ensure that both domain controllers are configured as global catalog servers.

Run thesecedit /refreshpolicy machine_policycommand on Jack's client computer.

D.Force synchronization of the Active Directory database across site boundaries.

Run thesecedit /refreshpolicy machine_policycommand on Jack's client computer.

Answer: D

Explanation:

We must force an Active Directory replication between the sites, and then apply the updates GPOs through
thesecedit

Irefreshpolicy machine_policycommand.

Incorrect Answers

A, B:The File replication or Net logon services do not affect the Active Directory and GPOs.

C:A global catalog server in each site is not a bad longterm

idea, but it is not necessary for the current problem.

QUESTION 85

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 domain controllers and Windows 2000 Professional computers. The
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network also

includes Windows 98 computers.

You create an organizational unit (OU) named Client_Comps. You move all Windows 2000 client computers
accounts

to this OU. You create a Group Policy object (GPO) named CK1 and link it to the Client._ Comps OU. You
import the

Securews.inf security template to CK1 .

The Windows 98 computers contain security settings by means of a system policy. You upgrade the Windows
98

computers to Windows 2000 Professional.

You discover that the upgraded client computers do not have the same security settings as the other Windows
2000

Professional computers. You need to ensure that all client computers have the same security settings.

What should you do?

A.Move the computer account for each upgraded computer to the Client. Comps OU.

B.SetNo Overrideon the Default Domain Group Policy object (GPO).

C.Clear theBlock Policy inheritancecheck box in the Client_Comps OU.

D.Perform a clean install of Windows 2000 Professional on each upgraded computer.

Answer: A

Explanation:

The computer accounts of the upgraded computers must move to the OU to which GPO CK1 is linked. This
ensures

that they will get the appropriate security settings.

Incorrect Answers

B:The default Domain Group Policy does not contain the security settings that are required.

C: CK1is directly linked to theClient_Comps OUand is not directly affected by theBlock Policy
inheritancesetting of

the OU.

D:It is not necessary to reinstall

Windows 2000.

QUESTION 86

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 3,500 Windows XP Professional computers. All computers use Microsoft Internet
Explorer as

their only Web browser. All users have roaming profiles.

The written security policy for Certkiller prohibits users from modifying the sites listed in the Trusted Sites
zone of

Internet Explorer. The contents of the zone are specified in a Group Policy object (GPO) named IEZones. The
IEZones

GPO also enables the Security Zones: Use only machine settingspolicy.

You link IEZones to the domain.

The next morning, users report that their roaming profiles are not working.
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You need to ensure that users' roaming profiles work and that the written policy is enforced.

What should you do? (Each correct answer presents part of the solution. Choose two)

A.Run thegpupdate.exe /force /synccommand on each Windows XP Professional computer.

B.Remove the link between the IEZones GPO and the domain.

Link the IEZones GPO to each organizational unit (OU) that contains computer accounts.

C.In the user configuration section of the IEZones GPO, enable theDisable the Security pagepolicy.

D.In the computer configuration section of the IEZones GPO, disable theSecurity Zones: Use only machine
settings

policy.

E.In the user configuration section of the IEZones GPO, enable theDo not allow users to change policies for any
security zonepolicy.

Answer: D, E

Explanation:

D:TheSecurity Zones: Use only machine settingspolicy. It applies security zone information to all users of the
same

computer. If you enable this policy, changes that the user makes to a security zone will apply to all users of that
computer. We must disable this policy.

E:TheSecurity Zones: Do not allow users to change policiespolicy prevents users from changing security zone
settings. This policy prevents users from changing security zone settings established by the administrator. This
is required

and we should not disable this policy.

Incorrect Answers

A:Thegpupdate.exe /force /synccommand reapplies all policy settings. However, the policy settings are
incorrect so

this command would not do much good.

B:The GPO could very well be applied to the domain.

C:We do not want to disable all security settings. We only want to prevent the users from change policies for
any

security zone.Note: TheDisable the Security pagepolicy which removes the Security tab from Internet Explorer
in

Control Panel, takes precedence over theSecurity Zones: Do not allow users to change policies policy.IfDisable
the Security pageis enabled, this policy is ignored.

QUESTION 87

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 100 Windows 2000 Server computers and 5,000 Windows 2000 Professional computers.
The computer accounts for all servers are located in an organizational unit (OU) named Servers. The
computer accounts for 4,000 client computers are located in an OU named Desktops. The computer accounts
for the remaining client computers are located inaOU named Research, which is a child of the Desktops OU.
Certkiller uses Group Policy objects (GPOs) to configure client computers. However, the written security
policy for Certkiller permits alternate configurations for client computers in the research department. The
Research OU is configured to block Group Policy inheritance.

You download a new Windows 2000 service pack from the Microsoft Web site. The service pack is
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distributed as a Microsoft Windows Installer package.

You need to ensure that all Windows 2000 servers and client computers receive the service pack. You want
to accomplish this task with the least amount of administrative time.

Which three actions should you take? (Each correct answer presents part of the solution. Choose three)
A.Configure a GPO named SvcPack that assigns the service pack to users.

B.Configure a GPO named SvcPack that assigns the service pack to computers.

C.Configure the SvcPack GPO to use theNo Overrideoption.

D.Configure the SvcPack GPO to use loopback processing.

E.Link the SvcPack GPO to the domain.

F.Link the SvcPack GPO to the Desktops OU.

Answer: B, C, E

Explanation:

B:The service pack should be assigned to computers NOT to users.

C:TheNo Overrideoption ensures that the GPO will be applied and not overridden by another GPO.
E:By linking the GPO to the domain it will be applied to all computers in the domain.

Reference:

Incorrect Answers

A:The service pack should be assigned to computers, NOT to users.

D:Loopback processing mode is used to establish machinespecific

settings, so that the computer's client settings take

precedence. It does not fit in this scenario.

F:The GPO must be applied to the servers as well. Linking the GPO to the Desktops OU would only apply the
GPO to

the Windows 2000 Professional computers.

QUESTION 88

You and Bruno are the network administrators for Certkiller . The network consists of a Windows 2000 Active
Directory domain. All client computers are in an organizational unit (OU) named Clients

The network contains two Windows 2000 Server computers configured as domain controllers and three
Windows 2000 Server computers configured as file servers. The network also contains 1,500 Windows 2000
Professional client computers.

You and Mr King are responsible for deploying a service pack to all Windows 2000 Professional client
computers. Mr King creates a Group Policyobject(GPO) named SPDeploy and links it to the Clients OU. He
configures SPDeploy with a software package that installs the service pack.

You initiate an automatic restart of all client computers. After the client computers restart, none of the client
computers you check has the service pack. Mr King asks you to review the software deployment package
configuration, which the following exhibit shows.
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You confirm that these client computers receive other GPOs that are linked to the Clients OU. You must
ensure that SPDeploy is correctly deployed.

What should you do?

A.Change the Deployment state toAssign.

Select theRedeploy Applicationmenu option on the software deployment package.

Restart the client computers.

A.Remove all service packs from the client computers.

Select theRedeploy Applicationmenu option on the software deployment package.

Restart the client computers.

A.Remove the existing installation package.

Addupdate.msias a new software installation package under the user configuration section of SPDeploy.
Restart the client computers.

A.Remove the existing installation package.

Addupdate.msias a new software installation package under the computer configuration section of SPDeploy.
Restart the client computers.

Answer: D

Explanation:

Because service packs are applied across organizations to computers rather than to specific users, you should
deliver

the Update.msi package by using a computerlevel

Group Policy deployment.

Reference:

Best Practices for Using Update.msi to deploy Service Packs, Microsoft Knowledge Base Article Q278503
Incorrect Answers

We should apply the service pack to computers, not to users.

QUESTION 89

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

On the Windows 2000 Server computers on the network, you want to install the latest service pack. However,
you

have already installed several postservice

pack hotfixes.
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You install the latest service pack. You run the hfnetchk tool to verify the status of hotfixes on the server
computers. The

postservice

pack hotfixes are now reported as "Not Found," even though they are installed.

You want hfnetchk to report correctly that the postservice

pack hotfixes are installed. However, you do not want to

reinstall the postservice

pack hotfixes on the server computers.

What should you do?

A.Run thesfc.execommand and specify that you want the tool to purge the file cache and scan all system files.
Then, run thehfnetchktool.

B.Run theqchain.execommand.

Then, run thehfnetchktool.

C.Run thehfnetchk.execommand and specify that you do not want the tool to perform registry checks.
D.Run thehfnetchk.execommand and specify that you want the tool to display all hotfixes that are baseline
critical.

E.Run thehfnetchk.execommand and use thehistoryswitch

to display all hotfixes that have been explicitly installed.

Answer: E

Explanation:

The history switch with the hfnetchk.exe tool should provide the proper information.

hfnetchk history>

This switch displays updates that have been explicitly installed, explicitly not installed, or both.
You do not require this switch for ordinary operation. However, you may require it under very specific
circumstances.

You can use any one of three values for n with this switch:

*1 Displays

those updates that have been explicitly installed.

*2 Displays

those updates that have been explicitly not installed.

*3 Displays

those updates that have explicitly been installed and not installed.

Reference:

133

Knowledge

base Q303215

QUESTION 90

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

The written security policy for Certkiller specifies that users are not allowed to install or use the full version of
the

Network Monitor tool on the network. You want to verify whether the users on all Windows 2000 computers
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comply

with this policy.

You find that when you install the full version of the Network Monitor tool, it installs a new service named the
Monitor

Control Service (mcsvc) on the computer. You want to ensure that when you check the securityrelated
settings from

your Windows 2000 Professional computer, you can find out whether the mcsvc service is installed on the
computer in

the domain.

What should you do?

A.Run thesigverif.execommand and check the resulting Sigverif.txt file.

B.Run thembsacli.execommand and specify that you want to display a detailed report.

C.Edit a file named Services.txt to include the mcsvc service, and then run the Microsoft Baseline Security
Analyzer

(MBSA).

D.Edit a file named Mssecure.xml to include the mcsvc service, and then run thehfnetchk.execommand.

Answer: C

Explanation:

If a service is installed, we don't know at what point someone might enable it so we take the safe route and
report it.

You can edit the services.txt file to add or remove services you want reported. We then run the Microsoft
Baseline

Security Analyzer (MBSA)

& services.bt - Notepad T =10 xj
File Edk Format Help

" services included in this file will be checked during scans and -]

" Tisted in the resulting security report. The status of each service
' (stopped or started) will be 1isted in the results petails page in
" the report. when editing this 1ist, include the service name Tor

' gach service you wish to be scanned on a separate line

" The service name can be found by Tooking at the Properties for

' the sarvice in the services control Panel applet.

MSFTPSWVC

TIntsvr

W3 S

SMTPSVC

" This service we want to add for Monitor Control Service

MC SWVC

K ap”
Incorrect Answers

A:Signature Verification tool (Sigverif.exe) can be used to identify unsigned drivers on a Windowsbased
computer.

B:Mbsacli.exe is the command line version of the Microsoft Baseline Security Analyzer (MBSA) tool.
However, we

must specify which services we want to be included in the detailed report by editing the Services.txt file.
D:The Hfnetchk tool is used to assess hotfix patch status.

QUESTION 91

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
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The written security policy for Certkiller specifies that the hotfix status and securityrelated

settings of the servers in the

domain must be examined regularly. You want to automate that process so that reports for all the servers are
generated

every night.

What should you do?

A.Schedule a task on each server to run theqfecheck.execommand every night.

B.Schedule a task on each server to run thehfnetchk.execommand every night.

C.Schedule a task on a central Windows 2000 Professional computer to run thembsacli.execommand for each
server

every night.

D.Schedule a task on a central Windows 2000 Professional computer to run Microsoft Baseline Security
Analyzer

(MBSA) for each server every night.

Answer: C

Explanation:

Mbsacli.exe is the command line version of the Microsoft Baseline Security Analyzer (MBSA) tool. It can be
used to

centrally scan Windowsbased

computers for common security misconfigurations. Mbsacli.exe can be used to scan for

Windows Operating System checks, I1S checks, SQL checks, Hotfix checks, and Password checks.

Reference:

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Q320454
Microsoft Network Security Hotfix Checker (Hfnetchk.exe) Tool Is Available, Microsoft Knowledge Base
Article Q303215

Qfecheck.exe Verifies the Installation of Windows 2000 and Windows XP Hotfixes, Microsoft Knowledge
Base

Avrticle Q282784

Incorrect Answers

A:Theqgfecheck.exetool is used to verify the installation of Hotfixes, not to scan for hotfix status or security
settings,

however.

B:TheHfnetchktool is used to assess hotfix patch status. However, it cannot be used to analyze further security
settings.

D:The Microsoft Baseline Security Analyzer tool (MBSA, or Mbsa.exe) tool centrally scans Windowsbased
computers for common security misconfigurations. MBSA can be used to scan for Windows Operating System
checks,

I1S checks, SQL checks, Hotfix checks, and Password checks. However, we cannot schedule the graphical
MBSA

tool. We must use the command line version instead.

QUESTION 92
You are a network administrator for you branch office of Certkiller . You are responsible for 200 Windows
2000
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Professional computers and one Windows 2000 Server computer that functions as a file server. The systems you
administer are configured for a single internal IP subnet.

None of these computers has access to the Internet. Management has mandated that remote networks, including
your

branch office, should not be exposed to the Internet.

You must verify that the latest hotfixes and service packs are applied to the computers in your branch office.
What should you do?

A.Run thenetdiag /vcommand on the first domain controller installed on your domain.

B.Install a modem on the Windows 2000 Server.

Implement Internet Connection Sharing.

Use Windows Update to perform the updates.

C.Download the latest XML security update database from Microsoft on a computer that has Internet access.
Copy the database to a share on the local network.

Usehfnetchkwith the XML security database to check service packs and hotfixes on your local segment.
D.Install a second Ethernet adapter on the Windows 200 Server computer.

Use the second adapter to connect to a network segment that has an Internet connection.

Configure Network Address Translation (NAT) on the Windows 2000 Server computer.

Use Windows Update to keep all the computers updated.

Answer: C

Explanation:

We should download the latest security update database from the Microsoft Internet site. We should use a
computer

that already has Internet access. We make the security updates available through a share on the LAN. We then
use the

Hfnetchk tool to verify that latest hotfixes and service packs are applied to the computers in the LAN.
Note:The Hfnetchk tool (Hfnetchk.exe is a commandline

tool that administrators can use to centrally assess a

computer or group of computers for the absence of security patches.

Reference:

Microsoft Network Security Hotfix Checker (Hfnetchk.exe) Tool Is Available, Microsoft Knowledge Base
Article Q303215

DCDiag and NetDiag in Windows 2000 Facilitate Domain Join and DC Creation, Microsoft Knowledge Base
Article Q265706

Incorrect Answers

A:The Network Diagnostics tool, Netdiag.exe, provides general Windows 2000 diagnostic capabilities. It
cannot be

used to verify hotfixes.

B:The network must not be exposed to Internet.

D:The network must not be exposed to Internet.

QUESTION 93

You are the administrator of a regional office LAN on the Certkiller network. The network consists of a
Windows 2000

Active Directory domain. All computers on Certkiller 's network are using either Windows 2000 Professional or
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Windows 2000 Server.

Certkiller

has one main office and several regional offices. Each regional office is represented by an organizational unit
(OU). The main office has two domain controllers. Each regional office has a domain controller. All the
computers at

your regional office have an IP address in the same subnet. Your user account has full administrative control
over every

computer at your office.

You must find out whether the computers in your regional office have the latest hotfixes and service packs
applied.

What should you do? (Each correct answer presents a complete solution. Choose two)

A.Run thenetdom verifycommand for your domain from any domain computer attached to your regional office
network.

B.Run thenetdiag /vcommand for your domain from any domain computer attached to your regional office
network.

C.Run thehfnetchkcommand for the local subnet of your regional office from any domain computer attached to
your

regional office network.

D.Run Microsoft Baseline Security Analyzer (MBSA) for the local subnet of your regional office from any
domain

computer attached to your regional office network.

E.Run themsicuu.execommand on all domain computers on the local subnet of your regional office network.

Answer: C, D

Explanation: .

C:The Hfnetchk tool is a commandline

tool that administrators can use to centrally assess a computer or group of

computers for the absence of security patches.

D:The Microsoft Baseline Security Analyzer tool (MBSA, or Mbsa.exe) tool centrally scans Windowsbased
computers for common security misconfigurations. MBSA can be used to scan for Windows Operating System
checks,

I1S checks, SQL checks, Hotfix checks, and Password checks. Password checks can detect weak
orblankpasswords.

However, the graphical user interface version of the tool is run by starting Mbsa.exe from the folder in which
the tool

was installed.Computers in a range of IP addresses can be scanned.

Reference:

Microsoft Network Security Hotfix Checker (Hfnetchk.exe) Tool Is Available, Microsoft Knowledge Base
Article Q303215

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Q320454
Incorrect Answers

A, B, E:Thenetdomverify,thenetdiag /v, or themsicuu.execommands do not assess hotfixes and service packs
status.
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QUESTION 94

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
From a Windows 2000 Professional client computer in the domain, you want to use the Microsoft Baseline
Security

Analyzer (MBSA) to verify the status of hotfixes and securityrelated

settings of computers in the domain. You have

installed a copy of MBSA on the Windows 2000 Professional computer.

The Windows 2000 Professional computer does not have access to the Internet. However, you want to ensure
that you

can verify the latest hotfixes.

What should you do?

A.Copy the latest available version of Mssecure.cab to the %ProgramFiles%\Microsoft Baseline Security
Analyzer

folder,thenrun MBSA.

B.Copy the latest available version of Hfnetchk.exe to the %ProgramFiles%\Microsoft Baseline Security
Analyzer

folder,thenrun MBSA.

C.From another computer, download the latest available version of the MBSA tool.

Install the tool on the Windows 2000 Professional computer,thenrun MBSA.

D.From another computer, download the latest available version of the Microsoft XML parser (MSXML).
Install the parser on the Windows 2000 Professional computer,thenrun MBSA.

Answer: A

Explanation:

You can manually download the signed mssecure. XML file used for the hotfix check from the following
Microsoft Web

site:http://download.microsoft.com/download/xml/security/1.0/nt5/enus/

mssecure.cab.

MBSA will automatically try and download the latest mssecure.cab file (signed by MS)

Reference:

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Article
Q320454

QUESTION 95

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
From a Windows 2000 Professional client computer in the domain, you want to find out whether the local user
accounts on the Windows 2000 member servers and Windows 2000 Professional client computers in the
domain use a blank password or a common simple password, such as "password™ or "admin."

What should you do?

A.Run Microsoft Baseline Security Analyzer (MBSA) for the computers in the domain.

Ensure that you are a local administrator on the scanned computers.
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A.Run thehfnetchk.execommand for the computers in the domain.

Ensure that no account lockout policy is defined on the scanned computers.

A.Run thesigverif.execommand on the computers in the domain.

Ensure that Account Management auditing is turned off on the scanned computers.
A.Run thegfecheck.execommand on the computers in the domain.

Ensure that you have theL.og on as a batch jobuser right on the scanned computers.

Answer: A

Explanation:

The Microsoft Baseline Security Analyzer tool (MBSA, or Mbsa.exe) tool centrally scans Windowsbased
computers

for common security misconfigurations. MBSA can be used to scan for Windows Operating System checks, 11S

Pick multiple computers to scan
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Reference:

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Q320454
Microsoft Network Security Hotfix Checker (Hfnetchk.exe) Tool Is Available, Microsoft Knowledge Base
Article Q303215

How to Use the File Signature Verification Tool to Find ThirdParty

Drivers, Microsoft Knowledge Base Article Q259283

Qfecheck.exe Verifies the Installation of Windows 2000 and Windows XP Hotfixes, Microsoft Knowledge
Base

Article Q282784

Incorrect Answers

B:The Hfnetchk tool is used to assess hotfix patch status.

C:Signature Verification tool (Sigverif.exe) can be used to identify unsigned drivers on a Windowsbased
computer. It is not helpful for analyzing passwords.

D:Thegfecheck.exetool is used to verify the installation of Hotfixes, not to analyze password weaknesses.

QUESTION 96

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
Every night at2:00 A.M., you automatically run the mbsacli.exe command on a Windows 2000 Server named
Certkiller 1 to verify the status of hotfixes and securityrelated
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settings of the computers in the domain. In

the morning, you want to view the results that mbsacli.exe has generated.

What should you do?

A.Run thegfecheck.execommand and specify that you want to display verbose output.

B.Run thehfnetchk.execommand and include thehistoryswitch.

C.Run the Microsoft Baseline Security Analyzer (MBSA) and specify that you want to view existing reports.
D.Run the Eventcomb tool to collect reports from the computers in the domain.

Answer: C

Explanation:

Mbsacli.exe is the command line version of the Microsoft Baseline Security Analyzer (MBSA) tool. Scan
reports are

stored on the computer on which the tool is installed in the %userprofile%\SecurityScans folder. We can use the
graphical MBSA tool to analyze the scan reports that has been produced by the MBSA command line tool.

€ Microsolt Baseline Security Analyzer _-_l_g]_’_‘_l

Welcome to the Microsoft Baseline Security
Analyzer

| The Microcofl Bassline Secunly Analyzer chack: comgubers running Miciosoft
i_]_;ml:;_a: 7 5 ;_“n | Windows® Server 2003, Windows 5P, Windows 2000, o Windows NT2 4.0 for
Comput - cornmon securty misconfiguations You must have adristrator peiviteges for each
] Pick mustipds compestels to ican COMPUTE! Pou want to scan
el e |
L] Plick & secuihy repost fo viw Scans can be periomed locally and remotely aganst computers nenning
o ; Whindows Server 2003, Windows 3P, Windows 2000, snd Windows NT 40, Hote
that on compiters unning Windows =P and using simple hie shating, only local scans
can be perforrmed
See Also
[ Mirosol Baseing Secuity Scan & computis
Ansher Heip
i Scan more thar one computel
[0 About Microsoh Bassine Seciity e g
T P e
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Reference:

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Q320454
Incorrect Answers

A:Thegfecheck.exetool is used to verify the installation of Hotfixes only.

B:Thehfnetchk.execommand line tool is used to check for missing patches.

D:Eventcomb is a tool that allows event logs acress servers to be parsed for events. However, it is not used to
view

scan results of the MBSA tool..

QUESTION 97

You are one of two administrators for Certkiller . The network structure contains a Windows 2000 Active
Directory

domain named Certkiller .com. The network infrastructure is divided into two sites: TestA and TestB.

The other administrator, Mr King, is responsible for ensuring that security updates are deployed in TestA.
You are responsible for ensuring that security updates are deployed in TestB.

While you are on vacation, Mr King writes a script that applies several security updates to all the computers
in TestA and TestB. When you return, you discover that one of the security updates applied to TestB
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computers is incompatible with some of the software on those computers. Mr King confirms that his script
applied the securityupdate,and he also reports that he had to run his script a couple of times because it failed
once about halfway through.

You must determine which systems currently have incompatible security update. You must also verify which
security updates are currently on your system. You would like to accomplish these tasks with the least
amount of administrative effort.

What should you do?

A.Configure a script to retrieve the OS build number and return the results to a centralized database.
B.Rewrite Mr King's script to place the files on the Netlogon share of the domain controllers.

Configure auditing on the domain controllers to record success and failure of Account Logon.

A.Run Microsoft Baseline Security Analyzer (MBSA) on the subnets that make up SiteB.

B.Write a script that runs both thegfecheckandwinvercommands on each computer in SiteB.

C.Modify Mr King's script to apply all updates except the conflicting update.

Create a Group Policy object (GPO) and link it to the domain that runs the script as a logon script.

Answer: C

Explanation:

The Microsoft Baseline Security Analyzer tool (MBSA, or Mbsa.exe) tool centrally scans Windowsbased
computers

for common security misconfigurations. MBSA can be used to scan for Windows Operating System checks, 11S
checks, SQL checks, Hotfix checks, and Password checks.

In this scenario we can configure MBSA to run on all computers at SiteB. This is a practical solution with a low
amount
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Incorrect Answers

A:This would not give enough information.

B:Auditing Domain logon would not be of much help in this scenario.

D:Thegfecheck.exetool is used to verify the installation of Hotfixes whilewinveronly provides the current
Windows

version. The information would not be so useful here.

E:We don't want to apply any changes. We just want to check the current situation.
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QUESTION 98

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
From a Windows 2000 Professional client computer in the domain, you want to find out the hotfix status of
other computers in the domain. When you use Microsoft Baseline Security Analyzer (MBSA) to scan a
Windows 2000 Server computer named Certkiller 1, you receive the error message that you are not an
administrator on the scanned computer.

You want to ensure that you can find the hotfix status of Certkiller 1 from the Windows 2000 Professional
computer.

What should you do?

A.Run therunascommand to start MBSA and specify local administrator credentials for Certkiller 1.

B.Run thenet usecommand to specify local administrator credentials for a connection to Certkiller 1,thenrun
MBSA.

C.Run thehfnetchkcommand and specify local administrator credentials for Certkiller 1 to connect to and scan
Certkiller 1.

D.Run thembsaclicommand to connect to and scan Certkiller 1.

Answer: C

Explanation:
TheHfnetchkcommand line tool is used to assess hotfix patch status. It can be used to access hotfix patch status
for

remote computers. The [username] and [password] switches are used to specify the appropriate login
information.

Reference:

Microsoft Network Security Hotfix Checker (Hfnetchk.exe) Tool Is Available, Microsoft Knowledge Base
Article Q303215

Microsoft Baseline Security Analyzer (MBSA) Version 1.0 Is Available. Microsoft Knowledge Base Q320454
Incorrect Answers

A:The runas command is not useful. We must use the command line version of MBSA, mbsacli,to asses the hot
fix patch

status of remote computers.

B:It is not useful to map a connection to Server

A. We must use the command line version of MBSA,mbsacli,to asses

the hot fix patch status of remote computers.

D:Thembsaclitool is the command line tool version of MBSA.
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QUESTION 99

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

Certkiller .com. The domain contains Windows 2000 Server computers and Windows 2000 Professional client
computers. The network also contains Windows XP Professional client computers that are not joined to the
domain.

The Windows XP computers are not using Internet Connection Firewall.

From a Windows 2000 Professional client computer in the domain, you regularly run Microsoft Baseline
Security Analyzer (MBSA) to verify the hotfix status of computers in the domain. You want to look at the
hotfix status of the Windows XP Professional computers as well.

You log on to the Windows 2000 Professional computer with a local administrator account. The same user
name and password combination as you used on the Windows 2000 Professional computer is also defined as
a local administrator account on the Windows XP Professional computers. However, when you run MBSA
and connect to the Windows XP computers, you receive an error message stating that you are not an
administrator on the scanned computers.

You want to ensure that you can find out the hotfix status of the Windows XP computers from the Windows
2000 Professional computer.

What should you do?

A.On the Windows 2000 Professional computer, run thenet usecommand to specify the local administrator
credentials

for connections to the Windows XP computers.

Then, run MBSA.

A.On the Windows 2000 Professional computer, run thehfnetchkcommand and specify the local administrator
credentials.

B.On the Windows XP Professional computers, disable the use of simple file sharing.

C.On the Windows XP Professional computers, copy the Mssecure.cab file to the System32 folder.

Answer: C

Explanation:

The question basically asks why you can't do a network scan with MBSA from a Win2K machine of WinXP
machines. The

actual answer is C. Simple File sharing must be disabled on Windows XP (Pro and Home) in order to do a
network scan.

You can only do a local scan if it's enabled.

http://msdn.microsoft.com/library/default.asp?url=/library/enus/

secmod/html/secmod112.asp

What You Must KnowBefore using this How To, you should be aware of the following:*Youcan use MBSA by
using the

graphical user interface (GUI) or from the command line. The GUI executable is Mbsa.exe and the command
line executable

is Mbsacli.exe.

* MBSA uses ports 138 and 139 to perform its scans.* MBSA requires administrator privileges on the computer
that you

scan. The options /u (username) and /p (password) can be used to specify the username to run the scan. Do not
store user
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names and passwords in text files such as command files or scripts.

* MBSA requires the following software:* Windows NT 4.0 SP4 and above, Windows2000,or Windows XP
(local scans

only on Windows XP computers that use simple file sharing)

If you simply shut off simple file sharing on the Windows XP machines, MBSA would be able to scan the XP
computers.

QUESTION 100

You are the network administrator for Certkiller . The network contains 500 Windows XP Professional
computers and

four Windows 2000 Server computers. All computers use Internet Explorer as their default browser.

For security reasons, the four serves are located on an isolated network subnet. The four servers are accessible
to other

local network subnets, but a firewall runs on the network. The firewall prevents the servers from accessing the
Internet.

All other local subnets have access to the Internet through Certkiller Internet connection.

You receive a notice that a critical security update is available for Windows 2000 Server. The update is
available on

http://windowsupdate.microsoft.com.

You need to download the update so that you can install it on the four Windows 2000 Server computers as
quickly as

possible. You also need to maintain the security of the isolated subnet that contains the servers.

What should you do?

A.On each Windows 2000 Server computer, use theroutecommand to add a route to Certkiller Internet router.
Then, use Microsoft Internet Explorer to connect to http://windowsupdate.microsoft.com.

B.On each Windows 2000 Server computer, add an entry for windowsupdate.microsoft.com to the local host
file.

Then, use Internet Explorer to connect to http://windowsupdate.microsoft.com.

C.On a Windows XP Professional computer, use Internet Explorer to enable the Windows Update Catalog on
http://windowsupdate.microsoft.com and download the critical security update.

D.Install Windows 2000 Server on a new computer.

Connect the new computer to a local subnet that has Internet access.

Use Internet Explorer to connect to http://windowsupdate.microsoft.com.

Answer: C

Explanation:

We download the update from a client computer. We then make the update available to the four servers within
the

LAN.

Incorrect Answers

A, B:The firewall would still stop Internet traffic to the four Windows 2000 servers.

D:It is not necessary to install Windows 2000 Server on a computer. We can download the update from a client
computer.
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QUESTION 101

You are the network administrator for Certkiller . The network contains 300 Windows XP Professional
computers. You

receive two new hotfixes for these computers: HotfixA and HotfixB. Each hotfix modifies some of the same
operating

system files and requires the computer to be restarted for the hotfix to take affect. HotfixA must be installed
before

HotfixB.

You need to install each hotfix on all client computers. You decide to write a startup script that will install the
hotfixes.

You want the hotfixes to be installed with the minimum number of restarts.

How should the startup script install the hotfixes?

A.Check whether HotfixA is already installed.

If it is installed, install HotfixB.

If it is not installed, install HotfixA.

B.Install HotfixA by using the commandline

switch that prevents an automatic restart.

Then, install HotfixB.

C.Run thegchain.execommand.

Install both HotfixA and HotfixB by using the commandline

switch that prevents an automatic restart.

Run theshutdowncommand to restart the computer.

D.Install both HotfixA and HotfixB.

Run theqchain.execommand.

Run theshutdowncommand to restart the computer.

Answer: D

Explanation:

To Install Multiple Hotfixes with Only One Reboot

1.Run the hotfix installer with thezswitch

to instruct the installer not to reboot after the installation.
2.After all of the hotfixes have been installed, run QChain.exe.
3.Reboot the computer.

Reference:

Use QChain.exe to Install Multiple Hotfixes with Only One Reboot, Microsoft Knowledge Base Article
Q296861

Incorrect Answers

A, B:We must use Qchain.exe.

C:Qchain should be run after installing the hotfixes..

QUESTION 102

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

Certkiller .com. The domain contains Windows 2000 Server computers and Windows 2000 Professional client
computers.
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You regularly check the hotfix status of computers on the network. For a Windows 2000 Server computer
named

Certkiller 1, several error messages appear that report checksum differences in thirdparty

device driver files. However,

the versions of the device driver files on Certkiller 1 are the same. You suspect that a malicious administrator
has

replaced some of the device driver files on Certkiller 1.

You want to find out whether the files described in the error messages are the original Microsoft files.
What should you do?

A.Run thesfc.execommand to check the files.

B.Run thesigverif.execommand to check the files.

C.Use Device Manager to scan for hardware changes.

D.Configure the driversigning

options to prevent installation of unsigned files.

Answer: B

Explanation:

You can usesigverif.exeto identify unsigned drivers on a Windowsbased

computer.

Reference:How to Use the File Signature Verification Tool to Find ThirdParty

Drivers, Knowledge Base Article Q259283

Description of the Windows 2000 Windows File Protection Feature, Microsoft Knowledge Base Article
Q222193

Incorrect Answers

A:System File Checker (sfc.exe= checks for damaged or replaced system files, and then prompts you to replace
any

files that do not match the original Windows files. Sfc.exe does not check device drivers.

C:We want to check software, the device drivers, not the hardware.

D:Unsigned drivers have already been installed.

QUESTION 103

You are the network administrator for Certkiller . Your network consists of a Windows 2000 Active Directory
domain.

The domain contains three domain controllers, one Windows 2000 Server computer configured as an intranet
Web

server, and 500 Windows 2000 Professional client computers.

You must install five hotfixes on your intranet Web server. Two of the hotfixes modify some of the same files.
Your

manager wants you to minimize the time that the intranet Web server is offline.

What should you do?

A.Apply the hotfixes to your intranet Web server with the switch that prevents a restart.

Run thenetdiag /v /fixcommand on the intranet Web server.

Restart the intranet Web server.

B.Apply the hotfixes to your intranet Web server with the switch that prevents a restart.

Run thegchain.execommand on the intranet Web server.
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Restart the intranet Web server.

C.Run thegchain.execommand on the intranet Web server.

Apply the hotfixes to your intranet Web server with the switch that prevents a restart.
Run thenetdiag /v /fixcommand on the intranet Web server.

Restart the intranet Web server.

D.Run thegfecheck.execommand on the intranet Web server.

Apply the hotfixes to your intranet Web server with the switch that prevents a restart.
Run thegfecheck.execommand on the intranet Web server.

Restart the intranet Web server.

Answer: B

Explanation:

To Install Multiple Hotfixes with Only One Reboot

1.Run the hotfix installer with thezswitch

to instruct the installer not to reboot after the installation. Add themswitch

(for Quiet mode) in addition to thezswitch

if you do not want to see prompts or messages during the installation.The hotfix

installer is either:

oThe selfextracting

package program file (for example, Qnnnnnn_w2k_spx_x86_en.exe)or

oHotfix.exe (if you have extracted all of the files from the package)

2.After all of the hotfixes have been installed, run QChain.exe.

3.Reboot the computer.

Note:Microsoft has released a commandline

tool named QChain.exe that gives system administrators the ability to

safely chain hotfixes together. Hotfix chaining involves installing multiple hotfixes without rebooting between
each

installation. Without this tool, the only supported method is to reboot after each hotfix installation.
Reference:

Use QChain.exe to Install Multiple Hotfixes with Only One Reboot, Microsoft Knowledge Base Article
Q296861

Qfecheck.exe Verifies the Installation of Windows 2000 and Windows XP Hotfixes, soft Knowledge Base
Avrticle Q282784

Incorrect Answers

A:We must use the Qchain.exe tool.

C:Qchain.exe should be run after all hotfixes have been installed.

D:Qfecheck.exe network administrators increased ability to track and verify installed Windows 2000 and
Windows XP

hotfixes. However, we must use the Qchain.exe tool to apply several hotfixes without rebooting.

QUESTION 104

You are the network administrator for Certkiller . Your network consists of a Windows 2000 Active Directory
domain.

Certkiller has three departments: research, sales, and operations.Each department has an organizational unit
(OU) in the
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domain that contains all user and group accounts for that department. All computer accounts are in the
Computer

container.

The network contains two Windows 2000 Server computers, named Certkiller 1 and Certkiller 2, configured as
domain controllers. One Windows 2000 Server computer, named Certkiller 3, is configured as a file server.
Certkiller 3 contains a distribution share containing the Windows 2000 Professional installation files, the
latest service pack files applies to the installation files, and unattended answer file, and uniqueness database
file.

The network contains 1,500 Windows 2000 Professional client computers, which were installed from the
distribution share on Certkiller 3.

Certkiller receives 25 new computers for the research department. These new computers require the latest
service pack and a security update for a service that only these new client computers run. You must place

the computer accounts for these client computers in the Research OU. You must ensure that these new client
computers have the latest service pack and the security update.

You want to install these computers and software by using a network boot disk.

What should you do?

A.Copy the update executable to the distribution share on Certkiller 3.

Use the existing answer file and uniqueness database file to install each client from the distribution share by
using a

network boot disk.

Move each new client computer account to the Research OU after its installation.

A.Use the existing answer file and uniqueness database file to install each client from a network boot disk.
Create a new Group Policy object (GPO) and link it to the Research OU.

Configure the GPO with a software installation package for the latest service pack.

A.Create an $SOEMS folder in the existing distribution share on Certkiller 1 and copy the update into the folder.
Use Setup Manager to create an answer file and a uniqueness database file.

Specify the appropriate hotfix executable as a program to run after installation in Setup Manager.

Set theOemPreinstall = Yesvalue in the answer file.

Copy the answer file to the distribution share.

Run thewinnt.execommand on each new client computer with the appropriate unattended installation switches.
Move the client computers into the Research OU.

A.Create an SOEMS folder in the existing distribution share on Certkiller 1 and copy the update into the folder.
Use Setup Manager to create an answer file and a uniqueness database file.

Specify the appropriate update executable as a program to run after installation in Setup Manager.

Set theOemPreinstall = Novalue in the answer file.

Copy the answer file to the distribution share.

Run thewinnt32.execommand on each new client computer with the appropriate unattended installation
switches.

Move the client computer accounts into the Research OU.

Answer: C

Explanation: We must use winnt.exe to install Windows from the distribution folder. Furthermore, we must use
the

OemPreinstall = Yesto perform an unattended installation.

Incorrect Answers
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A, B:The new computers are not present in the uniqueness database.

D:Winnt32.execan only be used from within Windows, not when starting a fresh installation of Windows. Also
we

must use theOemPreinstall = Yesto perform an unattended installation.

QUESTION 105

You are the network administrator for Certkiller . The network contains a Windows 2000 Server computer
named

Certkiller 1. Certkiller 1 runs Remote Installation Services (RIS). You use Certkiller 1 and a RIS image to
install Windows

2000 Professional on new computers that Certkiller purchases.

You download a new Windows 2000 security update from the Microsoft Web site. You want to ensure that the
update

is installed automatically on all new computers.

What should you do?

A.Install the security update on Certkiller 1.

Restart Certkiller 1.

B.Copy the security update files to a new shared folder named \\ Certkiller 1\SvcPack\i386.

Restart RIS on Certkiller 1.

C.Install the security update on a model Windows 2000 Professional computer.

Create a new RIS image of the computer.

Delete the original RIS image.

D.Install the security update on a model Windows 2000 Professional computer.

Run thesysprepcommand on the computer and select theResealoption.

Answer: C

Explanation:

We need to create a new RIS image. We create it from a model Windows 2000 Professional computer, on
which we

have installed the Windows 2000 Security updates.

Reference:

Description of New Features in Sysprep for Windows XP Microsoft

Knowledge Base Article 282190

Incorrect Answers

A:We want the security applied on the client computer, not on the RIS server.

B:We need to create a new image.

D:Sysprep has four basic modes: Audit Mode, Clean Mode, Factory Mode, and Reseal Mode.Reseal is run after
an

original equipment manufacturer (OEM) has run Sysprep in factory mode and is ready to prepare the computer
for

delivery to a customer.

QUESTION 106
You are the network administrator for Certkiller . The network includes a file server named Certkiller 1.
Certkiller 1
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contains a shared folder named Win2000. The shared folder contains a subfolder named Server, which contains
the

1386 folder from the Windows 2000 Server CDROM.

The Win2000 shared folder also contains a subfolder named

Pro, which contains the i386 folder from the Windows 2000 Professional CDROM.

You use these two 1386 folders as

the source for operating system installations.

You download a new Windows 2000 service pack from the Microsoft Web site. You expand the service pack
into

\\ Certkiller 2\Win2000\SP.

You want to ensure that all future operating system installations and upgrades incorporate the new service pack.
What should you do?

A.From the \\ Certkiller 1\Win2000\SP\i386 folder, run theupdate.exe /s:\\ Certkiller 1\win2000command.
B.From the \\ Certkiller 1\Win2000\SP\i386 folder, run theupdate.exe /s:\\ Certkiller
1\win2000\servercommand.

Then, run theupdate.exe /s:\\ Certkiller 1\win2000\procommand.

C.Copy the files from the \\ Certkiller 1\Win2000\SP\i386 to the \\ Certkiller 1\Win200\Serven\i386 folder.
Then, copy the same files to the \\ Certkiller 1\Win200\Pro\i386 folder.

D.On a Windows 2000 Server computer, run the\\ Certkiller 1\Win2000\SP\i386\update.execommand.

Then, on a Windows 2000 Professional computer, run the\\ Certkiller 1\Win2000\SP\i386\update.execommand.
E.Copy the service pack to the \\ Certkiller 1\Win2000\Server\i386 folder and the \\ Certkiller
1\Win2000\Pro\i386

folder.

From the \\ Certkiller 1\Win2000\Server\i386 folder, run theupdate.execommand.

Then, from the \\ Certkiller 2\Win2000\Pro\i386 folder, run theupdate.execommand.

Answer: B

Explanation:

We must slipstream the service packs to both installation folders. The update.exe command with the slipstream
switch/s

performs the service pack slipstreaming. The updatel.exe command must be run from the folder with the service
packs.

Note:To perform a slipstream installation:

1. Create a distribution folder (C:\Win2000), and share, on your Windows 2000 'server' andXCOPY <Windows
2000

CD_ROMDrive:>\ c:\Win2000 /e.

2. Slipstream the service pack by running<Windows 2000 Service Pack CD_ROMDrive:>\Update.exe
/5:C:\Win2000.

3. Install Windows 2000 from the distribution share.

Incorrect Answers

A:We must slipstream both installation folders

C:Just copying the service pack files will not apply the service pack

D, E:We must use the slipstream switch/swith the update.exe command.
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QUESTION 107

You are the network administrator for Certkiller . Your network consists of a Windows 2000 Active Directory
domain.

Certkiller has three departments: research, sales, and operations.Each department has a separate organizational
unit

(OU) in the domain that contains all user and group accounts for that department.

The network includes two Windows 2000 Server computers configured as domain controllers. One Windows
2000

Server computer, named Certkiller 3, is running Remote Installation Services (RIS) and the DHCP service. The
network

also contains 1,500 Windows 2000 Professional client computers, which were installed from CDbased

RIS images

stored on Certkiller 3.

Certkiller receives 25 new computers of the same type that you are using for your network client computers.
You

prepare to install 25 new Windows 2000 Professional client computers. You must place the computer accounts
for

these client computers in the Research OU. All these client computers require a custom set of applications and
the latest

service pack.

You install Windows 2000 Professional on a client computer and name the computer CK1 . You install and
configure all

the custom applications and the latest service pack on CK1 .

You want to install the required applications and the service pack on the rest of the new client computers with
the least

amount of administrative effort.

What should you do?

A.Create new Group Policy objects (GPOs) and link them to the Research OU.

Configure a GPO with an installation package for each required application and the service pack.

B.Create an unattended answer file based on the configuration of CK1 .

Save that answer file as Risetup.sif and associate it with the CDbased

RIS image on Certkiller 3.

Use the CDbased

RIS image to install the software on each new client computer.

C.Copy the contents of the Windows 2000 Professional CDROM

to a folder on Certkiller 3.

Slipstream the latest service pack to that folder.

Create a new RIS image from that folder.

Run theriprepcommand on CK1 to create a new image on Certkiller 3.

Use theriprepimage to install the new client computers.

D.Install the new client computers by using the existing CDbased

RIS image on the RIS server.

Install each required application on each client manually.

Create a new Group Policy object (GPO) and link it to the domain.

Configure the GPO with a software installation package for the latest service pack.
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Answer: C

Explanation:

First we create a CDROMbased

RIS image that has a slipstreamed service pack. We then create a riprep CD image

based on the CK1 client computer. We use this image to install the other computers identically as CK1 .
Reference:

Slipstream Switch for Windows 2000 Service Pack Update.exe Does Not Work with RIS Server Images,
Microsoft

Knowledge Base Article Q258868

Incorrect Answers

A:We must install Windows on these computers before installing the applications and the service pack.
B:The unattend.txt file cannot be used to the Application and the service pack.

D:Manually installing each application on each client would not minimize administration.

QUESTION 108

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains five domain controllers, 1,500 Windows 2000 Professional client computers, and one
Windows

2000 Server computer configured as an Internet Web server.

You update the Web server by using the Windows Update service to download all critical updates, software,
and

service packs. You want to apply the latest hotfixes to your Web server each night atmidnight.

What should you do?

A.Create a Microsoft Visual Basic script to connect the Web server to windowsupdate.microsoft.com,thenrun
the

hfnetchkcommand on the Web server every night atmidnight.

B.Configure theAutomatic Updatesfeature to run on the Web server every night atmidnight.

C.Use theScheduled Tasksutility to run thembsaclicommand on the Web server every night atmidnight.
D.Schedule a batch file to run thenetdiagcommand on the Web server every night atmidnight.

Answer: B

Explanation:
We should use the Automatic Update and schedule it to run every night.

QUESTION 109

You are the network administrator for Certkiller . The network contains 500 Windows XP Professional
computers. All

client computers are configured to use the Automatic Update service and to notify users before downloading
updates.

All client computers are also configured so that users cannot directly access
http://windowsupdate.microsoft.com.

An employee named Bruno is notified of a new security update and, when prompted, accidentally declines to
install it.
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Bruno reports that the Automatic Update service is able to install additional updates, but the security update he
declined

is no longer listed.

You want to ensure that the security update is listed.

What should you do?

A.Use Registry Editor to delete the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates registry key.
Restart the computer.

B.On theAutomatic Updatestab ofSystem Properties, restore the update.

C.Open theSystemroot\Temp folder.

Locate and delete any Setup.exe files.

D.Run thegfecheck.exe /I /q /ccommand.

Restart the computer.

Answer: B

Explanation:

If Bruno got the possibility to decline the installation of the update then it means that Bruno isanuser with
administrative

permissions. Otherwise that button would be greyed out. So he can goto the Automatic Updates Tab and

configure it.
System properties 20
Geneal |  Computeshame | Hadwae | Advanced
Syelem Reslore Automatc Updates | Remate

Wirwdowes can Find Ehe updatess pou need and defiver them
dtscily 1o pout Computer

[¥ Eeep my compited up to date. 'ith thes ze¥tng anabled. Window:!
Lpdate roltware may be automatically updaled peor to spphirg |
lary cither updates ]

Leain more sbodd sutomabc Lodating

- Seltings
¢~ Ngtily me befcae dowrdpading any updates and notily me again

Bebone mataling tham on m comgpter

= Drowrioad the updates sutomabicaly and nolify me vhen they are

teadylo be inslaled
o~ Automabicaly dovwrloadthe updates, ardinstall then on the
schedus that | speciy
I-'- ol -J ¥ I B _:_!
Lesaen mote sboul schedied ingtafing
oK | Cancal | |
Reference:

Knowledge base article 282784 Qfecheck.exe Verifies the Installation of Windows 2000 and Windows XP
Hotfixes.

Incorrect Answers:

A.Deleting this key will cause all updates to be reinstalled.

C.Not applicable hereD.There is no /c option for the

gfecheck command line.
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QUESTION 110

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains 10 Windows 2000 Server computers that act as file servers.All of thecomputer accounts
for these

file servers are located in an organizational unit (OU) named File_Servers.

You create a new security template named Sec_file.inf to all Windows 2000 file servers. However, before the
security

template is applied, you need to create a report of each change the template will make to the servers.

What should you do?

A.On each file server, run thesecedit /validate sec_file.infcommand.

B.On each file server, use the Security Configuration and Analysis console in conjunction with the Sec_file.inf
template

to analyze that server.

C.Import the Sec_file.inf file to the Default Domain Policy Group Policy object (GPO) and select theNo
Overridecheck

box.

On each file server, run thegpresult.exe /v /ccommand.

D.Create a Group Policy object (GPO) and link it to the File_Servers OU.

Import the Sec_file.inf file to the new GPO.

In the properties for the File_Servers OU, select theBlock Policy inheritancecheck box.

On each file server, run thegpresult.exe /v /ccommand.

Answer: B

Explanation:

The questionstates :"before the security template is applied”. So before we put the template into a GPO we must
analyze

what changes it will make. We can do this with theSecurity Configuration and Analysis console.

Incorrect Answers

A:Thesecedit /validatecommand only validates the syntax of a security template you want to import into a
database

for analysis or application to a system

C:We do not want to apply the GPO to the whole domain, only the file servers in the File_Server OU.

D:The questionstates :"before the security template is applied”. So before we put the template into a GPO we
must

analyze what changes it will make. The gpresult.exe commandline

tool displays information about the result Group

Policy has had on the current computer and loggedon

user. (SOAFTER the GPO has been applied)

QUESTION 111

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two domain controllers and two Windows 2000 Server computers. One server is
configured as a
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file server named Certkiller 1, and the other server is configured as an intranet Web server. In addition, the
network

contains 50 Windows XP Professional client computers.

All but five client computers receive scheduled automatic updates. The five client computers that are not
updated

automatically are on an isolated LAN segment that is not connected to the Internet. The client computers on the
isolated

LAN have access to Certkiller 1 and the intranet Web server.

You want to apply three security updates on these client computers.

What should you do?

A.From a computer connected to the Internet, download and copy the security updates to a network share on
Certkiller 1.

Run Windows Update on the client computers located on the isolated LAN.

B.From a computer connected to the Internet, download and copy the security updates to a network share on
Certkiller 1.

Connect each client computer on the isolated LAN to the network share and apply each update individually.
C.From a computer connected to the Internet, download the XML security database from the Microsoft Web
site.

Share this database on the intranet Web server.

Connect each client computer on the isolated LAN to the intranet Web server.

Run theqchain.execommand on each client computer on the isolated LAN.

D.From a computer connected to the Internet, download the XML security database from the Microsoft Web
site.

Place the XML security database in the C:\Inetpub folder on the intranet Web server.

Connect each client computer on the isolated LAN to the Default Web site in the intranet Web server.

Run the Windows Update service on the client computers on the isolated LAN.

Answer: D

Explanation: .

Software Update Services (SUS) allows information technology professionals to configure a server that
contains content

from the live Windows Update site in their own Windowsbased

intranets to service corporate servers and clients. SUS

manages and distributes critical Windows patches.

We need to install the updatedAutomatic Updatesclient that can pull updates from the internal SUS server.
We should configure the client computers, preferably through a GPO, to receive automatic updates from the
Web

server which acts as a SUS server.

Reference:

Software Update Services Deployment White Paper

Software Update Services Overview White Paper

Incorrect Answers

A:Windows update can only be run on computers that can access the Microsoft Internet site.

B:This proposed solution requires a lot of administrative work.

C:This is not the way we should configure the clients. Qchain.exe does not apply here.
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QUESTION 112

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

Certkiller purchases 50 new client computers each month. These computers come installed with Windows 2000
Professional. You add the computers to the domain as soon as they arrive and place their computer accounts in
an

organizational unit (OU) named Desktops.

You want to ensure that all new computers receive the latest service pack as soon as possible. You want to
accomplish

this task by using the least amount of administrative effort required to install service packs on new computers
each

month.

What should you do?

A.Install Critical Update Notification on each computer.

B.Create a Group Policy object (GPO) and link it to the Desktops OU.

Configure the GPO to assign the latest service pack to computers.

C.For each new service pack, run itsupdate.execommand on each domain controller.

D.For each new service pack, copy its files to a shared folder.

On each new computer, connect to the shared folder and run theupdate.execommand.

Answer: B

Explanation:
We should use a GPO to assign the latest service pack to the clients throughout the domain.

QUESTION 113

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains three domain controllers, four Windows 2000 member servers, and 350 Windows 2000
Professional client computers. A firewall at the perimeter of the network controls inbound and outbound access
to the

Internet.

All the computer accounts and user accounts for the research department are in an organizational unit (OU)
named

Research. You give users who have user accounts in the Research OU local administrative access to their client
computer so they can install software. However, you do not want any of these users to use the Windows Update
service.

You want only the default administrator account from the domain to be able to use Windows Update.

What should you do?

A.Block the outbound NetBIOS ports on the firewall.

Disable outbound access to the windowsupdate.microsoft.com domain.

B.Block the inbound NetBIOS ports on the firewall.

Disable outbound access to the windowsupate.microsoft.com domain.

C.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to enable theDisable and remove links to Windows Updatepolicy.
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Answer: C

Explanation:

TheDisable and remove links to Windows Updatepolicy disables access to the Windows Update tool.
Reference:Group Policy Does Not Disable All Windows Update Components, Microsoft Knowledge Base
Avrticle Q279006

Incorrect Answers

A, B:Blocking NetBIOS ports would not make any distinction between different user accounts. It is not a
plausible

solution.

QUESTION 114

You are the network administrator for Certkiller . Certkiller network contains 1,000 Windows XP Professional
computers and 2,500 Windows 2000 Professional computers. The network is connected to the Internet by
means of a

512Kbps

connection. All computers use Internet Explorer as their default browser.

Ten new security updates are releases for Windows XP Professional and Windows 2000 Professional. The
updates are available on http://windowsupdate.microsoft.com for both operating systems. However, you
decide to deploy the updates internally so that each user does not have to connect to the Web site.

You use Internet Explorer on a Windows XP Professional computer to connect to
windowsupdate.microsoft.com. However, the Web site offers only the option to apply the updates to the local
computer.

You want to download the updates so that you can apply them to each client computer.

What should you do?

A.On each Windows XP Professional computer, enable Automatic Updates.

On each Windows 2000 Professional computer, enable Critical Update Notification.

A.Use the Web site to download and install the updates on the local computer.

After the update completes, locate the downloaded files on the computer's hard disk and copy them to a shared
folder.

A.Use the Web site to download and install the updates on the local computer.

Before the computer restarts, locate the downloaded files on the computer's hard disk and copy them to a shared
folder.

A.On the Web site, select the option to personalize the site.

Then, select the option to display Windows Update Catalog and download the updates to a shared folder.

Answer: D

Explanation:

You can search the Windows Update Catalog to find updates that you can download and install later on
Windowsbased

computers across your home or corporate network.

To Add the Windows Update Catalog to Windows Update:

1.Visit the following Microsoft Windows Update Web site:http://v4.windowsupdate.microsoft.com
2.ClickPersonalize Windows Update.
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3.Click to select theDisplay the link to the Windows Update Catalog under See Alsocheck box.

4.ClickSave Settings. AWindows Update Cataloglink appears underSee Also.

Reference:

HOW TO: Download Windows Updates and Drivers from the Windows Update Catalog on Windows 2000,
Microsoft Knowledge Base Article Q326426

Incorrect Answers

A:We only want to download the updates once, not one time for each computer.

B, C:There is no need to set up manually like this. We should use the Windows Update Catalog feature.

QUESTION 115

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active directory
domain.

All client computers are in an organizational unit (OU) named Clients.

The network contains two Windows 2000 Server computers configured as domain controllers. One Windows
2000 Server computer is configured as a file server. The network also contains 1,500 Windows 2000
Professional client computers.

You use a Group Policy object (GPO) named SPDeploy to deploy a new service pack. SPDeploy is linked to
the Clients OU. All client computers receive the new service pack.

One network user reports problems after the installation of the new service pack. You discover that this
user's computer has hardware that is incompatible with the new service pack. No other users on the network
are experiencing difficulty.

You must remove the service pack from this user's computer but ensure that it remains on the other
computers.

What should you do?

A.Remove the service pack from the user's computer by usingAdd/Remove Programs.

Configure the DACL on SPDeploy to grant the user accountReadandApply Group Policypermissions.
A.Remove the service pack from the user's computer by usingAdd/Remove Programs.

Configure the DACL on SPDeploy to deny the user accountReadandApply Policypermissions.

A.Create an OU named NoSP subordinate to the domain.

Move the problem user's computer account into the NoSP OU.

Remove the service pack from the user's computer by usingAdd/Remove Programs.

A.Create an OU named NoSP subordinate to the Clients OU.

Move the problem user's computer account into the NoSP OU.

Remove the service pack from that user's computer by usingAdd/Remove Programs.

Answer: C

Explanation:

We move this particular computer account to a separate OU on which the SPDeploy GPO is not applied. This
ensures

that the service not will be reinstalled later. We must also manually remove the service pack from the computer.
Incorrect Answers

A:Read and apply group policy to the GPO would ensure that GPO would be applied. This is not our desired
goal.

B:This prevents this particular user, not the computer, from using the GPO.

D:As the new OU is a child OU of the Clients OU, the SPDeploy GPO would be applied to the new OU as well.
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QUESTION 116

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain includes two domain controllers and 50 Windows XP Professional client computers.

All computers on the network have the latest service packs and security updates installed. All computers on
the network have access to the Internet. All computers remain on 24 hours a day, but Certkiller is closed
from10:00 P.Mt06:00 A.M.All users are members if the Domain Users group only.

You are responsible for ensuring that the latest updates are applied to all client computers on your network.
Your manager wants these updates to be applied in a decentralized manner, either by the user or
automatically.

What should you do?

A.Use theScheduled Tasksutility to run a batch file in the security context of the user account that connects to
windowsupdate.microsoft.com.

B.ConfigureAutomatic Updatesfeature to download and automatically update the client computers during the
night

when users are not at their computers.

C.Configure the Domain Security Policy to enable theDisable and remove links to Windows Updatepolicy.
Ask the users to run the Windows Update service daily.

A.Configure the Domain Security Policy to disable theDisable and remove links to Windows Updatepolicy.
Ask the uses to run the Windows Update service daily.

Answer: B

Explanation:

Normally Automatic Updates are performed in the background at unscheduled occasions. In this scenario we
schedule

this update to the night.

The users would still be able to apply manual update if they wish.

Incorrect Answers

A:This is a primitive solution. The functionality is already included in Windows XP so there is no need to use
batch files.

C:Enabling theDisable and remove links to Windows Updatepolicy would disable Windows update.

D:We should not rely only on the users. We must enable Windows to automatically update the client computers.

QUESTION 117

You are the new network administrator for Certkiller . The network consists of a single subnet and a Windows
2000

Active Directory domain. The network contains 400 Windows XP Professional computers. The domain
includes an

organizational unit (OU) named ClientComputers. The ClientComputers OU contains all client computer
accounts. All

client computers receive IP configuration from a DHCP server.

The domain also includes an OU for each company department. Each department OU contains that
department's user accounts. All departments OUs are linked to Group Policy objects (GPOs) that provide
configuration settings to the objects in the OU.
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Users in the accounting department report that they cannot download a new update from
http://windowsupdate.microsoft.com. The update repairs a problem that prevents a company application from
printing correctly. Users in other departments are able to download and apply the update.

You need to ensure that all users can download and apply updates from http://windowsupdate.microsoft.com.
What should you do?

A.Configure the firewall to permit outbound access to windowsupdate.microsoft.com.

B.On the desktop of each client computer in the accounting department, create a shortcut to
http://windowsupdate.microsoft.com.

C.On each client computer, use theroutecommand to configure a route to the Windows Update Web site that
uses the

network's Internet router as the gateway.

D.Create a GPO and link it to the ClientComputers OU.

Configure the GPO to place the Domain Users group in the local Administrators group on each client computer.

Answer: D

Explanation:

Making the Domain Users member of the local Administrator group would enable the installation of update
package.

Incorrect Answers

A:Other users can access windowsupdate.microsoft.com so there is no need of any firewall reconfiguration.
B:Making a shortcut would not enable downloading.

C:Itis not necessary to add route to specific web sites. Client computers need a configured default gateway.

QUESTION 118

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains two domain controllers CK1 and CK2 , one Windows 2000 Server computer configured as
an

intranet Web server, and 500 Windows XP Professional client computers.

All client computers remain on 24 hours a day, but business hours are from8:00 A.Mt05:00 P.M.Your
supervisor wants you to automate the installation of security updates to all client computers on the network.
What should you do? (Each correct answer presents part of the solution. Choose three)

A.Install and configure Microsoft Software Update Services (SUS) on the intranet Web server to synchronize
each

night atmidnight.

Configure the service to automatically approve new updates.

A.Configure a Group Policy object (GPO) and link it to the domain.

Configure the GPO with a software distribution package containing the Microsoft Automatic Updates installer.
Assign this software to the computers.

A.Write a batch file to download all new security updates each night atmidnight.

Configure the batch file to place the new security updates in the Sysvol share of both domain controllers.
A.Configure client computers to receive automatic updates from the intranet Web server each night atmidnight.
Restart all client computers.

A.Configure client computers to receive automatic updates from either domain controller each nigh atmidnight.
Restart the client computers.
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A.Run the Microsoft Baseline Security Analyzer (MBSA) for all segments on the domain from any domain
computer

each night atmidnight.

B.Write a batch file that runs thegchain.execommand each night atmidnight.

Create a new Group Policy object (GPO) and link it to the domain.

Configure the GPO to run the script as a logon script.

Answer: A, B, D

Explanation:

A:Software Update Services (SUS) allows information technology professionals to configure a server that
contains content

from the live Windows Update site in their own Windowsbased

intranets to service corporate servers and clients. SUS

manages and distributes critical Windows patches.

B:We need to install the updatedAutomatic Updatesclient that can pull updates from the internal SUS server.
Windows XP SP1 allready has the updates client.

D:We should configure the client computers, preferably through a GPO, to receive automatic updates from the
Web

server which acts as a SUS server.

Reference:

Software Update Services Deployment White Paper

Software Update Services Overview White Paper

Incorrect Answers

C:lIt is not necessary to write a batch file. SUS contains these features already.

E:The updates are managed by the Webservers which actsas a SUS server. We are not using the domain
controllers to

receive the updates.

F:Microsoft Baseline Security Analyzer (MBSA) scans for missing hotfixes and vulnerabilities. However, it is
not useful

for automating security updates for an entire network.

G:There is no need to create a batch file. The functionality corresponding to the proposed batch file is already
included

in SUS.

QUESTION 119

You are the network administrator for your Certkiller . The network consists of a Windows 2000 Active
Directory

domain. Certkiller has three departments: research, sales, and operations.Each department has a separate
organizational

unit (OU) in the domain that contains all user and group accounts for that department. Users do not have
administrative

access to their computers. Each OU has the Block Policy inheritance option selected.

The network includes two Windows 2000 Server computers, named Certkiller A and Certkiller B, configured
as domain controllers. One Windows 2000 Server computer is configured as a file server named Certkiller C.
Certkiller C has a distribution share folder that holds the contents of the Windows XP Professional
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installation CDROM.

The network also contains 1,500 Windows XP Professional client computers, which

were installed from the distribution share on Certkiller C.

You are installing 25 additional Windows XP Professional client computers in the Research OU. After 10
clients have been installed, a new service pack becomes available.

You want to install the service pack on all the new research department client computers as quickly as
possible with the least amount of administrative effort.

What should you do?

A.Create a new Group Policy object (GPO) and link it to the domain.

Configure the GPO with a software installation package for the new service pack.

Move the computer accounts to the Research OU.

A.Run the service pack'supdate /scommand to update the distribution share on Certkiller 1.

Install all 25 new client computers from the distribution share on Certkiller C.

Move the computer accounts to the Research OU.

A.Complete the installation of the remaining client computers.

Move the computer accounts to the Research OU.

Configure theAutomatic Updatesfeature to run on each new computer every night atmidnight.
A.Complete the installation of the remaining client computers.

Move the computer accounts to the Research OU.

Instruct users to run theWindows Updateservice.

Answer: B

Explanation:

We should slipstream the service pack into the distribution share. We can then install the new client computers
from this

share. This will ensure that all clients will be installed with the latest service pack.

Incorrect Answers

A:We are not required to deploy the service pack to all computers in the domain, just the new research client
computers.

C:We should not put the clients into production without applying the latest Service pack.

D:We should not rely and require the Users to perform the necessary updates.

QUESTION 120

You are the network administrator for a branch office of Certkiller . Certkiller has a main office and a regional
office

network. All computers at your regional office are configured with static IP addresses from the 10.168.1.0/24
subnet

range.

The relevant portion of the network is shown in the exhibit.
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TestKing
Main Office

/

TestKing1

TestKing
Regional Office

i

The regional office has a Windows 2000 Server computer named Certkiller 1 running Routing and Remote
Access for Windows 2000. Certkiller 1 contains two network adapters that are used to connect the branch
office to the main office.

You have portable computer with a dialup

connection and a network adapter. You use a dialup

connection

to connect the portable computer to the Windows Update Web site. The portable computer also connects to
your branch office by using the network adapter.

You replace the network adapter in Certkiller 1 for the main office connection. Now, Certkiller 1 cannot
connect to the main office or the Internet. You realize that Certkiller 1 requires a driver and a security update
that is available from the Windows Update site.

What should you do?

A.Enable Internet Connection Sharing on the portable computer.

Use Windows Update on Certkiller 1.

A.Enable Internet Connection Sharing on Certkiller 1.

Run the Microsoft Baseline Security Analyzer (MBSA) on Certkiller 1.

A.Download the latest Microsoft security XML database to the portable computer.

On the portable computer, create a share that contains the XML database.

Run the Microsoft Baseline Security Analyzer (MBSA) on Certkiller 1.

A.Use the Windows Update Catalog to download the new driver and security update to the portable computer.
On the portable computer, create a share that contains the new driver and update.

Use the share on the portable computer to update Certkiller 1.

Answer: D

Explanation:
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The Windows Update Catalog provides a comprehensive catalog of updates that can be distributed over a
corporate

network. We use the LapTop to download the updates into a share that is accessible from Certkiller 1. We then
install

the required drivers and security updates on Certkiller 1. Certkiller 1would then be able to access Internet again.
Reference:

HOW TO: Download Windows Updates and Drivers from the Windows Update Catalog on Windows 2000,
Microsoft Knowledge Base Article Q326426

Incorrect Answers

A:Enabling Internet Connection Sharing on the portable computer would not give Certkiller 1Internet
connectivity as it

use a static IP address.

B:Enabling Internet Connection Sharing on Certkiller 1would notenableit to access Internet.

C:This is not the way the Microsoft's security XML database is used.Note: The HFNetChkPro tool provides
realtime

patch fix information direct from Microsoft's security XML database.

QUESTION 121

You are the network administrator for Certkiller . You are working at one of four company's branch offices. The
branch

office has a Windows 2000 Server computer configured as file server named Certkiller 1. Certkiller 1 contains a
distribution share named Files1. Files1 contains the contents of the Windows 2000 Professional installation
CDROM.

You start to install 25 new Windows 2000 Professional client computers by using the distribution share on
Certkiller 1.

You finish installing the first client computer and then learn that a new service pack is available. You install
Windows

2000 Professional on a test computer from the distribution share. You install and test the service pack on the test
client

computer.

You want to install the service pack on the remaining client computers a quickly as possible with the least
amount of

administrative effort.

What should you do?

A.Run the service pack'supdate s:\\

Certkiller 1\Fileslcommand.

Install the client computers from the distribution share on Certkiller 1.

B.Copy the service pack files to the distribution share on Certkiller 1.

Install the client computers from the distribution share on Certkiller 1.

C.Configure a separate Windows 2000 Active Directory domain for the branch office.

Create a new Group Policy object (GPO) and link it to the new domain.

Configure the GPO with a software installation package for the new service pack.

D.Use Setup Manager to create an answer file and a uniqueness database file.

Specify the appropriate service pack executable as a program to run after installation in Setup Manager.

Copy the answer file to the distribution share.

Run thewinnt.execommand with the appropriate unattended installation switches.
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Answer: A

Explanation:
Slipstreaming the service pack by the s
switch will allowinstallation of the software with the least effort.

QUESTION 122

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains computers that run Windows 2000 Server, Windows 2000 Professional, or Windows XP
Professional.

One of the computers running Windows 2000 Server is named Certkiller 1. Certkiller 1 runs Internet
Information

Services (11S) 5.0 and hosts Certkiller 's public Web site.

Mr King is Certkiller 's Web site developer. Mr King asks you to configure Certkiller 1 so that he can stop and
start the

World Wide WebPublishingservice.

What should you do?

A.Configure 11S to use Mr King's domain user account for anonymous access.

B.Configure the World Wide Web Publishing service to use Mr King's domain user account as the service
account.

C.Create a security template that configures Mr King's domain user account as a user account that can stop and
start

the World Wide Web Publishing service.

Apply the template to Certkiller 1.

D.Create a custom administrative template that configures Mr King's domain user account as a user account that
has

security permissions to the folder containing Certkiller Web site.

Apply the template to Certkiller 1.

Answer: C

Explanation:

There are three methods to

1.Grant Rights Using Group Policy

2.Grant Rights Using Security Templates (this is C)
3.Grant Rights Using Subinacl.exe

Procedure to Grant Rights Using Security Templates:
This method is very similar to Method 1, but it uses Security templates to change the permissions on system
services. To

do this, follow these steps:

1.ClickStart, clickRun, and then typeMMC.

2.0n theConsolemenu, clickAdd/Remove Snapin.
3.ClickAdd.

4.Select theSecurity Configuration and Analysissnapin,
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and then clickAdd.

5.ClickClose, and then clickOK.

6.In the MMC, rightclick

theSecurity Configuration and Analysisitem, and then clickOpen Database.

7.Give a name for the database, and then browse to where you would like to store it.
8.When prompted, select a Security Template to import. For example, the "basicwk.inf" contains values for the
standard settings found on a Windows 2000 Professional computer.

9.In the MMC, rightclick

theSecurity Configuration and Analysisitem, and then click theAnalyze Computer now
option. Choose a location for the log file, when prompted.

10.After analysis is complete, configure the service permissions as follows:

175

a.Doubleclick

theSystem Servicesbranch in the MMC.

Tﬂ Testking Security Configuration and Analysis Snap in
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s> BEXEB 2

T’ﬂ Console Rool' Security Configuration and Analysis) System Servig
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2 (8 Rectricted Groups %'-.Hmdnws Management In
<& Systen Services > & Windows Management In
) Regitry e &R Windows Time
% (2@ File System W Wireless Zero Configurati
%WMI Ferformance Adaph
% Warkstation ==
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b.Rightclick
the service that you want to change, and then clickSecurity.
c.ClickEdit Security.
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World Wide Web Publishing Properties EHEI

Analyzed Security Policy Setting |

dgﬂ Wrld Wide w/eb Publizhing
e

Computer zetting:

Service statup mode:

|Manua|

Wiew Security I

v iDefine this policy in the database:

Select service startup mode:
" Automatic

& Manual

" Digabled

£ Edit Security... | i

This zetting affects the databaze only. [t does not change current computer
zettings.

(1] l Cancel | Apply |

d.Add user accounts as required, and configure the permissions for each account. By default, the user will be
granted

""Start, stop and pause" permissions.

11.To apply the new settings to the local computer, simply rightclick

theSecurity Configuration and Analysisitem,

and then click theConfigure Computer Nowoption.

Reference:

HOW TO: Grant Users Rights to Manage Services in Windows 2000, HOW TO: Grant Users Rights to Manage
Services in Windows 2000

Incorrect Answers

A:If anonymous users run in the security of the Mr King's domain user account it would be a major security
flaw.

B:We should configure the IIS to run in the security context of Mr Kingdomainuser account.

D:We cannot configure a custom administrative template to allow a domain user account to start the WWW
publishing

service. Furthermore, the proposed solution is inadequate, security permission to a specify folder will not give
permission to start a particular service.

QUESTION 123

You are the network administrator for Certkiller . The network includes a file server named Certkiller 1.
Certkiller 1

contains a shared folder named Win2000Pro. The shared folder contains the contents of a Windows 2000
Professional

CDROM

slipstreamed with the latest service pack.
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You download five postservice

pack Windows 2000 security updates from the Microsoft Web site. You want

to include the updates in all future installations and upgraded of Windows 2000 Professional. You want to
accomplish this task by using the fewest number of additional steps during Windows 2000 Professional
Setup.

What should you do?

A.Expand each security update.

Copy the files for each security update to the \\ Certkiller 1\Win2000Pro\i386 folder.

A.Add a Commands.inf file to the \\ Certkiller 1\Win2000Pro\i386 folder,thenadd the executable name for each
security

update to the file.

B.Integrate the security updates into the \\ Certkiller 1\Win2000Pro source files by creating a Svcpack.inf file
that

references the catalog files provides with the security updates.

Modify Dosnet.inf to refer to the folder containing the catalog files.

D.Copy each security update to a subfolder named \\ Certkiller 1\Win2000Pro\i386\SvcPack.

Open the default Dosnet.inf file, remove theuniprocentry, and add asvcpackentry.

Answer: C

Explanation:

Procedureinstalling Windows2000 integrated with SP3 and Windows2000 hotfixes

1.Connect to the network or computer on which you want to create the distribution folder.

2.Createan\i386 distribution, for example: E:\i386

3. Copy the files and subfolders from the Windows2000 integrated SP3 installation CD to the E:\i386 folder.
4. Edit E:\i386\dosnet.infto add svcpack to the [OptionalSrcDirs] section.

5. Create an E:\i386\svcpack folder.

6. Copy the hotfix executable program to the E:\i386\svcpack folder.

7. Expand the hotfix to a unique temporary location.

8. Copy the catalog files (.cat) and hotfix binary files (such as .exe, .dll, .sys) as follows:

9. Delete the E:\i386\svcpack.in_ file.

10.Create a new svcpack.inffile at E:\i386\svcpack.inf which, among other things, mustinclude a reference to
the folder

containing the security update files.

11. If you will be installing multiplehotfixes, copy Qchain.exe to the E:\i386\svcpack folder.

Incorrect Answers

A:Hotfixes cannot be slipstreamed into the distribution folder.

B:This would be awkward.

D:This is an incorrect procedure.

QUESTION 124

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

All client computers are in an organizational unit (OU) named Clients.

The network includes three Windows 2000 Server computers configured as domain controllers and one
Windows 2000 Server computer, named Certkiller 1, configured as a file server. Certkiller 1 has a distribution
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share folder that holds the contents of the Windows 2000 Professional installation CDROM

and the latest

service pack slipstreamed into the installation files. The network contains 1,500 Windows 95 client
computers.

Bruno, the desktop administrator, manages the client computers in your network. Bruno has full
administrative rights to all client computers.

You upgrade the Windows 95 client computers from the distribution share on Certkiller 1. Three of the
upgraded Windows 2000 Professional client computers ( CK1, CK2 , and CK3 ) must run software that is
incompatible with the service pack.

You need to ensure that the service pack is removed from CK1, CK2 , and CK3.

What should you do?

A.Instruct Bruno to use the Windows 2000 Professional CDOROM

distribution media to reinstall the operating system

of CK1, CK2, and CK3.

Reinstall the required applications and security updates.

A.Instruct Bruno to reinstall the operating system of CK1 , CK2 , and CK3 by using the distribution share on
Certkiller 1.

Reinstall the required applications and security updates.

A.Instruct Bruno to boot CK1, CK2 , and CK3 from the Windows 2000 Professional CDROM

and use the Repair

Installation option.

B.Instruct Bruno to boot CK1, CK2 , and CK3 from the Windows 2000 Professional CDROM

and use the Recovery Console.

Answer: A

Explanation:

You cannot uninstall a Service Pack that you install in slipstream mode. We must therefore reinstall Windows
2000. We

should reinstall Windows 2000 from a Windows 2000 CD that does not contain any Service Pack.

Incorrect Answers

B:The distribution share has already been slipstreamed with the latest service pack.

C, D:We cannot fix this problem by the Repair Installation option or the Recovery Console because the Service
Pack is

generating this error.

QUESTION 125

You are the administrator of a Windows 2000 Server computer named Certkiller 1. Users on the network use
Windows

2000 Professional client computers to connect to the server. The client computers and Certkiller 1 are members
of the

same Windows 2000 domain.

All network traffic to and from Certkiller 1 is protected by IPsec. The client computers are configured with

the Client (Respond Only) IPSec policy. Certkiller 1 is configured with the Secure Server (Require Security)
IPSec policy.

You want to increase security on all IPSec connections to Certkiller 1.
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What should you do?

A.Configure Certkiller 1 with an IPSec policy that usesPerfect Forward Secrecy.

B.Configure Certkiller 1 with theServer (Request Security)IPSec policy.

C.Configure the client computers with theSecure Server (Require Security)IPSec policy.

D.Configure the client computers and Certkiller 1 with an IPSec policy that uses a certificate for authentication.

Answer: C

Explanation:

By changing the policy on the clients to theSecure Server (Require Security)IPSec policy the communication
between Windows 2000 Professional computers would be secure as well.

Incorrect Answers

A:ThePerfect Forward Secrecypolicy ensures that a new key pair is generated for every message you send.
However, it would not secure the communication between Windows 2000 Professional computers.
B:TheServer (Request Security)IPSec policy is less secure than the currentSecure Server (Require Security)
IPSec policy.

D:1t would be better to secure all communication with theSecure Server (Require Security)IPSec policy.

QUESTION 126

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

Certkiller .com. The domain contains 5,000 Windows XP Professional computers. All computers use Microsoft
Internet

Explorer as their only Web browser.

The written security policy for Certkiller prohibits users from executing Microsoft ActiveX controls that are
contained in Web pages. Users are allowed to run only ActiveX controls that are listed as approved in the
written policy. All company computers have been configured with security settings that comply with the
written policy by means of a Group Policy object (GPO) named TKSecurity. The TKSecurity GPO is linked
to the domain.

Users report that they cannot access a Web page that is hosted on a company Web server. You discover that
the pag is attempting to load an ActiveX control. The control was recently created by Certkiller 's Web
developers and added to the list of approved ActiveX controls in the written policy.

You need to ensure that all users can access the Web page containing the new ActiveX control.

What should you do?

A.On your computer, modify the Internet Explorer security settings for the Internet zone so that ActiveX
controls are

permitted to run.

Import the security zone settings to the TKSecurity GPO.

A.On your computer, set the Internet Explorer security settings for the Web server security zone toTrusted.
Import the security zone settings to the TKSecurity GPO.

A.In the computer configuration section of the IESecurity GPO, modify the Internet Explorer security settings
for the

Internet zone so that theSecurity Zones: Use only machine settingspolicy is enabled.

B.In the user configuration section of the TKSecurity GPO, add the new ActiveX control to theAdministrator
Approved Controlspolicy.

Enable the policy and select the control.
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Answer: B

Explanation:

ActiveX controls extend the functionality of Internet Explorer, but they can also pose significant security risks.
An

ActiveX control could potentially access sensitive data, delete files, or cause other damage.

You can use Windows 2000 group policy to restrict ActiveX controls on a user's computer to a specific set of
administratorapproved

controls. By doing so, you let users continue using certain controls while restricting all others.

You can configure ActiveX group policy either at the local computer or at a higher level, such as an
organizational unit

or domain. To configure approved controls, open the MMC, and goto User Configuration\Windows
Settings\Internet

Explorer Maintainance\Security.
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Select the trusted web content zone and click sites.
Then add the webdevelopers website to the trusted web sites list.
Repeat the process for other controls as needed to allow or deny them based on your user and security
requirements.
Incorrect Answers
A:We cannot allow all ActiveX controls from the Internet zone to run. Only ActiveX controls that are listed as
approved in the written policy should be allowed to run.
C:TheSecurity Zones: Use only machine settingspolicy applies security zone information to all users of the
same
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computer. This policy is not useful in this scenario.
D:lIt is not possible to ADD custom activeX settings to theAdministrator Approved Controlspolicy.

QUESTION 127

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

You must maintain a textbased

accounting package migrated from a UNIX server. Access to the accounting software

is provided by using a telnet client at all accounting department Windows 2000 Professional client computers.
A

Windows 2000 Server computer named Certkiller 1 runs the accounting software. Certkiller 1 also has the
Telnet service

enabled to allow telnet connections.

The accounting manager is concerned that employees who are not members of the accounting department might
intercept the data entered into the accounting software.

You create a custom IPSec policy and assign it in the Local Security Policy for Certkiller 1. You configure the
custom

IPSec policy to implement Encapsulating Security Payload (ESP). You also create an organizational unit (OU)
named

Accounting in the domain. Then, you create a Group Policy object (GPO) and link it to the Accounting OU.
You

configure the GPO to assign the Client (Respond Only) default IPSec policy.

You need to ensure that the telnet session traffic is encrypted.

What should you do?

A.Configure ESP in the custom IPSec policy for connections to Certkiller 1 on TCP port 23 from any IP address
and

any port.

Move all accounting department computer accounts into the Accounting OU.

B.Configure ESP in the custom IPSec policy for connections from TCP port 23 from any IP address to any port
on

Certkiller 1.

Move all accounting department computer accounts into the Accounting OU.

C.Configure ESP in the custom IPSec policy for connections to Certkiller 1 on TCP port 23 from any IP address
and

any port.

Move all accounting department user accounts into the Accounting OU.

D.Configure ESP in the custom IPSec policy for connections from TCP port 23 from any IP address to any port
on

Certkiller 1.

Move all accounting department use accounts into the Accounting OU.

Answer: A
Explanation:

To protect the telnet application with ipsec, we must configure an IPSec policy TO Certkiller 1 on TCP ort 23
from any
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ipadress and any port. Further we must assure that the Client (Respond Only) default IPSec policy is applied to
the

Accounting OU computers.

Reference :

Moc Windows

2000 Network Security Design (70220)

(Course 2150a) Student Guide

Incorrect Answers

B:Will mustsecure Telnet traffic port 23 on Certkiller 1. Not all ports.

C:We must apply the the Client (Respond Only) policy to computers. Not users.
D:We must apply the the Client (Respond Only) policy to computers. Not users.

QUESTION 128

You are the network administrator for Certkiller . The network includes a perimeter network (also known as
DMZ) that

hosts all Internetaccessible

services. The DMZ includes a Windows 2000 Server computer named Certkiller 3.

Certkiller 3 runs Routing and Remote Access and is Certkiller 's virtual private network (VPN) server.

The DMZ is protected by two thirdparty

firewalls: Certkiller 1 and Certkiller 2. Certkiller 1 currently performs

Network Address Translation (NAT) on all traffic entering and exiting the DMZ.

The DMZ infrastructure components are shown in the exhibit.
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Currently, VPN client computers can connect to Certkiller 3 by using PPTP connections. All VPN client
computers are upgraded to Windows 2000 Professional from Windows 95, Windows 98, and Windows NT
Workstation 4.0. Your manager revises the written security policy for Certkiller to restrict all VPN
connections to use L2TP over IPSec (L2TP/IPSec) connections.

You configure Certkiller 3 to allow L2TP/IPSec VPN connections, but in test using the current DMZ
infrastructure, all L2TP/IPSec connections fail. You must modify Certkiller 1 to allow L2TP/IPSec VPN
connections.

What should you do?

A.Implement packet filters that allow all connections that use L2TP to each Certkiller 3.

Leave the networkaddressing

scheme in the DMZ unchanged.

A.Implement packet filters that allow all connections that use Encapsulating Security Payload (ESP) and
Internet Key

Exchange (IKE) to reach Certkiller 3.

Leave the networkaddressing

scheme in the DMZ unchanged.

A.Implement packet filters that allow all connections that use L2TP to reach Certkiller 3.

Change the networkaddressing
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scheme in the DMZ to use a public Internet address.

A.Implement packet filters that allow all connections that use Encapsulating Security Payload (ESP) and
Internet Key

Exchange (IKE) to reach Certkiller 3.

Change the networkaddressing

scheme in the DMZ to use a public Internet address.

Answer: D

Explanation:

NAT destroys the IP header used by L2TP/IPSec. We must therefore use a public Internet address on Certkiller
3.

Firewalls generally reject IPSec packets by default. You'll need to configure your router or proxyserver for
some

specialized filtering to ensure that packets secured with IPSec are not rejected. Here are some recommended
filters for

your router:

* Allow protocol ID 51 for inbound and outbound IPSec AH traffic.

* Allow protocol ID 50 for inbound and outbound ESP traffic.

* Allow UDP port 500 for inbound and outbound IKE traffic.

Without these ports and protocol IDs allowed, your firewall will not pass IPSec traffic.

Note:L2TP with IPSec requires the following protocols: Encapsulating Security Payload (ESP), Internet Key
Exchange

(IKE), and L2TP.

Assuming there is a firewall protecting the intranet from the Internet, the placement of the L2TP server directly
affects

what IP filters are required on the firewall. If the L2TP server is outside of the firewall, the firewall will have to
filter IKE

and LT2P. If the L2TP is within the intranet, the firewall will have to filter IKE and ESP. The filtering
configuration is

required because the L2TP packets are encapsulated with the ESP packets.

Incorrect Answers

A, B:NAT destroys the IP header used by L2TP/IPSec. We must therefore use a public Internet address on
Certkiller 3

so that we don't use NAT anymore.

C:We must allow connections that use ESP and IKE. We do not have to allow connectionsthat L2TP
connectionsas

they are encapsulated within the ESP packets.

QUESTION 129
You are a network administrator for Certkiller .
The relevant portion of the network configuration and configured IPSec filters are shown in the exhibit.
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Written security policies for Certkiller require that all traffic passing between the main office and the
research office pass through an IPSec tunnel. Routing and Remote Access is enabled on both Certkiller 1 and
Certkiller 2. Static routes are defines in Routing and Remote Access for Windows 2000, allowing data to be
transmitted between the offices.

Certkiller 1 is configured to route all traffic from the main office network to the research office network by
using 131.107.22.1 as the gateway address. Certkiller 2 is configured to route all traffic from the research
office network to the main office network by using 131.107.2.254 as the gateway address. However, data
does not pass successfully between the main and research offices.

You must ensure that data can pass securely over the Internet when data is transferred between the main

and research offices.

What should you do?

A.Change the static routes that are defined through Routing and Remote Access.

The gateway address applied at Certkiller 1 should be 192.168.1.1.

The gateway address applies at Certkiller 2 should be 171.16.3.1.

A.Change the tunnel endpoints in the IPSec filters.

The tunnel endpoint for the IPSec filter applied at Certkiller 1 should be 172.16.3.1.

The tunnel endpoint for the IPSec filter applied at Certkiller 2 should be 192.168.1.1.

A.Change the IP addresses issued on the main office network from 192.168.1.0/24 to 131.107.1.0/24 and the IP
addresses issued on the research office network from 172.16.3.0/24 to 131.107.3.0/24.

Then, change the IPSec filters and routing tables at Certkiller 1 and Certkiller 2 to reflect the new IP addresses.
A.Define an additional IPSec filter at both Certkiller 1 and Certkiller 2.

At Certkiller 1, define that traffic from the 172.16.3.0/24 network to 192.168.1.0/24 network uses tunnel
endpoint

131.107.2.254.

At Certkiller 2, define that traffic from the 192.168.1.0/24 network to the 172.16.3.0/24 network uses tunnel
endpoint

131.107.22.1.

Answer: D

Explanation:

To properly construct a tunnel, you actually need two rules on each end: one for inbound traffic, and one for
outbound

and Research Office), you'd need to specify a rule that has two filter lists. The Main Office filter lists specify a
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filter for

outgoing traffic that has the Research Office router as a tunnel endpoint, then another filter for incoming traffic
from any

IP subnet that points back to the Main Office tunnel endpoint. In conjunction with these filterlists,of course,
you'd

specify a filter action that provided whatever type of security was appropriate for the connection.

Reference:

Sybex

Windows

2000 Network Infrastructure Administration (70216)

Study Guide

Incorrect Answers

A:We should not use the IP address of Certkiller 1 as the default gateway on Certkiller 1 itself. The same goes
for the

Certkiller 2.

B:No the end point must be applied to the external network adapters. NOT the internal adapters.

C:There is no need to change the IP addresses at the Corporate Office or the Research Office.thetunnel will still
not

work

QUESTION 130

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

All client computers run Windows 2000 Professional. All servers run Windows 2000 Server. All company and
user

data is stored on servers.

Administrators perform remote administration by using Terminal Services connections to the servers. Remote
administration is performed from the internal network during business hours and from remote locations after
business

hours. Users do not use Terminal Services connections.

Users in the accounting department report that several confidential files have been modified or deleted by an
unknown

user during the night. You discover that the files were modified or deleted by the user account of a former
employee in

the accounting department. You suspect that the former employee gained access to the data folder by means of a
Webbased

Terminal Services connection from outside the network.

You disable the user account. You need to ensure that only authorized administrators can connect to Terminal
Services

outside the network.

What should you do? (Each correct answer presents part of the solution. Choose two)

A.On the firewall server, disable inbound HTTP connections.

B.On the firewall server, disable inbound Terminal Services connections.

C.On all servers, disable Internet Information Services (I1S).

D.On all servers, configure Terminal Services to use a nonstandard port.

Enable this port for inbound access on the firewall server.
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E.Configure a Routing and Remote Access server as a virtual private network (VPN) server.
Grant only administrators remote access permission and configure the firewall server to allow inbound VPN
connections.

Answer: B, E

Explanation:

B:We should disable inbound Terminal Services connections.

E:We set up VPN and only administrators inbound VPN connections.
Incorrect Answers

A:Inbound HTTP connections should still be allowed.

C:lItis not necessary to disable IIS. IIS is not relevant to the problem at hand.
D:Use of a nonstandard

port improvessecurity,however terminal sessions would still be possible.

QUESTION 131

You are the network administrator Certkiller Inc. The network consists of a Windows 2000 Active Directory
domain

Certkiller .com. All servers run Windows 2000 Server. All client computers run Windows 2000 Professional.
The relevant portion of the network is shown in the exhibit.
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Certkiller 6 runs Microsoft Internet Security and Acceleration (ISA) Server. CertK 5 is a multihomed
Microsoft SQL Server 2000 computer that has a connection to Certkiller intranet and the perimeter network
(also known as the DMZ). CertK 5 hosts an orderprocessing

database. External users access this database

by means of a Web application that runs on CertK 4.

The written security policy for Certkiller does not allow external users to directly access CertK 5. However,
the SQL Server logs on CertK 5 reveal that external users are logging in to SQL Server and accessing data.
CertK 5 also hosts four other databases, which only internal users are allowed toaccess.

CertK 5 is administered from client computers that are located on Certkiller intranet and are running SQL
Enterprise Manager.

You need to configure CertK 5 to comply with the written policy, while maintaining its connectivity to CertK 4
and internal client computers.

What should you do?
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A.Remove the second network adapter in CertK 5.

Move CertK 5 to the DMZ.

Create a rule on CertK 6 that allows internal client computers to communicate with CertK 5.
A.Remove the second network adapter in CertK 5.

Move CertK 5 to Certkiller intranet.

Create a rule on CertK 6 that allows CertK 4 to communicate with CertK 5.

A.Change the server role for CertK 5 to a standalone

server.

Configure CertK 5 to use Windows Integrated authentication.

Create a rule on Certkiller 6 that allows internal client computers to communicate with CertK 5.
A.Change the server role for CertK 5 to a standalone

server.

Configure the MSSQL Server service account to use the local system account.

Configure Certkiller 4 to use SSL when accessing CertK 5.

Answer: B

Explanation:

By putting CertK 5 on the intranet we make it inaccessible for external users. There is no use for two network
adapters,

so we should remove one of them. We must also configure the firewall so that it allows communication between
the

Web Server and CertK 5.

Incorrect Answers

A:We should not put CertK 5 in the DMZ. Resources in the DMZ can be accessed by external users.

C, D:We cannot allow CertK 5 to be directly connected to the DMZ, as external users can directly access
resources in

the DMZ. We must remove the second network adapter and move CertK 5 into the DMZ.

QUESTION 132

You are the network administrator for Certkiller . The network consists of two Windows 2000 Active Directory
domains: Certkiller .com and research. Certkiller .com. Certkiller 's research department uses the research.
Certkiller .com

domain, which contains 25 user accounts. Other company departments use the Certkiller .com domain, which
contains

150 user accounts.

Each department has a wireless LAN that provides network connectivity for users from that department. All
wireless

LAN in Certkiller use Wired Equivalent Privacy (WEP). All wireless access points serve as bridges to wired
LANS.

The wired LANSs contain departmental file servers. All users have portable computers that run Windows XP
Professional. Users often roam one wireless LAN to another.

Research department data must be kept as secure as possible when it is transmitted on the wireless LAN. The
written

security policy for Certkiller states that only users in the research department should be able to connect to the
research
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department's wireless LAN or view the wireless LAN in the list of available wireless networks.

You need to configure the wireless LAN in the research department to comply with the written policy. You also
need to

ensure that the portable computers in other departments can continue to operate without configuration changes.
What should you do?

A.Configure the wireless LAN in each department to use a unique SSID.

Disable SSID Broadcast for the wireless access point of each department.

Enable MAC Filtering for the wireless access point of the research department.

B.Configure the wireless LAN in each department to usepublicas its SSID.

Enable SSID Broadcast for the wireless access point of each department.

Disable MAC Filtering for the wireless access point of the research department.

C.Configure the wireless LAN in the research department to use a unique SSID.

Disable SSID Broadcast for the wireless access point of the research department.

Enable MAC Filtering for the wireless access point of the research department.

D.Configure the wireless LAN in the research department to use a unique SSID.

Enable SSID Broadcast for the wireless access point of the research department.

Disable MAC Filtering for the wireless access point of the research department.

Answer: C

Explanation:

Only the Research department needs a unique SSID.

As SSID broadcasts are send in the clear we should disable it. When the SSID broadcasts are disabled, a
wireless

client computer cannot connect fo the AP (Access point) with an "any" SSID; the correct SSID has to be specit

client computer.

We should enable MAC Filtering. MAC filtering lets you control which computers on your network can
connect to your

base station.

Note:SSID (Service Set Identifier), a 32character

unique identifier attached to the header of packets sent over a

WLAN (wireless localarea

network) that acts as a password when a mobile device tries to connect to the BSS (Basic

Service Set). The SSID differentiates one WLAN from another, so all access points and all devices attempting
to

connect to a specific WLAN must use the same SSID. A device will not be permitted to join the BSS unless it
can

provide the unique SSID. Because an SSID can be sniffed in plain text from a packet it does not supply any
security to

the network.

An SSID is also referred to as a Network Name because essentially it is a name that identifies a wireless
network.

When one AP (Access Point) is connected to wired network and a set of wireless stations it is referred to as a
Basic

Service Set (BSS).

Incorrect Answers



070-214

A:Only the Research department needs a unique SSID.
B, D:We should disable SSID broadcasts

QUESTION 133

You are the network administrator for Certkiller . Thenetwork consistof a Windows 2000 Active Directory
domain. All

client computers run Windows XP Professional.

You are deploying an 802.11b wireless LAN in the network. The wireless LAN will useWiredEquivalent
Privacy (WEP) for all connections.

The written security policy for Certkiller states that company computers must be able to connect
automatically to the wireless LAN. Unauthorized computers must not be ably to connect to or view the
wireless LAN in the list of available wireless networks.

You need to configure all wireless access points and client computers to comply with the written policy.
What should you do?

A.Set the authentication type for the wireless LAN toShared Key.

Enable SSID Broadcast and MAC Filtering on all wireless access points.

On each client computer, add the SSID for the wireless LAN as an available network.

A.Set the authentication type for the wireless LAN toShared Key.

Disable SSID Broadcast and enable MAC Filtering on all wireless access points.

On each client computer, add the SSID for the wireless LAN as a preferred network.

A.Set the authentication type for the wireless LAN toOpen System.

Enable SSID Broadcast and disable MAC Filtering on all wireless access points.

On each client computer, add the SSID for the wireless LAN as an available network.

A.Set the authentication type for the wireless LAN toOpen System.

Disable SSID Broadcast and MAC Filtering on all wireless access points.

On each client computer, add the SSID for the wireless LAN as a preferred network.

Answer: B

Explanation:

Share Key authentication provides access control. As SSID broadcasts are send in the clear we should disable it.
When

the SSID broadcasts are disabled, a wireless client computer cannot connect to the AP (Access point) with an
"any"

We should enable MAC Filtering. MAC filtering lets you control which computers on your network can
connect to your

base station.

Note:Wireless LANS have the following types of security: SSID, MAC address filtering, and WEP.

WEP (Wired Equivalent Privacy) has three levels of security:

1.0Open system WEP

is disabled in this mode. There is no security.

2.Shared Key Authentication. Provides access control.

3.Encryption provides confidentiality to data on the network.

Incorrect Answers

A:If we enable SSID broadcasts any SSID can be used to connect to the Access Point.

C, D:Open system would disable WEP and there would be no security.
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Subsection, Configure public and private wireless LANs (0 questions)

Subsection, Configure wireless encryption levels. Levels include WEP and 802.1x (0 questions)
Subsection, Configure wireless network connection settings on client computers.Clientcomputer
operating systems

include Windows 2000 Professional, Windows XP Professional, and Windows CE 3.0 (0 questions)

QUESTION 134

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains three Windows 2000 Server computers named Certkiller 1, Certkiller 2, and Certkiller 3
that are

configured as domain controllers.

The Active Directory schema is modified to include several human resource departmentrelated

attributes. The

permissions on the attributes are configured so that only members of the human resources department can read
the

attributes in Active Directory.

A custom LDAP application is used by the human resources department to modify human resources attributes
of user

objects. The written security policy of Certkiller requires that all human resources departmentrelates

data be protected

against network inspection.

You must ensure that the written policy is enforced without preventing other clients from connecting to the
domain

controllers for authentication purposes.

What should you do?

A.Install computer certificates at all human resources computers and configure the application to implement
SSL when

connecting to the domain controllers.

B.In the Default Domain Controllers policy, assign theSecure Server (Require Security)IPSec policy.

In the Local Security Policy of the human resources computers, assign theClient (Respond Only)IPSec policy.
C.Install domain controller certificates at all domain controllers and configure the application to implement SSL
when

connecting to the domain controllers.

D.In the Default Domain Controllers Policy, enable theDigitallySign Server Communications (always)security
option.

In the Default Domain Policy, enable theDigitallySign Client Communications (always)security option.

Answer: D

Explanation:

SMB signing places a digital security signature into each SMB message, which is then verified by both the
client and the

server to deter impersonation and maninthemiddle

attacks. SMB signing must be enabled on both the client and the

server before it can be used. It is not turned on by default in Windows 2000 Server. SMB signing requires that
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both

parties trust the same C

A. If the client and the server do not trust the same CA, SMB signing won't work. To use SMB

signing, you must either enable it or require it on both the client and the server. If SMB signing is enabled on a
server,

clients that are enabled for SMB signing will use SMB signing when connecting to the server. If SMB signing is
required

on a server, a client will not be able to establish a session unless it is at least enabled for SMB signing. SMB
signing is

enabled in a Group Policy in the Security Options node under the Local Policies node.

We should assign the Secure Server (Require Security) IPSec policy to secure the domain controllers to meet
the

requirement above.

Incorrect Answers:

A,C:We must protect ALL human rources related data. Not only the application.

B:If we use theSecure Server (Require Security)IPSec policy on the domain controllers and theClient (Respond
Only)

IPSec policy on the Human Resources pc only, then other clients will not be able to connect to the domain
controllers

anymore.

QUESTION 135

You are the network administrator for Certkiller . The network consists of Windows 2000 Server computers and
Windows 2000 Professional client computers in a Windows 2000 Active Directory domain.
You want to ensure that filesharing

network traffic between the client computers and the servers uses mutual

authentication. Company policy does not allow the use of IPSec on Certkiller network.

What should you do?

A.Create a Group Policy object (GPO) that applies to all client computers.

In the GPO, enable theSecurechannel: Digitally sign secure channel data (when possible)setting.
B.Create a Group Policy object (GPO) that applies to all client computers.

In the GPO, enable theDigitallysign client communication (when possible)setting.

C.Create a Group Policy object (GPO) that applies to all servers.

In the GPO, enable theDigitallysign server communication (always)setting.

D.Create a Group Policy object (GPO) that applies to all servers.

In the GPO, configure theLAN Manager Authentication Levelto use NTLMv2 only.

Answer: D

Explanation:

NTLM version 2 is the most secure.

Note:TheLAN Managerauthenticationleveldetermines which challenge/response authentication protocol is used
for

network logons. This choice affects the level of authentication protocol used by clients, the level of session
security

negotiated, and the level of authentication accepted by servers. The NTLM authentication package in Windows
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2000

supports three methods of challenge/response authentication: LAN Manager (LM) which is least secure, NTLM
version

1, NTLM version 2 which is the most secure.

By default, all three challenge/response mechanisms are enabled. You can disable authentication using weaker
variants

by setting the LAN Managerauthenticationlevel security option in local security policy for the computer.
Reference:

How to Enable NTLM 2 Authentication for Windows 95/98/2000 and NT, Microsoft Knowledge Base Article
Q239869

Incorrect Answers:

A:We do not need to enable the Secure channelB:We do not need to enable theDigitallysign clientC:We do not
need

to enable the Digitally sign server

QUESTION 136

You are the network administrator for Certkiller . The network consists of 12 Windows 2000 member servers,
40

Windows 2000 Professional client computers, and 60 Windows NT Workstation 4.0 computers. All the
computers are

part of a Windows 2000 Active Directory domain and have the latest service packs installed.

You want to ensure that filesharing

network packets between the client computers and the servers will be rejected

when an attacker on the network alters those packets.

What should you do?

A.Enable Server Message Block (SMB) signing on all computers in the domain.

B.Restrict access over anonymous connections on all computers in the domain.

C.Configure theLAN Manager Authentication Levelon all computers in the domain to use NTLMv2 only.
D.Configure all computers in the domain to use IPSec Authentication Header (AH) for file share network
communication.

Answer: A

Explanation:

SMB Signing puts a digital signature on SMB messages on the network. This can prevent maninthemiddle
attacks

and message DOS attacks. If you use this feature, performance will be affected (1015%

loss) and only Windows

98/NT/2000 clients will be able to connect to the Server.

Incorrect Answers

B:Restricting anonymous access would increase security, but packets could still be tampered with.
C:NTLMv2 only affects authentication. Packets could still be tampered with.

D:IPSec Authentication Header (AH) only secures authentication, not data transfers.

QUESTION 137
You are the administrator of a Windows 2000 Network. The network consists of a Windows 2000 Active
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Directory

domain. The domain contains Windows 2000 Server computers and Windows 2000 Professional client
computers. The

client computers often connect to a Windows 2000 standalone

server named Certkiller 1. The client computer can

connect to Certkiller 1 only through a Network Address Translation (NAT) device.

You want to ensure that Certkiller 1 will reject file sharing network packets when they are altered during
transmission.

What should you do?

A.Configure the local Group Policy on Certkiller 1 to enable theSecurechannel: Digitally encrypt or sign secure
channel data (always)setting.

B.Configure the local Group Policy on Certkiller 1 to enable theDigitallysign server communication
(always)setting.

C.On the client computers and on Certkiller 1, implement an IPSec policy that uses IPSec Authentication
Header (AH).

D.On the client computers and on Certkiller 1, implement an IPSec policy that uses a preshared key as the
authentication

method.

Answer: B

Explanation:

Digitally sign server communications (always) TheWindows

2000 Server Message Block (SMB) authentication

protocol supports mutual authentication, which closes a "maninthemiddle™

attack, and supports message

authentication, which prevents active message attacks. SMB signing provides this authentication by placing a
digital

signature into each SMB, which is then verified by both the client and the server.In order to use
SMBsigning,you must

either enable it or require it on both the SMB client and the SMB server. If SMB signing is enabled on a server,
then

clients that are also enabled for SMB signing will use the packet signing protocol during all subsequent
sessions. If SMB

signing is required on a server, then a client will not be able to establish a session unless it is at least enabled for
SMB

signing.

Encryption of secure channels

Member workstations and servers communicate with their domain controllers and domain controllers
communicate with

other domain controllers using secure channels. In addition to authentication, you can encrypt and check the
integrity of

these communications.

Note: SMB Signingputs a digital signature on SMB messages on the network. This can prevent maninthemiddle
attacks and message DOS attacks. If you use this feature, performance will be affected (1015%

loss) and only
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Windows 98/NT/2000 clients will be able to connect to the Server.

Reference:

Microsoft Windows 2000 Resource Kit Help

Incorrect Answers

A:Secure channel: Digitally encrypt or sign secure channel data (always) When

a Windows 2000 system joins

a domain, a computer account is created. Thereafter, when the system boots, it uses the password for that
account to

create a secure channel with the domain controller for its domain.Requests sent on the secure channel are
authenticated,

and sensitive information (such as passwords) is encrypted, but the channel is not integrity checked and not all
information is encrypted. This is the next best solution.

C:Authentication Header (AH) is used for authentication not for transfer of data.

D:We are required to secure transfer of data, not to define secure authentication.

QUESTION 138

You are the network administrator for Certkiller . The Certkiller network is protected by a perimeter network
(also

known as DMZ). The DMZ contains two thirdparty

firewall servers and a Windows 2000 Server computer named

Certkiller 1. Certkiller 1 runs Internet Information Services (11S) and hosts an application. The application
writes data to a

Windows 2000 Server computer named Certkiller 2. Certkiller 2 runs Microsoft SQL Server 2000.

The relevant portions of the network are shown in the exhibit.
131.107.5.100/24

131.107.5.100

TestKing2

TestKing1 1
Firewall (1s) Firewall (SQL)
TestKing DMZ TestKing LAN

All data that is gathered by means of the application must be encrypted as it is transmitted from Certkiller 1 to
Certkiller 2. Certkiller 2 hosts databases that do not require encryption for SQL sessions.

You must secure the data transmitted from Certkiller 1 to Certkiller 2, but you are not allowed to modify the
current

network infrastructure.

What should you do?

A.On Certkiller 1, install a Web server certificate.

Configure 11S to require SSL encryption for all connections to the application.

B.On Certkiller 1, install a Web server certificate.

Configure 11S to require SSL encryption for the Default Web site.

C.On Certkiller 2, install a Web server certificate.

On Certkiller 2, enforce SQL protocol encryption.

D.On Certkiller 2, install a Web server certificate.

On Certkiller 1, enforce SQL protocol encryption.
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Answer: A

Explanation:

We must install a Web server certificate on the web server, Certkiller 1. We should also configure SSL for all
connections to the application.

Note:SQL Server can use the Secure Sockets Layer (SSL) to encrypt all data transmitted between an application
computer and an instance of SQL Server.

Reference:

SQL Server 2000 Books Online, Using Encryption Methods

Incorrect Answers

B:We must ensure encryption of the application, not of the default web site.

C, D:The Web server certificate should be installed on the Web Server not on the SQL Server.

QUESTION 139

You are the network administrator for Certkiller . The LAN consists of a Windows 2000 Active Directory
domain. The

network also included a perimeter network (also known as the DMZ) that hosts all Internetaccessible
services. The

domain includes a Windows 2000 Server computer configured as an enterprise Certification Authority (CA)
that issues

IPSec certificates.

A Windows 2000 Advanced Server computer named Certkiller 1 runs Internet Information Services (I1S) 5.0.
Certkiller 1 is a standalone

server in a workgroup named Internet and is located in the DMZ.

The IT manager wants to allow external customers to connect to Certkiller 1 only by using HTTP or HTTPS
protocols.

However, administrators of Certkiller 1 need to connect to Certkiller 1 with protocols other than HTTP and
HTTPS.

You create a custom IPSec policy named WeblPSec and assign the policy in the Local Security Policy of
Certkiller 1.

Then, you create two IPSec filters in the WebIPSec policy.

You need to ensure that external customers can connect to Certkiller 1 only by using HTTP, HTTPS, and
protocols not

protected by IPSec. You also must ensure that administrators can connect to Certkiller 1 with all protocols.
What should you do?

A.Configure the first filter to permit HTTP and HTTPS connections and the second filter to block all IP traffic.
Configure the WeblIPSec policy to use Kerberos authentication.

B.Configure the first filter to permit HTTP and HTTPS connections and the second filter to negotiate security
for all IP

traffic.

Configure the WeblIPSec policy to use Kerberos authentication.

C.Configure the first filter to permit HTTP and HTTPS connections and the second filter to negotiate security
for all IP

traffic.

Install an IPSec certificate on Certkiller 1.
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Configure the WebIPSec policy to use certificatebased

authentication.

D.Configure the first filter to negotiate security for HTTP and HTTPS connections and the second filter to block
all IP

traffic.

Install an IPSec certificate on Certkiller 1.

Configure the WebIPSec policy to use certificatebased

authentication.

Answer: C

Explanation:

The first filter should permit HTTP and HTTPS traffic. As Certkiller 1 is a member server and there is CA in
the domain

we can use an IPSec certificate for Certkiller 1 and use certificatebased

authentication.

Incorrect Answers

A:The second filter cannot block all IP traffic. We must allow the administrators to access Certkiller 1 with all
protocols.

B: Certkiller 1 is a member of the domain, but not a domain controller. We cannot use Kerboros authentication
on it.

D:We should not negotiate security for the filter.

QUESTION 140

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
Currently, five Windows 2000 member servers host the corporate Internet Web site. These servers run Internet
Information Services (11S) 5.0.

You plan to enable authentication to access the Web site. Some customers who connect to the Web site use a
certificate that you distribute to them. Other customers who do not have a valid certificate need to be prompted
for a

user name and password.

You have already installed a Web server certificate on the Web servers, and you have mapped all issued
certificates to

the correct user accounts. You want to ensure that users both with and without certificates are authenticated.
How should you configure each of the Web servers? (Each correct answer presents part of the solution. Choose
two)

A.Change the authentication methods to disableAnonymous access.

B.Change the application protection level toHigh (Isolated).

C.Enable theAccept client certificatesoption.

D.Enable theRequireclient certificatesoption.

E.Enable theRequiresecure channel (SSL)option.

Answer: A, C
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Explanation:
A:We should disable anonymous access.
C:We should enable client certificates.

T~ Bequie secure channel [S51]
IZ Er
Clent certiicates

T Igraee clent cedifcates
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g chenk costiliates [ e

I” Eninbie ceitificats st fist

Incorrect Answers

B:Running an application inHigh (Isolated)application protection level does not directly affect which
authentication

methods that are allowed.

D, E:We should not require either client certificates or secure channel (SSL).

QUESTION 141

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

A Windows 2000 Member server named Certkiller 1 hosts the corporate intranet Web site. Certkiller 1 runs
Internet

Information Services (11S) 5.0. All files on Certkiller 1 are protected by NTFS permissions.

You want to allow users to use client certificates for authentication to the intranet Web site. You issue a
certificate to all

users and map each certificate to the correct domain user account. However, you cannot enable the Accept
client

certificates option for the intranet Web site.

What should you do?

A.Install a Certification Authority (CA) on Certkiller 1.

B.Install a Web server certificate on the intranet Web site.

C.Configure the authentication methods of the intranet Web site to disableAnonymous access.

D.Configure the local Group Policy on Certkiller 1 to assign theStore password using reversible encryption for
all users

in the domainpolicy.

Answer: B
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Explanation:
We need a Web server certificate.

QUESTION 142

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 runs Internet
Information

Services (11S) and hosts intranet Web sites. All client computers run Windows 2000 Professional and use
Microsoft

Internet Explorer as their only Web browser.

The Payroll Web site is confidential. Only employees in the accounting department are allowed to connect to
the Payroll Web site. Data transmitted to and from the Payroll Web site must be secure. The written security
policy for Certkiller requires the strongest possible encryption and authentication on Certkiller 1.

You create a global group named Accounting_Users. The Accounting_Users group contains only user
accounts for employees in the accounting department. You assign the Accounting_Users group NTFS
permissions for the Payroll Web site. Now, you must ensure that Certkiller 1 complies with the written policy.
What should you do?

A.On Certkiller 1, install a Web server certificate.

Then, implement SSL security for the Default Web site, enforce 128bit encryption, and enable only Basic
authentication.

A.On Certkiller 1, install a Web server certificate.

Then, implement SSL security for the Payroll Web site, enforce 128bit

encryption, and enable only Integrated

Windows authentication.

A.On each client computer in the accounting department, install a computer certificate.

On Certkiller 1, implement SSL security for the Default Web site, enforce 128bit

encryption, and enable only Basic

authentication.

A.On each client computer in the accounting department, install a computer certificate.

On Certkiller 1, implement SSL security for the Payroll Web site, enforce 128bit

encryption, and enable only Integrated

Windows authentication.

Answer: B

Explanation:

Integrated Windows authenticationis also known as Windows NT Challenge/Response and

NTLM.Integrated Windows authentication is fairly secure because it does not ever transmit

actualpasswords. Integrated Windows authentication uses either Kerberos or NTLM authentication protocols.
Integrated Windows authentication enables the browser to use the current logon information to access secured
data. If

the user is already logged in to the network with a valid user name and password and tries to access web content
that is

secured using NTFS permissions, the browser can pass the logon information behind the scenes and
authenticate the
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user without using any prompts for logon information. If the user has not logged on already, they are prompted
for the

logon information.

Further we need a certificate for the Web server, not for the clients.

Reference:

HOWTO: Set Up SSL Using I1S 5.0 and Certificate Server 2.0, Microsoft Knowledge Base Article Q299525
Incorrect Answers

A,C:Basic authentication is supported by most browsers and most web servers in order to comply with HTTP
specifications. When Basic authentication is implemented, 1S prompts users for a valid account and password
that is

then used to authenticate the user and to set file security so that the user is allowed to access data only according
to

permissions. A major security risk is associated with using Basic authentication: the logon information passes
unencrypted.

D :We need a certificate for the Web server, not for the clients.

QUESTION 143

You are responsible for security for Certkiller network. The network consists of a Windows 2000 Active
Directory

domain. Certkiller uses Microsoft Exchange 2000 Server for email

services and implements the Key Management

Services (KMS) to allow recover of email

private keys.

A consultant's portable computer is stolen during a business trip. No messages are lost due to the theft because
the

email messages were stored on the mail server, named Certkiller 1.

You issue a new portable computer to the consultant. However, the consultant is unable to open previously
encrypted

email messages and cannot send digitally signed messages to other employees in Certkiller .

You need to recover the email

messages and ensure that all email

sent from the consultant is digitally signed.

What should you do?

A.lssue new digital signing and mail encryption certificates to the consultant.

B.Issue a new mail encryption certificate to the consultant and have the consultant export the certificate and
private key

into a PKCS#12 format file.

C.Recover the mail encryption private key and issue a new digital signing certificate to the consultant.
D.Recover the mail encryption private keys from the KMS database and have the consultant export the
certificate and

private key into a PKCS#12 format file.

Answer: D

Explanation:
To recover the email
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messages and to ensure that all email

sent from the consultant is digitally signed, we should

recover the mail encryption private keys from the KMS database and have the consultant export the certificate
and

private key into a PKCS#12 format file.

QUESTION 144

You are the network administrator for Certkiller . The network contains four Windows 2000 Server computers:
Certkiller 1, Certkiller 2, Certkiller 3, and Certkiller 4.

Certkiller 1, Certkiller 2, and Certkiller 3 run Routing and Remote Access and accept dialup

connections from company

users. Each server is connected to a modem bank, which automatically directs an incoming phone number to the
first

free phone line.

Certkiller 4 runs Internet Authentication Service (ISA). Certkiller 1, Certkiller 2, and Certkiller 3 are configured
to use

Certkiller 4 as a Remote Authentication Dialln

User Service (RADIUS) server. Certkiller 4 is configured to accept

Certkiller 1, Certkiller 2, and Certkiller 3 as RADIUS clients.

You configure remote access polices on Certkiller 1 as shown in the following table.

_ Policy name Policy condition
Policy Order

1 Allow_DU_Night Allows Members of the Domain
Users group to dial in
between5:00 P.M.and11:00 P.M.
each weekend

2 Allow_Admins Allows members of the Domain
Admins group to dial in at all times

3 Block_Weekend Prevents all users from dialing in to
the server on weekends

Members of the Domain Admins group report that they are sometimes able to connect on weekends. However,
they

can also connect at any time during the week. Members of the Domain Users group report that they are
sometimes

unable to connect during the week and are sometimes able to connect on weekends.

You need to ensure that all members of the Domain Users group can dial in only between5:00 P.M.and 11: P.M.
on
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weekdays and that all members of the Domain Admins group can dial in at any time. You also want to
minimize the

amount of time required to change or add remote access policies in the future.

What should you do?

A.Configure Certkiller 4 to have the same remote access policies as Certkiller 1.

B.Configure Certkiller 2 and Certkiller 3 to have the same remote access policies as Certkiller 1.

C.On Certkiller 1, move the Block_Weekend remote access policy to come before the Allow_Admins remote
access

policy.

D.On Certkiller 1, move the Block_Weekend remote access policy to come before the Allow_DU_Night remote
access

policy.
Answer: A

Explanation:

The Remote Access Policies (RAPs) on the RADIUS client Certkiller 1 are correctly configured. However, we
need to

use these RAPs on the RADIUS as well to ensure that they are applied to Certkiller 2 and Certkiller 3 as well.
Note:

Remote Access Policies are processed on by one in order. Only the first matching remote access policy is
applied.

Incorrect Answers

B:We could apply the RAPs from Certkiller 1 on Certkiller 2 and Certkiller 3. However, if we in the future need
to

change the RAPs we would have to change them in three places. We should administer the RAPs centrally on
RADIUS

server Certkiller 4.

C, D:There RAPs are ordered in the proper order. Furthermore, if we move Block_Weekend RAP before the
Allow_admins or before the Allow_DU_Night, the Admins would not be able to get access on weekends.

QUESTION 145

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

and a Windows 2000 Server computer named Certkiller 1.

Certkiller 1 is not a member of the domain. Certkiller 1 contains two network adapters. One network adapter is
connected to Certkiller 's network, and the other is connected to the Internet. Certkiller 1 runs Routing and
Remote

Access and accepts virtual private network (VPN) connections from the Internet. Certkiller 1 is configured to
audit all

logon events and all account logon events. The security log on Certkiller 1 is configured with the default
settings.

You review the Security log on Certkiller 1 and discover that a former employee named Jack establishes a VPN
connection with Certkiller 1 every evening. The log reveals that Jack used her old user account to authenticate
to
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Certkiller 1.

You need to secure the network against further access by Jack's user account and retain evidence of Jack's
activity for

Certkiller 's legal department. You also need to ensure that Certkiller 1 continues to function normally.
Which two actions should you take? (Each correct answer presents part of the solution. Choose two)
A.On Certkiller 1, disable Jack's local user account.

B.On Certkiller 1, increase the size of the Security log to 1,024 KB.

C.On a domain controller, disable Jack's domain user account.

D.On Certkiller 1, save the contents of the Security log to a file named Certkiller 1Log.evt.

E.On Certkiller 1, stop Routing and Remote Access and set the startup mode toDisabled.

Answer: A, D

Explanation:

A:As Certkiller 1 is not a member of the domain we must disable Jack's local user account.

D:We must save the contents of the Security log before it is overwritten.

Incorrect Answers

B:We should immediately save the security log.

C: Certkiller 1 is not a member of the domain and Jack's domain user account cannot be used to access
Certkiller 1.

E:We must ensure that Certkiller 1 functions normally. We cannot stop and disable the Routing and Remote
Access

service.

QUESTION 146

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain includes a Windows 2000 Server named Certkiller 1, which runsRoutingand Remote Access.
Certkiller 1 is

configured to allow both dialup

and virtual private network (VPN) connections.

Certkiller issues smart cards. The smart cards will be used for both dialin

and VPN users.

All users who connect remotely to the network are issued Windows XP notebook computers with PC
Cardbased

smart card readers. The users are required to use smart cards only when they connect to the

network remotely. Smart card usage should not be enforced for local network authentication.

You need to implement a remote access solution that will enforce smart card access for all dialup

and VPN

connections.

What should you do?

A.Enable theSmart card is required for interactive logonaccount option for all user accounts in the domain.
B.Issue a computer certificate to Certkiller 1.

Configure the Remote Access Policy at Certkiller 1 to accept only EAPMD5

authentication and use the computer

certificate for authentication.



070-214

A.Issue a user certificate to the Administrator account on Certkiller 1.
Configure the Remote Access Policy to accept only EAPMD5
authentication and use the Administrator's user

certificate for authentication.

A.lIssue a computer certificate to Certkiller 1.

Configure the Remote Access Policy to accept only EAPTLS
authentication and use the computer certificate for

authentication.

A.Issue a user certificate to the Administrator account on Certkiller 1.
Configure the Remote Access Policy to accept only EAPTLS
authentication and use the Administrator's user certificate

for authentication.

Answer: D

Explanation:

For remote access connections, you must use the Extensible Authentication Protocol (EAP) with the Smart card
or

other certificate (TLS) EAP type, also known as EAPTransport

Level Security (EAPTLS).

To use smart cards for

remote access authentication, you must do the following:

1.Configure remote access on the remote access server.

2.Install a computer certificate on the remote access server computer.

3.Enable a smart card logon process for the domain.

4.Enable the Extensible Authentication Protocol (EAP) and configure the Smart card or other certificate (TLS)
EAP

type on the remote access server computer.

5.Enable smart card authentication on the dialup

or VPN connection on the remote access client computer.

Reference:

Windows 2000 Server documentation,Usingsmart cards for remote access.

QUESTION 147

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain is configured to audit logon events.

Certkiller 's written security policy prohibits remote access to Certkiller network. All network services are in
compliance

with the written policy.

Tess is a user in the research department. On Friday, Jack leaves on a twoweek

vacation. The following Monday, you

discover that the Security log on each domain controller in the domain contains the following event.

Event ID: 529 (0x0211)

Type: Failure Audit

Description: Logon Failure
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Explanation: Unknown user name or bad password

User Name: TessDomain: Certkiller

Logon Type: 3Logon Process: NETLOGON

Authentication Package:NTLM Workstation Name: CK1

The event appears throughout the weekend in groups of three with 30minute
gaps between each appearance. As you

are examining the log, the event occurs again three times in rapid succession.
You need to immediately prevent this security violation from succeeding. You do not want to affect other
network users.

What should you do?

A.Disable the domain computer account for CK1 .

B.Disable the domain user account for Tess.

C.Stop the Net Logon service on all domain controllers.

D.Delete the domain user account that is used by the user of CK1 .

Answer: B

Explanation:

Someone is using Jack's user account in order to gain access to the network. We should disable the domain user
account.

Incorrect Answers

A:We are interesting in preventing login using the user account. The computer account is not as important.
C:Stopping the Net Logon service would prevent all users from loggin onto the domain.

D:It is better to just disable Jack's account. If we delete it we would have to recreate it with proper permissions
and

rights.

QUESTION 148

You are the network administrator for you Certkiller Ltd. The network consists of a Windows NT 4.0 domain
named

Certkiller . The domain contains five Windows NT Server 4.0 computers that are configured as domain
controllers.

The PDC in the Certkiller domain is named CertK 3. The domain also includes a Windows NT Server 4.0
computer

named CertK 1. CertK 1 runs Remote Access Service.

You upgrade Certkiller 1 to Windows 2000 Server. You upgrade CertK 3 to Windows 2000 Server. During the
upgrade, you configure permissions on CertK 3 that are compatible with Windows 2000 Server computers.
Certkiller acquires another company that has a Windows NT 4.0 domain. You join the Windows NT Server
4.0 computer named CertK 2 to your domain. CertK 2is running Remote Access Service.After CertK 2 joins
the new domain, users report that they fail to authenticate to CertK 2 when they use a dialup

connection.

You need to ensure users can use CertK 2 for remote access connections.

What should you do?

A.Add theEveryonegroup to the PreWindows

2000 Compatible Access group.
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B.Add CertK 2 to the DNSUpdateProxy group.
C.Import the Dcup.inf security template to the Local Security Policy on CertK .
D.Import the Defltdc.inf security template to the Local Security Policy on CertK

Answer: A

Explanation:

By adding theEveryonespecial group as a member of the PreWindows

2000 Compatible Access group, any RAS

caller is enabled to be authenticated by the Windows NT 4.0 RAS server.

Reference:

HOW TO: Add Users to the PreWindows

2000 Compatible Access Group, Microsoft Knowledge Base Article Q303973

HOW TO: Restore the Default NTFS Permissions for Windows 2000, Microsoft Knowledge Base Article
Q266118

Incorrect Answers

B:The DNSUpdateProxy group is used to enable DHCP servers to update DNS records that other DHCPservers
in

the DNSUpdateProxy group owns. It does not apply to this scenario,

C:Dcup.inf should only be applied to Windows NT 4.0 domain controllers that have been upgraded to Windows
2000.

D:The Defltdc.inf security template is used on Windows 2000 domain controllers to apply default settings for
NTFS

permissions, registry permissions, default user rights, and so on. It does not apply here.

QUESTION 149

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .com. The network contains a Microsoft Internet Security and Acceleration (ISA) Server
computer

named Certkiller 1 that protects the perimeter network (also known as DMZ) from the Internet. The DMZ
contains a

Windows 2000 Server computer named Certkiller 2. Certkiller 2 runs Internet Information Services (11S) and is
accessible from the Internet.

The DMZ is configured as shown in the exhibit.

(J Internet \L)— E}
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\_  Private Network
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TestKing2
(1S)
Certkiller 2 hosts a Webbased
application that requires SSL encryption. The written security policy for Certkiller
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requires that Certkiller 1 inspect all inbound traffic from the Internet.

To implement SSL encryption, you acquire a certificate named www. Certkiller .com from a commercial
Certification

Authority (CA). You install it on Certkiller 2. DNS correctly resolves the certificate's subject name with the
Internetaccessible

IP address for Certkiller 2.

You need to enable SSL encryption on the Web site and allow content inspection on all traffic that passes
through

Certkiller 1.

What should you do?

A.Export the certificate to a .cerformatted

file.

Import the .cer file to Certkiller 1.

Configure a firewall rule at Certkiller 1 that redirects SSL requests as HTTP requests.

B.Export the certificate and private key to a .pfxformatted

file.

Import the .pfx file to Certkiller 1.

Configure a firewall rule at Certkiller 1 that redirects SSL requests as HT TP requests.

C.Export the certificate to a .cerformatted file.

Import the .cer file to Certkiller 1.

Configure a firewall rule at Certkiller 1 that redirects SSL requests as SSL requests.

D.Export the certificate and private key to a .pfxformatted

file.

Import the .pfx file to Certkiller 1.

Configure a firewall rule at Certkiller 1 that redirects SSL requests as SSL requests.

Answer: B

Explanation:

We must expert the Personal Information Exchange, the .pfx file, from the 11S server to the ISA server.
Furthermore we

must configure the ISA server to redirect SSL requests as HTTP requestsl.
Note:ThelnternetDataCenterarchitecture implementation of Secure Sockets Layer (SSL) bridging is designed to
offload

the processing of SSL packets from the 1IS Web servers, and have the ISA Server 2000 computers manage the
SSL

sessions with Internet clients.Because the HTTPS connection will terminate at the ISA Server computers (and
not at the

Web servers), the Web server's certificate must be installed on each ISA Server computer.You must either
obtain a

new certificate from a certification authority or export an existing certificate from the 11S servers.

Incorrect Answers

A, C:We must expert the Personal Information Exchange, the .pfx file, not the .cer file.

D:We must redirect the SSL requests as HTTP requests.




QUESTION 150

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory

domain.

The domain contains a Windows 2000 Server computer named Certkiller Srv. Certkiller Srv runs Microsoft

SQL Server

2000 and contains databases that are used by all company employees. Certkiller Srv is configured as shown in

the
following table.
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Configuration option

Parameter

Server role

Domain member server

SQL Authentication mode

Mixed mode

MSSQLServer service account

LocalSystem

SQL system administrator account name sa

SQL system administrator account password password

Certkiller Srv is configured to use domain groups as login accounts. Company users access Certkiller Srv by
means of

membership in the appropriate domain group.

The written security policy for Certkiller prohibits the use of SQL Server login accounts on Certkiller Srv.
The written policy also prohibits any user from accessing Certkiller Srv by means of thesalogin account.
You need to ensure that Certkiller Srv complies with the written policy, while continuing to allow access to
authorized users.

Which action or actions should you take? (Choose all that apply)

A.Configure Certkiller Srv to use Windows authentication.

B.Configure Certkiller Srv as a member of a workgroup.

C.Configure the MSSQL Server service in Certkiller Srv to use the local Administrator account.
D.Configure the MSSQL Server service on Certkiller Srv to use the local nonadministrative

accounts.

Answer: A, C

Explanation:

A:By changing SQL Authentication mode from Mixed Mode to Windows Authentication mode sql logins,
including the

salogin, could not be used to access the SQL Server computer.

C:As Certkiller 1 is a Domain member server we should use the local Administrator account, not the
LocalSystem,

account for the MSSQL Server service.

Reference:



070-214

SQL Server Books Online, Authentication Modes

Incorrect Answers

B:The SQL Server computer is already a member of the domain. We should not make it a member of a
workgroup.

D: Certkiller Srv needs local administrative rights and permissions.

QUESTION 151

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The engineering department has several computers that run BSD UNIX. One of the engineers, Bruno, works
from

home two days a week and requires full access to the network over a dialup

connection.

All dialup

connections to the network are made through a Windows 2000 Server computer named Certkiller 1, which
runsRoutingand Remote Access. Certkiller 1 has the latest security updates applied.

Bruno's BSD UNIX client computer can authenticate to Certkiller 1 only by using CHAP authentication. You
must allow

Brunt to authenticate to Certkiller 1 by using CHAP but not allow other users to authenticate with CHAP
authentication.

Which three actions should you take? (Each correct answer presents part of the solution. Choose three)
A.Create a new Remote Access Policy named UNIXChap on Certkiller 1.

Modify the UNIXChap policy to allow only CHAP authentication.

Create a domain security group named AllOtherUsers and modify the UNIXChap policy to apply only to
members of

AllOtherUsers.

Add all user accounts except Bruno's account to the AllOtherUsers group.

Deny remote access permission for the remote access policy if the conditions are met.

B.Create a new Remote Access Policy named UNIXChap on Certkiller 1.

Modify the UNIXChap policy to allow only CHAP authentication.

Create a domain security group named UNIXUsers and modify the UNIXChap policy to apply only to members
of

UNIXUsers.

Add Bruno's user account to the UNIXUsers group.

Grant remote access permission for the remote access policy if the conditions are met.

C.Sort the Remote Access Polices on Certkiller 1 so that the default Remote Access Policy is first on the list.
D.Sort the Remote Access Polices on Certkiller 1 so that the default Remote Access Policy is last on the list.
E.Modify Bruno's user account to enable theStore Password using reversible encryptionoption.

Then, have Bruno change his password.

F.Modify Bruno's user account to enable theAccount is trusted for delegationoption.

Then, have Bruno change his password.

Answer: B, D, E

Explanation:
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A remote network user trying to connect to the RRAS server will go through several steps

thattake an extremely short time to happen. The process is well documented in many places,

butit deserves some attention here. The highlevel steps are as follows:

(1).RRAS tries to match a policy with the conditions of the current connection attempt. It starts from the top of
the list

of policies and goes down. If it finds a policy that matches the conditions, it uses that policy to determine
permissions. If

no policy is found that matches the conditions, the connection is denied.

(2).If a policy is found that matches the conditions, RRAS processes it for permissions. This works as follows:
(@).1f the account Dialln

tab is set to Allow Access, the connection can proceed.

(b).If the account Dialln

tab is set to Deny Access, the connection is denied.

(c).1f the account Dialln

tab is set to Control Access Through Remote Access Policies, the permissions section of the

policy is evaluated and processed according to its Grant or Deny permissions.

(3).Theprofile is applied to the connection. If the connection does not meet a parameter in the profile, the
connection is

denied.

As you can see, making the connection work properly involves many considerations.

Troubleshooting RAS policies can be easy if you keep these steps in mind and remember that

RRAS evaluates each policy in order starting from the top and going down. If RRAS finds a

matchto the conditions and the connection fails because of permissions or profile constraints,

RRAS will not attempt to find another policy that might also match further down the list.

Store password using reversible encryption The

intent of this policy is to provide support for applications which

use protocols that require knowledge of the user password for authentication purposes. Storing passwords using
reversible encryption is essentially the same as storing cleartext

versions of the passwords. For this reason, this policy

shouldnever be enabledunless application requirements outweigh the need to protect password information.
Account is trusted for delegation The

user or object that is granted this privilege must have write access to the

account control flags on the user or computer object. A server process running on a computer (or under a user
context)

that is trusted for delegation can access resources on another computer using a client's delegated credentials, as
long as

the client's account does not have theAccount cannot be delegatedaccount control flag set.

Reference:

Moc Windows

2000 Network Infrastructure Administration (70216)

(Course 2153b)

QUESTION 152

You are the network administrator for Certkiller . The network has a Windows 2000 Active Directory domain
named

Certkiller .com. Certkiller also has a UNIX Kerberos realm named kerb. Certkiller .com. Most client computers
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use

Certkiller .com for network authentication. The remaining clients must use the Kerberos realm kerb. Certkiller
.com

All computers on the network use the same DNS servers. All users have accounts in the Kerberos.com realm,
and the

users' passwords have been synchronized. Active Directory user accounts are mapped to the Kerberos account
names

in the Kerberos realm.

You must provide access to resources shared within the Active Directory domain to the users of Windows 2000
Professional client computers when they authenticate to the kerb. Certkiller .com realm.

What should you do? (Each correct answer presents part of the solution. Choose two)

A.Configure Certkiller .com to trust the kerb. Certkiller .com realm.

B.Use KSetup to add the kerb. Certkiller .com to the Certkiller .com directory database.

C.Map the root account from kerb. Certkiller .com to the administrator account of Certkiller .com.

D.Use Kinit to obtain a ticketgranting

ticket for your domain controllers.

E.Use the Smbclient utility on kerb. Certkiller .com to map a drive to the Sysvol share on the Active Directory
domain.

F.Install Services for UNIX on the domain controllers.

Answer: E, F

Explanation :

Microsoft offers utilities and tools that allow UNIX clients to access a Windows 2000based

network. UNIX clients

must be authenticated to maintain the security of your network. You must secure the common software, file
systems,

and protocols that UNIX clients use to access resources on a network. Three of the most common and most
important

file systems and protocols are Server Message Block (SMB), Network File System (NFS), and Transmission
Control Protocol/Internet Protocol (TCP/IP).

Microsoft Services for UNIX version 2.0 includes tools that integrate UNIX and Windows networks. You can
use

Services for UNIX to improve the interoperability between UNIX clients and a Windows 2000 network. To
connect

fromUnixto a windows 2000 machine we would use the SMBclient.

Reference :

http://www.cs.washington.edu/lab/sw/uwcsesamba.html

QUESTION 153

You are the administrator of a Windows 2000 Active Directory domain Certkiller .com. The domain contains
3,000

Windows Professional client computers and 250 Windows 2000 Server computers.Administrators of the
domain is

delegated to a group named DomainManagers.

The DomainManagers group has 12 user accounts in an organizational unit (OU) named Managers.

You need to ensure that the 12 user accounts in the DomainManagers group cannot be used by applications.
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What should you do?

A.Change the properties of the 12 user accounts to enable theAccounts is trusted for delegationoption.
B.Change the properties of the 12 user accounts to enable theAccount is sensitive and cannot be
delegatedoption.

C.Create a new Group Policy object (GPO) and link it to the Managers OU.

Configure the GPO to configure the KerberosMaximum lifetime for server ticketsand theMaximum lifetime for
user ticketspolicies to30 minutes.

Assign theApply Group Policypermission of the GPO to only the DomainManagers group.

A.Create a new Group Policy object (GPO) and link it to the Managers OU.

Configure the GPO to enable the KerberosEnforce user logon restrictions policy.

Assign theApply Group Policypermission on the GPO to only the DomainManagers group.

Answer: B

Explanation:

Select theAccount is sensitive and cannot be delegatedoption if this account cannot be assigned for delegation
by

another account.

Incorrect Answers

A:We must prevent that accounts will be delegated.

C:Maximum lifetime for server tickets Determines

the maximum amount of time (in minutes) that a granted session

ticket can be used to access a particular service

D:Enforce user logon restrictionsDetermineswhether

the Kerberos Key Distribution Center (KDC) validates every

request for a session ticket against the user rights policy of the target computer. Validation of each request for a
session

ticket is optional because the extra step takes time and may slow network access to services. By default, this
setting is

enabled in the Default Domain Group Policy object (GPO).

QUESTION 154

You are the network administrator for Certkiller . The research departmentemployeesstore all researchrelates
documents on a file server named Certkiller 1.

The research department manager mandates that all documents stored in the Research share on Certkiller 1 be
encrypted by using the Encrypting File System (EFS) to prevent unauthorized access to the documents. You
issue Basic

EFS certificates to all research department members. You implement an EFS Recover Agent policy that enables
EFS

encryption. At Certkiller 1, you enable EFS encryption for the folder that is shared as Research.

When a user attempts to save a file to Research on Certkiller 1, the attempt fails. You verify that NTFS and
share

permissions are correctly configured.

You must enable EFS encryption for the Research share on Certkiller 1 and ensure that users can continue to
access

their files.
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What should you do?

A.In the Active Directory Users and Computers console, modify the properties of Certkiller 1 to enable theTrust
computer for delegationattribute.

B.In the Active Directory Users and Computers console, modify the properties of all research department user
accounts

to enable theAccount is trusted for delegationattribute.

C.Modify the process so that research department users save the files to a different share on Certkiller 1 that
does not

implement EFS encryption.

At Certkiller 1, configure a batch file that copies the files into the encrypted Research share on Certkiller 1.
D.Modify the process so that research department users save the files locally to an EFS encryptionenabled
folder.

Instruct the research department users to move their encrypted file to the Research share on Certkiller 1.

Answer: A

Explanation:

You cannot store encrypted files or folders on a remote server that is not trusted for delegation.todo this you
must

enableTrust computer for delegation.

Reference:

HOW TO: Encrypt a File in Windows XP, Microsoft Knowledge Base Article Q307877

Incorrect Answers

B:TheAccount is trusted for delegationattributeis not useful here.

C,D:These are not an elegant solutions.

QUESTION 155

You are the administrator of a Windows 2000 Active Directory domain. The domain consists of Windows 2000
Professional client computers and Windows 2000 Server computers.

You plan to deploy a new multitiered database application. The application consists of a client part that is run
by users on the client computers, a service that runs on a Windows 2000 member server named Certkiller 1,
and the database service that runs on multiple other Windows 2000 member servers. The client application
connects to the service on Certkiller 1. The service on Certkiller 1 connects to the database service. The
services for the new database application run on Certkiller 1, and the database servers run under

LocalSystem.

The documentation for the new application states that it supports Kerberos proxy tickets to authenticate

users to the database servers. You want to configure the network so that users can use this new application.
What should you do?

A.Change the properties of the user accounts to enable theAccount is trusted for delegationoption.

B.Change the properties of the Certkiller 1 computer account to enable theTrust computer for delegationoption.
C.Add the computeraccounts of the database seversto the PreWindows

2000 Compatible Access group.

D.Change the Kerberos policy in the Default Domain Policy to disable theEnforce user logon restrictions
option.

Answer: B
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Explanation:

Using Proxy Tickets the client can get a ticket for the backend

server and then give it to the frontend

server.

To configure a service's account for delegation than runs under the Local System account, rightclick

the computer

object in Active Directory Users and Computers, click Properties, then click the General tab. CheckTrust
computer

for delegation.

Note:Multitier client/server applications present a special situation for the Kerberos protocol. In this kind of
application,

a client may connect to a server that must itself connect to a second server on the back end. For this to happen,
the first

server must have a ticket to the second. Ideally, the ticket should limit the first server's access on the second
server to

whatever the client, rather than the server, is authorized to do.

The protocol deals with this situation through a mechanism known as delegation of authentication. . Essentially,
the client

delegates authentication to a server by telling the KDC that the server is authorized to represent the client.
Delegation can be done two ways: either with proxy tickets or with forward tickets.

Reference:

White Paper, Windows 2000 Kerberos Authentication

Incorrect Answers

A:We should configure the computer account, not the user account, for delegation.Note:

To configure a client's account for delegation, rightclick the object that represents the end user in Active
Directory

Users and Computers, click Properties, then the Account tab. In the Account options list, look for the
optionAccount

is sensitive and cannot be delegated. Make sure this option is not checked.

C:The PreWindows

2000 Compatible Access group has no use here.

D:Logon restrictions are not useful here.

QUESTION 156

You are the administrator of a Windows 2000 network. The network consists of a Windows 2000 forest with
three

domain trees.

The forest, domains, and domain relationships are shown in the exhibit.
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Users in domains E and F often access resources in domains A and B. For performance and faulttolerance
reasons,

you want to ensure that users from domains E and F can be authenticated in domains A and B without having to
access

domain controllers in root domain R.

What should you do?

A.Create a shortcut trust relationship from domain A to domain E.

B.Create a shortcut trust relationship from domain A to domain F, and create a shortcut trust relationship from
domain

B to domain E.

C.Create a shortcut trust relationship from domain B to domain F.

D.Create shortcut trust relationships from domain B to domain C, from domain C to domain D, and from
domain D to

domain F.

Answer: A

Explanation:

To solve the problem, we only need to create a shortcut trust relationship from domain A to domain E since
they are

root domains.

QUESTION 157

You are the administrator of a Windows 2000 network. The network consists of two Windows 2000 forest with
five

Windows 2000 Domains.

The two forests, the domains, and domain relationship are shovyn in the exhibit.

.‘lr kY
N
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You want to meet the following criteria:

*Ensure that users from domain CK3 can access resources in domain CK4 and CK5 .

Create trust relationships between the domains so that the necessary permissions and user rights can be granted.
*Create the least number of trust relationships.

What should you do?

A.Create a trust relationship from domain CK4 to domain CK1 , and create a trust relationship from domain
CK1lto

domain CK4 .

B.Create a trust relationship from domain CK4 to domain CK3 , and create a trust relationship from domain
CK5to

domain CK3 .

C.Create a trust relationship from domain CK3 to domain CK4 , and create a trust relationship from domain
CK3to

domain CK5 .

D.Create a trust relationship from domain CK1 to domain CK4 , and create a trust relationship from domain
CKlto

domain CK5 .

Answer: B

Explanation:

When a user attempts to gain access to a resource in another domain, the Kerberos V5 protocol must determine
whether thetrustingdomain, which is the domain containing the resource to which the user is trying to gain
access ( CK4

& CK?5), has a trust relationship with thetrusteddomain, which is the domain to which the user is logging on (
CK3).To

determine this relationship, the Kerberos V5 security protocol travels the trust path between the
domaincontrollerin the

trusting domain to the domain controller in the trusted domain. Keep in mind that between sepreate forests the
NTLM

authentication protocol is used and not the Kerberos protocol. So we need to create the followingtrusts :

* CK4 trusts CK3

* CKS trusts CK3

In the Active Directory Domain and trusts MMC on CK3 do the following:

*In the : Domains that trust this domain section enter : CK4 and CK5

In the Active Directory Domain and trusts MMC on CK4 do the following:

*In the : Domains trusted by this domain section enter : CK3

In the Active Directory Domain and trusts MMC on CK5 do the following:

*In the : Domains trusted by this domain section enter : CK3

QUESTION 158

You are the network administrator for Certkiller . The network consists of two Windows 2000 Active Directory
forests:

office. Certkiller .com and factory. Certkiller .com. Each forest consists of a Windows 2000 Active directory
domain.

The two domains have a oneway
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external trust relationship in which office. Certkiller .com trusts
factory. Certkiller .com.
The trusted relationship is shown in the exhibit.

TEBtKing‘! TestKir.gE

office.testking.com factory.testking.com

The written security policy of Certkiller requires that Certkiller 1 must use IPSec to encrypt data to
Certkiller 2. You configure a custom IPSec policy in the Local Security Policy on Certkiller 1 and on
Certkiller 2. The custom IPSec policy implements Encapsulating Security Payload (ESP) for all data that is
transmitted between Certkiller 1 and Certkiller 2. You also configure the IPSec security association to use
Kerberos authentication.

After the IPSec security policies are assigned to Certkiller 1 and Certkiller 2, you discover that IP traffic
between Certkiller 1 and Certkiller 2 is not encrypted.

What should you do?

A.Create a oneway

external trust relationship in which factory. Certkiller .com trust office. Certkiller .com.

B.Enable theTrust Computer for delegationoption in the computer account properties on Certkiller 1 and on
Certkiller 2.

C.Modify the custom IPSec policies to use certificatebased

authentication, and acquire IPSec certificates for

Certkiller 1 and Certkiller 2 from a common root Certification Authority (CA).

D.Create a computer account for Certkiller 1 in factory. Certkiller .com and a computer account for Certkiller 2
in

office. Certkiller .com.

Configure the new accounts to use Kerberos name mapping to map the new account name to existing computer
account

in the other forest.

Answer: A

Explanation:

Windows 2000 uses domain trusts, which are relationships that are established between domains that enable
users in

one domain to be authenticated by a domain controller in the other domain. There are four types of domain
trusts:

226

*

Twoway:

A link between domains in which each domain trusts user accounts in the other domain to use its resources.
*Oneway:

A single trust relationship wheredomainAtrustsdomainB. All oneway

relationships are nontransitive.
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*Transitive: The trust relationship that is extended to one domain is automatically extended to all other domains
that trust

that domain.

*Nontransitive: This trust relationship is bounded by the two domains in the trust relationship and does not flow
to any

other domains in the forest. You must explicitly create nontransitive trusts. Nontransitive trusts are oneway

by default,

although you can also create a twoway

relationship by creating two oneway

trusts.

Each trust relationship must use an authentication protocol to validate the trust as well as users. Windows 2000
supports

two authentication protocols:

*Kerberos: An authentication protocol that is used to verify user or host identity. The Kerberos V5
authentication

protocol is the default authentication service for Windows 2000.

*NTLM: A challenge/response authentication protocol. The NTLM authentication protocol is the default for
network

authentication in Microsoft Windows NT version 4.0 and earlier. The protocol continues to be supported in
Windows

2000, but this protocol is no longer the default.

Windows 2000 does not support Kerberos trust relationships between two forests. Kerberos trust relationships
are

used and created by default between parent and child domains in the same forest, or between tree root domains
that are

in the same forest. Windows 2000 only performs crossrealm

authentication with nonWindows

Kerberos realms such

as MIT Kerberos realm. For more information, refer to the "StepbyStep

Guide to Kerberos 5 (krb5 1.0)

Interoperability” white paper that is located at the following Microsoft Web site:
http://www.microsoft.com/windows2000/techinfo/planning/security/kerbsteps.asp

Use an external trust relationship when a trust between two forests is required. This trust relationship uses
NLTM

authentication.

Reference:

Q274438 Cannot

Use Kerberos Trust RelationshipsBetweenTwo Forests in Windows 2000

QUESTION 159

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain includes Windows 2000 Server computers, Windows 2000 Professional client computers, and
Windows

NT Workstation 4.0 client computers. All domain controllers run Windows 2000 Server.

Certkiller 1 is a Windows 2000 Server computer running Routing and Remote Access. Certkiller 1 accepts
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dialup

connections from remote Certkiller employees. Currently, all domain user accounts have dialup

access.

New written security polices for Certkiller require that only remote Certkiller employees be able to dial in to
Certkiller 1

during company business hours. On weekends, only administrators are permitted to dial in.

You configure the remote access policies on Certkiller 1 to comply with the written policies. However, when
you attempt

to modify the domain user accounts to use the remote access polices, the option is unavailable.

You need to ensure that the remote access polices on Certkiller 1 will be used to control dialup

access to Certkiller 1.

What should you do?

A.Convert the domain to native mode.

B.Make Certkiller 1 a member of the RAS and IAS Servers group.

C.Add theEveryonegroup to the PreWindows

2000 Compatible Access group.

D.Install Internet Authentication Service (IAS) on Certkiller 1.

Configure Routing and Remote Access to use IAS for authentication.

Answer: A

Explanation:

In the accessbypolicy

administrative model for a Windows 2000 nativemode

domain, the remote access permission

on every user account is set to Control access through Remote Access Policy and remote access permissions are
determined by the remote access permission setting on the remote access policy. Therefore, the remote access
permission setting on the remote access policy determines whether remote access permission is allowed or
denied.

Note:In the accessbypolicy

administrative model for a Windows2000 mixedmode

domain, the remote access

permission on every user account is set toAllowaccess, the default remote access policy is deleted, and separate
remote access policies are created to define the types of connections that are allowed. On a remote access server
running Windows2000 that is a member of a Windows2000 mixedmode

domain, theControl access through

Remote Access Policyoption is not available for remote access permission on the user account. If a connection
attempt matches the conditions of a policy subject to the profile and user account dialin

settings, then the connection is

accepted.

Reference:

Windows 2000 Server Documentation, Remote access policy administrative models

Incorrect Answers

B:People are able to access the network through RRAS.This makeit unnecessary to add Certkiller 1 to the RAS
and

IAS Servers group. Certkiller 1 must already be a member of this group.
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C:By adding theEveryonespecial group as a member of the PreWindows

2000 Compatible Access group, any RAS

caller is enabled to be authenticated by a Windows NT 4.0 RAS server. This does not apply in the current
scenario

since the RRAS is a Windows 2000 Server.

D:I1AS is not required.

QUESTION 160

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 runs Internet
Information

Services (11S). Certkiller 1 also hosts an intranet Web site that allows employees to use a Web interface to
update

address information. All client computers run Windows 2000 Professional and use Microsoft Internet Explorer
as their

default Web browser.

The written security policy of Certkiller requires that certificates be used when authenticated with the intranet
Web site.

To comply with the written policy, you must configure certificate authentication on Certkiller 1. Each user who
connects

to the Web site has an account in Active Directory. Certkiller 1 has a Web server certificate installed.

You need to ensure that the written policy is enforced.

What should you do?

A.Install a computer certificate on each client computer.

On Certkiller 1, configure 11S to implement name mapping and require client certificates.

Clear all authentication methods for the Web site.

B.Install a computer certificate on each client computer.

On Certkiller 1, configure 11S to use the Windows directory service mapper to implement name mapping and
require

client certificates.

Require Integrated Windows authentication for the Web site.

C.Request a user certificate for each user account.

On Certkiller 1, configure 11S to implement name mapping and require client certificates.

Require Integrated Windows authentication for the Web site.

D.Request a user certificate for each user account.

On Certkiller 1, configure 11S to use the Windows directory service mapper to implement name mapping and
require

client certificates,

Clear all authentication methods for the Web site.

Answer: B

Explanation :

Since we have only active directory users it is easier to use the Window Directory Service mapper then the
name

mappings .We should use a computer user certificate and Integrated Windows Authentication.
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Reference:
HOW TO: Configure Client Certificate Mappings in Internet Information Services (11S) 5.0

QUESTION 161

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

A Windows 2000 member served named Certkiller 1 hosts the corporate intranet Web site. Certkiller 1 runs
Internet

Information Services (11S) 5.0. Users on the network use an anonymous connection to connect to the intranet
Web site.

The corporate security department has given you a custom security template for the Web server. You have
applied the

security template to Certkiller 1.

For the intranet Web site directory named Employees, you want to use a specific anonymous account named
AnonWeb. You create a new local user account named AnonWeb on Certkiller 1, remove the account from the
Users

group, and add it to the Guests group.

You configure 11S to use the AnonWeb account as the Anonymous user account for the Employees directory.
You

enable the Allow IIS to control password option for this account.

You want to ensure that AnonWeb is used by 1S as the anonymous user account when users connect to the
Employees

directory on the intranet Web site.

What should you do?

A.Disable the local IUSR_ Certkiller 1 user account.

B.Reset the password for the AnonWeb user account.

C.Configure the AnonWeb user account to enable theUser must change password at next logonoption.
D.Grant the AnonWeb useraccounttheAccess this computer from the networkuser right on Certkiller 1.

Answer: A

Explanation:
We must disable the default anonymous account on Certkiller 1 which is named IUSR_ Certkiller 1.

QUESTION 162

You are the administrator of a Windows 2000 Server computer named Certkiller 1. Certkiller 1 runs Routing
and

Remote Access and is connected to several modems. Company employees dial in to Certkiller 1 to access
Certkiller

network. The network includes a Windows 2000 Active Directory domain, which contains user accounts for all
company employees. All company employees use client computers that are running Windows 2000 Professional
or

Windows XP Professional.

Bruno reports that he cannot log on to Certkiller 1 by using his domain user account, although he does hear his
modem
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dial in and connect. You reset Bruno's password and instruct him to try again. Bruno tries again and reports that
he still

cannot log on. You ask Bruno to verify his dialup

settings and discover that he is not using the correct phone number

when he dials in.

You provide Bruno with the correct phone number. You need to ensure that Bruno's security credentials are not
compromised. You also need to ensure that other employees' security credentials will not be compromised if
they

configure their client computers with an incorrect dialin

phone number.

What should you do? (Each correct answer presents part of the solution. Choose two)

A.Instruct Bruno to change his domain password.

B.Instruct Bruno to delete and recreate

his dialup

connection.

C.Enable callback on all domain user accounts that are authorized for dialin

access.

D.Configure all employees' computers to require MSCHAP

v2 authentication for dialin

connections.

E.Configure all employees' computers to require SPAP authentication for dialin

connections.

Answer: C, D

Explanation:

To ensure that Bruno's security credentials are not compromised and that of other employees', we must enable
callback

on all domain user accounts.

MSCHAPv2

is the best idea for authentication.

Incorrect Answers

A:We need to enable callback.

B:This will not solve the issue

E:This will not solve the issue

QUESTION 163

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain includes a Windows 2000 Server computer named Certkiller 1, which runsRoutingand Remote
Access.

Server is configured to allow PPTP connections to the network. Certkiller 1 is installed at the network
perimeter.

Employees who work from home connect to Certkiller 1 to gain access to Certkiller network.

Employees connect to the network by using Windows 95, Windows 98, and Windows NT Workstation 4.0
client
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computers. Employees connect to Certkiller 1 by using their domain credentials to authenticate with the
network.

The IT manager wants to ensure that the strongest form of authentication is used. You must configure Certkiller
1to

enforce the strongest authentication common to all connecting client computers.

You want to create a Connection Manager package that ensures that the strongest form of authentication is
required for

PPTP connections to Certkiller 1.

What should you do?

A.Install the Microsoft Directory Services Client software on all Windows 95, Windows 98, and Windows NT
Workstation 4.0 client computers.

Configure the Connection Manager package to use only MSCHAP

V2 authentication.

Configure a Remote Access Policy on Certkiller 1 to accept only MSCHAP

v2 authentication.

B.Install the High Encryption Pack software on all Windows 95, Windows 98, and Windows NT Workstation
4.0

client computers.

Configure the Connection Manager package to use only MSCHAP

v2 authentication.

Configure a Remote Access Policy on Certkiller 1 to accept only MSCHAP

v2 authentication.

C.Install the Microsoft Directory Services Client software on all Windows 95, Windows 98, and Windows NT
Workstation 4.0 client computers.

Configure the Connection Manager package to use only EAPMD5

authentication.

Configure a Remote Access Policy on Certkiller 1 to accept only EAPMD5

authentication.

D.Install the High Encryption Pack software on all Windows 95, Windows 98, and Windows NT Workstation
4.0

client computers.

Configure the Connection Manager package to use only EAPMD5

authentication.

Configure a Remote Access Policy on Certkiller 1 to accept only EAPMD5

authentication.

Answer: D

Explanation:

We need to install the High Encryption pack. We should use EAPMD5
authentication for highest security.

Note 1:

Message Digest 5 Challenge Handshake Authentication Protocol (EAPMD5
CHAP) is an EAP type that uses the

same challengehandshake

protocol as PPPbased
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CHAP, but the challenges and responses are sent as EAP

messages. A typical use for EAPMD5

CHAP is to authenticate the credentials of remote access clients by using user

name and password security systems. You can also use EAPMD5

CHAP to test EAP interoperability.

Note 2:Thelnternet Explorer High Encryption Pack gives you 128bit

encryption, the highest level of protection

possible for all your Internet communications, including credit card use and financial transactions.

Note 3:To automate the configuration of large numbers of dialup

clients, aConnection Managerserviceprofile is used

on a Connection Point Services (CPS) server to create the client connection software that is installed on the
client. The

connection software provides the configuration for the dialup

connection that provides singleclick

access to the

intranet. To provide costeffective

implementation, access support is outsourced to an Internet service provider (ISP),

which provides the access numbers to the enterprise for incorporation into the client software.

Incorrect Answers

A, C:Microsoft Directory Services Client software will not help improve authentication security.Note:Microsoft
has

developed extensions for the Microsoft Windows 95, Microsoft Windows 98, and Microsoft Windows NT 4.0
operating systems that allow those client platforms to take advantage of features provided by the Windows 2000
Active

Directory service. These client extensions were developed for customers who wish to deploy Windows 2000
Server in

environments with existing Windows 95,

Windows 98,

and Windows NT 4.0based

client workstations.

B:MSCHAP

V2 is not as secure as EAPMD?5.

Note:MSCHAP

v2, which provides mutual authentication between

the remote access client and the remote access server. MSCHAP

v2 works with Windows 95 (with the DialUp Networking 1.3 Upgrade) or Windows 98 as well as Windows
2000.

QUESTION 164

You are the network administrator for Certkiller . Certkiller consists of a main office and branch office. Both
offices are

connected to the Internet through the same Internet service provider (ISP). The network in each office contains
a

Windows 2000 Active Directory domain, five Windows 2000 Server computers, and 100 Windows XP
Professional

computers. Employees at each office cannot connect to the network resources at the other office.
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You install Routing and Remote Access on a Windows 2000 Server computer at each office and configure the
servers

to connect to one another by using PPTP. Employees report that they still cannot connect to network resources
at the

other office. You examine the two Routing and Remote Access servers and discover that neither one can
connect to the

other.

You connect both servers to a test subnet temporarily and verify that they can connect to each other. However,
when

you reconnect the servers to the office networks, they still cannot connect to each another.

You need to ensure that the two servers can connect to each other in order to provide access to network
resources in

each office. You also need to ensure that employees can continue to access network resources in their own
office.

What should you do?

A.Instruct your ISP to allow the PPTP port and the Generic Route Encapsulation (GRE) IP protocol between the
two

offices.

B.Ensure that the network routers between the two offices are configured to support multicast traffic.
C.Configure the client computers in each office to connect directly to the Routing and Remote Access server in
the

other office by using PPTP.

D.Install the Internet Authentication Service (IAS) on both Routing and Remote Access servers.

Answer: C

Explanation:

Toensure that the two servers can connect to each other in order to provide access to network resources in each
office

and to ensure that employees can continue to access network resources in their own office, we must configure
the client

computers in each office to connect directly to the Routing and Remote Access server

Reference:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/columns/cableguy/cg1001.asp

QUESTION 165

You are the network administrator for Certkiller . The network includes a perimeter network (also known as
DMZ) that

hosts all Internetaccessible

services. The DMZ includes a Windows 2000 Server computer named Certkiller 3.

Certkiller 3 runs Routing and Remote Access and is Certkiller 's virtual private network (VPN) server.

The written security policy for Certkiller requires that the addressing scheme used in the DMZ not be advertised
on the

Internet. The DMZ is protected by two thirdparty

firewalls: Certkiller 1 and Certkiller 2. Certkiller 1 currently performs

Network Address Translation (NAT) on all traffic entering and exiting the DMZ.
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The DMZ infrastructure components are shown in the exhibit.

P___ TestKing LAN P
172.16.3.0/24 2y
TestKing1

TestKing2
VPN Client

Currently, VPN client computers can connect to Certkiller 3 by using PPTP connections. All VPN client
computers are

upgraded to Windows 2000 Professional from Windows 95, Windows 98, and Windows NT Workstation 4.0.
The written security policy for Certkiller was recently modified to require L2TP/IPsec for VPN connections. To
meet

the written policy requirements, you configure Certkiller 3 to allow L2TP/IPSec VPN connections.

In tests using the current DMZ infrastructure, all L2TP/IPSec connections fail. You must allow L2TP/IPSec
VPN

connections to reach Certkiller 3.

What should you do?

A.Disable the NAT services at Certkiller 1 and change the networkaddressing

scheme in the DMZ to use the

192.168.1.0/24 network address.

B.Install a second network card at Certkiller 3 and connect the network card to the network segment attached to
the

Internet.

C.Implement packet filters at Certkiller 1 that allow all connections that use L2TP to reach Certkiller 3.
Change the networkaddressing

scheme in the DMZ to use a public Internet address.

D.Implement packet filters at Certkiller 1 that allow all connections that use Encapsulating Security Payload
(ESP) and

Internet Key Exchange (IKE) to reach Certkiller 3.

Change the networkaddressing

scheme in the DMZ to use a public Internet address.

Answer: D

Explanation:

We have to configure Certkiller 1 to disable NAT. A second common problem that prevents a successful IPSec
session

is the use of a Network Address Translator (NAT). Many small networks use a router with NAT functionality to
share

a single Internet address among all the computers on the network. The original version of IPSec drops a
connection that

goes through a NAT because it detects the NAT's addressmapping

as packet tampering. Home networks frequently

use an NAT, which blocks the use of L2TP/IPSec unless the client and VPN gateway both support the emerging
NAT

Transparency standard for IPSec. A good solution to this problem will be to give the DMZ zone public internet



070-214

addresses.

Reference:

How to Troubleshoot a Microsoft L2TP/IPSec Virtual Private Network Client Connection,
http://support.microsoft.com/default.aspx?scid=http://support.microsoft.com:80/support/kb/articles/q325/0/34.a
sp&NoWebContent=Incorrect Answers:

A:The 192.168.x.x is also a private network address. So still we won't be able to use L2TP/IPsec because the
firewall

will still use NAT.

B:We do not need a second NIC. We would destroy our firewall solution.C:This is the next best solution.

QUESTION 166

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain, a

firewall, and a Windows 2000 Server computer named Certkiller 1. All Certkiller employees use portable
computers

that run Windows 2000 Professional and are members of the domain.

The relevant portion of the network is shown in the exhibit.

10.1.0.55

Public
IP address

Certkiller 1 runsRoutingand Remote Access. You configure Certkiller 1 to accept virtual private network (VPN)
connections from Certkiller employees by means of the Internet. You configure Certkiller 1 to accept only VPN
connections that use L2TP protocol. You also configure the firewall to route incoming VPN traffic directly to
Certkiller 1. The firewall performs network address translation.

Certkiller employees report that when they attempt to establish a VPN connection to Certkiller 1, their portable
computers display the following error message: "Unable to connect to server." You verify that the portable
computers

are configured with the default VPN settings.

You need to ensure that company employees can establish VPN connections to Certkiller 1 by means of the
Internet.

You also need to ensure that Certkiller 1 remains in a secure location on your network.

What should you do?

A.Configure Certkiller 1 to accept only PPTP connections.

B.Configure Certkiller 1 to have a computer certificate.

C.Configure all portable computers to use only L2TP.

D.Configure all portable computers to have a Hosts file that contains the IP address used by Certkiller 1.

Answer: A
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Explanation:

We cannot combine NAT and L2TP/IPSec in Windows 2000. We must use PPTP instead of L2TP.
Note:

If the Virtual Private Network (VPN) client is behind any network device performing Network Address
Translation (NAT), the L2TP session fails because encrypted IPSec Encapsulating Security Payload (ESP)
packets

become corrupted.

Reference:

Basic L2TP/IPSec Troubleshooting in Windows, Microsoft Knowledge Base Article Q259335
Incorrect Answers

B:The scenario does notrequireda certificate for the VPN server.

C:Both L2TP and PPTP are enabled by default. We need to disable L2TP.

D:This is not a name resolution problem.

QUESTION 167

You are the network administrator for a branch office of Certkiller . The network consists of a Windows 2000
Active

Directory domain and a Windows 2000 Server computer named Certkiller 1. Certkiller 1 runs Routing and
Remote

Access and uses PPTP connection by means of the Internet to connect to a Routing and Remote Access server
at

Certkiller 's main office.

King is an employee in the branch office. When he works from home, King uses a Windows 2000 Professional
computer to establish a PPTP connection to Certkiller 1. He reports that whenever he attempts to connect, he
receives

an error message.

You examine the System log on Certkiller 1 and discover the following error message: "The user King,
attempting to

connect on 2, was disconnected because of the following reason: A Remote Access Client attempted to connect
over a

port that was reserved for Routers only."

You need to ensure that King can use PPTP to connect to Certkiller 1. You also need to ensure that Certkiller 1
continues to provide a PPTP connection to the main office.

What should you do?

A.On Certkiller 1, open the properties of the virtual private network (VPN) port and set theMaximum
portsproperty to0

B.On Certkiller 1, open the properties of the virtual private network (VPN) port and select the Remote access
connections (inbound only) check box.

C.On King's computer, disable automatic virtual private network (VPN) protocol selection and ensure that only
PPTP

connections can be created.

D.On King's computer, configure the Certificate Trust List (CTL) to include the Certification Authority (CA)
that issued

the computer certificate for Certkiller 1.
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Answer: B

Explanation:

This behavior occurs because the server's RAS port is not configured to accept remote access connections.To
resolve

this problem, use the following steps:

1.Start the Routing and Remote Access administrative tool.

2.Expand the options under your RAS server's name.

3.ClickPorts, and then clickPropertieson theActionmenu.

4.Click the appropriate port (L2TP, Modem, PPTP, LPT1, and so on), and then clickConfigure.
5.Click to select theRemote access connections (inbound only)check box, and then clickOK.
6.ClickApply, and then clickOK.

Reference:

RAS Clients Cannot Connect to Windows 2000 DemandDial

Router, Microsoft Knowledge Base Article Q262357

Incorrect Answers

A, C:These procedures would not resolve the problem at hand.

D:There is no indication in the scenario that computer certificates are in use.

QUESTION 168

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

All servers run Windows 2000 Server. All client computers run Windows 2000 Professional.

The relevant portion of the network is shown in the exhibit.

a T . ~Te .u.- 33
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\ (intranet) BN resiings \ /W jnigimet)
e o (ISA server and'._ /' Firewall |l~_' o

internal firewall) ™ i-.

= Testking6 s
=\ | (Exchange Server 2000)

2 Testking4
Testkingz2 (Web Server)
(domain controller)

Certkiller 5 runs Microsoft Internet Security and Acceleration (ISA) Server. Certkiller 3 runs Microsoft
Exchange Server

2000. Certkiller 3 does not contain any user mailboxes. Certkiller 3 is used to send and receive email

via the Internet. All

incoming email

is forwarded to Certkiller 6, which contains Certkiller 's mailboxes. A firewall rule on Certkiller 5 permits
traffic between Certkiller 3 and Certkiller 6.

Certkiller Internet service provider (ISP) reports that it receives hundreds of complaints from Internet users who
received unsolicited email

from Certkiller . You examine an unsolicited email

message and discover that it was sent

through Certkiller 3 but that it was not sent by a user in Certkiller .
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You need to ensure that Internet users cannot use Certkiller 's Exchange Server 2000 computer to send
unsolicited

email.

You also need to ensure that company users can continue to send and receive email

via the Internet.

What should you do?

A.Configure Certkiller 5 to allow only outgoing email

from Certkiller 6.

B.Configure Certkiller 3 to disallow mail relaying from unauthenticated users.

C.Configure Certkiller 3 so that the HTTP, POP2, and IMAP4 protocols are disabled.

D.Configure Certkiller 3 so that SMTP messages can be sent only from IP addresses on the intranet.

Answer: B

Explanation:

Relaying is when the machine sending the email message is not your local machine and the machine receiving
the email

message is also not your local machine. Spammers relay millions of email messages through an open relay to
disguise

the source of SPAM. This is why blocking relaying is a good thing.

Reference:

Q310380 HOW

TO: Prevent Exchange 2000 from Being Used as a Mail Relay in Windows 2000

QUESTION 169

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

All client computers run Windows 2000 Professional. The network uses TCP/IP as its only transport protocol.
All

servers use static IP configuration settings. All client computers use DHCP to obtain their TCP/IP
configuration. Each

company department has a dedicated subnet, and the network DHCP server contains a scope for each subnet.
Users in Certkiller 's research department report that they cannot connect to the network. No users in other
departments

are reporting similar problems.

You view the System logs on each affected computer in the research department. In each case, the affected
computer

reports an IP address conflict with a computer in the network named CK1 . CK1 belonged to a user who
recently left

Certkiller . You examine CK1 and discover that the user had manually assigned all available IP addresses for
the

research department subnet to CK1 . You shut down CK1 , but when users attempt to renew their addresses, the
renewal does not complete successfully.

You need to restore connectivity for the users in the research department, while minimizing the impact on users
in other

departments.



070-214

What should you do?

A.On the DHCP server, delete each BAD_ADDRESS lease entry from the Address Leases list.

Instruct all research users to run theipconfig /renewcommand on their computers.

B.On the DHCP server, delete the DHCP database and disable IP address conflict detection.

Instruct all research users to run theipconfig /renewcommand on their computers.

C.On the DHCP server, stop and restart the DHCP Server service, and then disable support for BOOTP clients.
Instruct all research users to run theipconfig /renewcommand on their computers.

D.On the DHCP server and on all client computers, disable gratuitous Address Resolution Protocol (ARP).
Instruct all research users to run theipconfig /renewcommand on their computers.

Answer: A

Explanation:

The DHCP server detects conflicts (if enabled through the DHCP console via the DHCP server property sheet)
by

pingingan IP address before offering that address to clients. If the ping is successful (a response is received
from a

computer, meaning a conflict exists), a conflict is registered and that address is not offered to clients requesting
a lease

from the server. The address is marked with a BAD_Address value in the active leases. The address remains as
a

BAD_Address, and can be deleted from the active leases after the conflict is resolved, or remains for the lease
duration

of the scope and is then returned to the available pool. The DHCP server pings only addresses that have not
been

previously leased.

Note: The number of times the server tests an address for conflicts defaults to 0 (disabled). To change the value
of this

entry, use the DHCP console. Rightclick

the name of the server,clickProperties, and then click the Advanced tab. For

Conflict detection attempts, type a number greater than 0 (zero), and then click OK.

Reference:

Best Practises forEnterpriseSecurity, Name Resolution for Administrative Authority

DHCP Assigns "Bad_Address"” to "Host Unreachable”, Microsoft Knowledge Base Article Q187802

QUESTION 170

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

Mr King is an employee in the sales department. King uses a Windows 2000 Professional computer named CK1
.CK1

is a member of the domain.

On Tuesday morning, King reports that he logged off his computer when he left work on Monday at6:00 P.M.
However, when he returned to the office a few hours later, he was unable to log on to his computer.

King reports that he was able to log on to his computer on Tuesday morning.

You examine the Security log on a domain controller and discover the following event.
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Event ID: 530 (0x0212)
Type: Failure Audit
Degcription: Logon Failure
Reason: Account logon time restriction viclatiorn
Ugser Name: King Domain: TESTEING
Logon Type: 2 Logon Process: NETLOGON
Aunthenticaticon Package: NTLM Workstaticon Maws: TEL
You verify that the written security policy for Certkiller allows King to use his computer and network resources
at any
time. You need to ensure that King is able to log on to his computer at any time.
What should you do?
A.Ensure that the Windows Time service on CK1 is configured to start automatically.
B.Move the domain computer account for CK1 to the Computers container.
C.Modify the properties of King's domain user account so that all logon hours are permitted.
D.Ensure that the Windows Time service on CK1 is configured to log on by using the local system account.

Answer: C

Explanation:

The securitylog indicatethat the Logon Failure was due to Account logon time restriction violation. We should
modify

King's domain user account so that he can logon at these late hours.

QUESTION 171

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

and a Windows 2000 Server computer named Certkiller 1. Certkiller 1 runs Routing and Remote Access and
accepts

PPTP connections.

Two hundred company employees use portable computers that are running Windows XP Professional. These
employees use PPTP connections to connect to Certkiller 1 by means of the Internet.

You reconfigure Certkiller 1 to accept only L2TP connections. You install a user and an IPSec computer
certificate on

each portable computer and configure the computers to use the certificate to authenticate to Certkiller 1. Users
immediately report that they cannot connect to Certkiller 1 and that their portable computers display the
following error

message: "Error 792: The L2TP connection attempt failed because security negotiation times out."

You verify that the IPSec Policy Agent service is started on Certkiller 1. You need to ensure that users can
establish

L2TP connections with Certkiller 1.

What should you do?

A.Reset the domain user account passwords of the employees who use portable computers.

B.On the portable computers, disable automatic protocol selection, and then configure the computers to use only
L2TP

connections.

C.

On Certkiller 1, install a computer certificate that is issued by the same Certification Authority (CA) that issued
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the user

certificates installed on the portable computers.

D.On Certkiller 1, add the Certification Authority (CA) that issued the user certificates to a Certificate Trust
List (CTL).

Stop and restart the Routing and Remote Access service.

Answer: C

Explanation:

This issue can occur because of one of the following reasons:

*The certificate on the virtual private networking (VPN) server is not a valid machine certificate or is missing.
If the

VPN server got a certificate during the Certificate Authority installation, this certificate is not valid for IPSec
machine

authentication.

*The IPSec Policy Agent service is stopped and started without stopping and starting the Routing and Remote
Access

service on the remote computer.

*The IPSec Policy Agent service is not running when you start the Routing and Remote Access service.

To resolve this issue, do one of the following:

*Install a valid machine certificate on the VPN server.

*Stop and start the IPSec Policy Agentservice,and then stop and start the Routing and Remote Access service
on the

remote computer.

Reference:

Event ID 20111, Error 792 or Error 781 When Establishing an L2TP/IPSec Connection, Microsoft Knowledge
Base

Avrticle Q247231

Incorrect Answers

A, B:Has no effect in this scenario.

D:Incomplete procedure.

QUESTION 172

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

and five Windows 2000 Server computers.

The relevant portion of the network is shown in the exhibit.
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All company employees use portable computers that are running Windows XP Professional. You want to
configure the network so that Certkiller employees can use L2TP to connect to the network by means of the
Internet.
Which server should you configure to accept L2TP connections?
A Firewalll
B.Firewall2
C. Certkiller 1
D. Certkiller 2
E. Certkiller 3

Answer: A

Explanation:

L2TP with IPSec requires the following protocols: Encapsulating Security Payload (ESP), Internet Key
Exchange

(IKE), and L2TP.

Assuming there is a firewall protecting the intranet from the Internet, the placement of the L2TP server directly
affects

what IP filters are required on the firewall. If the L2TP server is outside of the firewall, the firewall will have to
filter IKE

and LT2P. If the L2TP is within the intranet, the firewall will have to filter IKE and ESP. The filtering
configuration is

required because the L2TP packets are encapsulated with the ESP packets.

QUESTION 173

You are the network administrator for Certkiller . The network contains a Windows 2000 Active Directory
domain and

a Windows 2000 Server computer named Certkiller 1.

Certkiller 1 runs Routing and Remote Access and is configured to accept virtual private network (VPN)
connections by means of the Internet.

Tess is a member of the sales department. When she works from home, Jack uses a portable computer
running Windows 2000 Professional. Jack asks you to configure her portable computer so that she can log on
directly to the domain from home. You verify that Jack's Internet service provider (ISP) is configured to
allow VPN traffic to Certkiller network.

You create a new dialup
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connection named CorpVPN

on Jack's computer. You configure the CorpVPN

connection to establish a VPN connection to Certkiller 1.

The next day, Jack reports that she cannot log on to the domain from home because the CorpVPN
connection is not included in the list of dialup

connections on the Windows 2000 logon screen. However, she

can log on to the domain when she is in the office.

You need to ensure that the logon screen on Jack's computer includes CorpVPNanits

list of dialup

connections.

How should you configure Jack's computer?

A.Add Jack's domain user account to the local Power Users group.

B.Log on by using the local Administrator account.

Create a new CorpVPN

connection that is available for all users.

A.Install a user certificate.

Configure the computer's Certificate Trust List (CTL) to include the Certification Authority (CA) that issued the
certificate.

A.Instruct Jack to log on by using his domain user account.

Then, instruct Jack to create a new connection named CortVPN2.

Provide Jack with the TCP/IP address for Certkiller 1, and instruct him to accept the defaults for all other
settings.

Answer: B

Explanation:

The VPN connection that was created is only available for the the network administrator (you). It
mustcreatedwith the

Local Administrator's account. It must also be made available for all users.

Reference:

VPN Connection Is Not Available for Logon with DialUp

Networking, Microsoft Knowledge Base Article Q231426

QUESTION 174

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computer named Certkiller 1. Certkiller 1 runs Microsoft
Exchange Server

2000.

Several client computers do not run Microsoft operating systems. These computers connect to Certkiller 1 by
using POP3 client software. A thirdparty

firewall protects Certkiller 1 and performs network address

translation between Certkiller network and the Internet. The firewall forwards POP3 and SMTP requests to
Certkiller 1.

The relevant portion of the network is shown in the exhibit.
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Client Computer

During a security audit, you discover that using POP3 on the network is a security risk. The user information
and password entered in the POP3 client software are transmitted to Certkiller 1 from the client computers in
clear text format.

You must secure POP3 client authentication to prevent the interception of user names and passwords.

What should you do?

A.Install an IPSec certificate on Certkiller 1 and on each client computer that requires POP3 access.

Then, on each client computer, create and assign an IPSec policy that applies Encapsulating Security Payload
(ESP)

encryption to all traffic sent to the POP3 port on Certkiller 1.

A.Install an IPSec certificate on Certkiller 1 on each client computer that requires POP3 access.

Then, on each client computer, create and assign an IPSec utility that applies Encapsulating Security Payload
(ESP)

encryption to all traffic sent to the POP3/S port on Certkiller 1.

A.lInstall a Web server certificate on Certkiller 1.

Configure Exchange Server 2000 to use the certificate to enable POP3 over SLL connections.

Configure the POP3 client software to connect to Certkiller 1 by using the POP3/S port.

A.Install a Web server certificate on Certkiller 1.

Configure Exchange Server 2000 to use the certificate to enable POP3 over SLL connections.

Configure the POP3 client software to use Secure Password Authentication (SPA).

Answer: C

Explanation:

Many companies set up POP3 for their external email

users that want to use Outlook or

Outlook Express from home to read and respond to their email.
Using POP3, though, you need to be careful in

configuring the email

client so that it does not download all of your email

from the email

server. If you are not careful,

the next time the user is in the office, they will find an empty email
box and may then ask for it to be restored from tape.
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Just like IMAP4, the main problem with using POP3 to download email

to an external

emailclient

is that the messages travel in the clear. This means that the email

and all itscontents, including attachments,

can be captured off the Internet and viewed by a potential

hacker. To prevent this, you need to use SSL to secure POP3 from these unintended viewers.

%= 197.168.1. 105 Properiies [2I%] == 197.168.1.105 Properties
Gongral | Seivers| Cormacher | Seouly | Schanced | MAR Gonoral | Servie || Connoction  Soouity | Sdvanced
Server Port Numbore Sorvan Por Mumton:
Outgaing mad [SMTP] |24 tubyargmad (5MTPF (R
F This serees taguine: & secwe correcion (S50 r‘: This smrv=r iegares a secue conrection [S51)
Ineeming mal [IMA=T - & _,fﬂm-jrramj'-'_n 958 T —
P et % )
[T eorver roquiies 3 socuro cormcker (5oL o '-_I::_: SRV IGJANRE 3 HCUID DONPOaion EQ}J_,_
Servar Timoouts Seevat Treculs ===
Clrart Long 1 rearikn Chan ¥ Long 1 meuln
Sendng Sending
[ Bzl spar messanss a0 ther KB ] Breah, apat messanes ke than KB
Dalvery
[Z] Leave a copy of mecsaget o rarved
I Rerwve o senvs aled dapls)
[ Remova ot ovver mnen deleted hom ‘Delstec Eems’
{ or ] Cancal ] | Apoiy | K I ’ Carcol ] Arely |

Reference:

http://www.microsoft.com/technet/community/columns/cableguy/cg0802.mspx

Incorrect Answers

D:As answer D states we have configured the Exchange Server to user Secure POP 3 and not for SPA so we can
NOT use SPA for the clients as well.

A, B:Network Address Translation (NAT)allows a device that supports NAT to intercept all traffic bound for
the

Internet from the intranet and replace the source IP in the packet with its own source IP address. When the
packet

response returns from the destination and reaches the NAT device or service, NAT then replaces the destination
IP

with the IP address of the internal device.

NAT is a strong solution because it hides the originator's IP address from the Internet. NAT is also nice from
the

standpoint of ISPs that can now reduce the number of IP addresses leased to most companies since they can use
NAT

devices or services. Using NAT allows most companies to use private IP address ranges for all internal
networks.

The major problem with NAT is that it is not able to properly handle all IP packets going from the internal
network out

to the Internet. One of the biggest problems with NAT is that it cannot support L2TP/IPSec tunneling because
the

IPSecEncapsulating Security Payload (ESP)packets become corrupted. VPN servers and VPN clients cannot
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use
L2TP/IPSec tunneling if any of them are behind NAT devices or servers using NAT.

QUESTION 175

You are the network administrator for Certkiller . Thenetwork consists of a Windows 2000 Active Directory
domain

and includefive Windows 2000 Server computers that are used as dialup

serves by 6,000 remote company employees.

These employees use portable computers running Windows 95, Windows 98, Windows NT Workstation 4.0, or
Windows 2000 Professional.

Each portable computer is configured to contain five dialup

connections. Each connection dials the phone number

associated with a specific dialup

server. If a dialup

server has no free phone lines, employees must select a different

connection.

You phone company informs you that the area code and prefix used by Certkiller 's dialup
servers will be changing.

You decide to implement a single dialup

phone number, which will automatically seek a free phone line. The new phone

number will coexist with the old phone numbers for 30 days.

You need to provide a new dialup

configuration to each portable computer. Each portable computer must use this new
configuration. You also want to minimize the amount of administrative time required to provide the new
configuration.

What should you do?

A.Create a new dialup

connection named Redirect on each dialup

server.

Configure the Redirect connection with the new dialup

phone number.

B.Create a new connection profile by using the Connection Manager Administration Kit.
Send the resulting file to all remote employees via email,

and instruct them to run the file on their computers.

C.Create a new connection profile by using the Connection Manager Administration Kit.
Save the resulting file in the Sysvol folder on a domain controller.

D.Create a new dialup

connection that uses the new phone number.

Use Regedit.exe to export the registry key that contains the dialup

connection settings.

Send the resulting registry file to all remote employees via email,

and instruct them to run the file on their computers.

Answer: B

Explanation:
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We need tocreate a new connection profile by using the Connection Manager Administration Kit and send the
resulting

file to all remote employees via email,

and instruct them to run the file on their computers to provide a new dialup

configuration to each portable computer.

Reference:
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/itcommunity/chats/trans/win2ksrv/sw2062
0.asp

Incorrect Answers:

A:We must use the Connection Manager Administration Kit

C:We cannot just save the file into the Sysvol folder

D:We must use the Connection Manager Administration Kit

QUESTION 176

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .com. All client computers run Windows 2000 Professional and are domain members.

The relevant portion of the Active Directory structure is shown in the exhibit.

TESTEING.COM

4@ Domain C-ontrofers
4@ Deskiops

—@ MarkatingComputars
—@ SalesCompulers

—@ SalesUsers

The written security policy of Certkiller allows departments to implement separate Encrypting File System
(EFS)

Recovery Agents. The EFS Recover Agent policies are defined in Active Directory, as shown in the following
table.

Group Policy container EFS Recovery Agent
Certkiller .com domain Certkiller \DomainEFS
Domain Controllers OU Certkiller \DCEFS

Desktops OU Certkiller \OtherEFS
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SalesUsers OU Certkiller \SalesEFS

The EFS recover agent certificates and private keys are exported to PKCS#12 files and stored in a safe on the IT
department. The private keys are removed from the original user's profile during the export process.

A user in the Sales department named Bruno has several EFSencrypted

files on his portable computer. Bruno's

computer account is located in the SalesComputers OU and his user account is located in the SalesUsers OU.
The operating system on Bruno's portable computer was reinstalled last week and now he cannot open any of
his

EFSencrypted

files. You must recover the encrypted files on Bruno's portable computer.

What should you do?

A.Import the DCEFS certificate and private key into your domain user account on Bruno's computer and
decrypt the

encrypted files.

B.Import the DomainEFS certificate and private key into your domain user account on Bruno's computer and
decrypt

the encrypted files.

C.Import the OtherEFS certificate and private key into your domain user account on Bruno's computer and
decrypt the

encrypted files.

D.Import the SalesEFS certificate and private key into your domain user account on Bruno's computer and
decrypt the

encrypted files.

Answer: D

Explanation:

To recover the encrypted files on Bruno's portable computer, we should Import the SalesEFS certificate and
private

key into your domain user account on Bruno's computer and decrypt the encrypted files.

The best way to bring the encrypted files together with the recovery certificates is to begin by backing up the
encrypted

files. Remember that the backup process preserves the files because it doesn't attempt to decrypt or reencrypt
the file as a part of the process. Once you've made a backup of the secure files, send the backup file to the
recovery agent via

secure Email.

When the recovery agent receives the Email, they can restore the backup file and begin the recovery

process. Remember that the designated recovery agent must restore the backup onto an NTFS version 5
partition or

the operation won't work.

Another way to bring the recovery certificates and the encrypted files together is for the recovery agent to
physically

travel to the computer that contains the encrypted files and then import his or her recovery certificates.
Reference:
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http://www.brienposey.com/kb/recovering_encrypted_data.asp

Incorrect Answers:

A:We must import the SalesEFS certificateB:We must import the SalesEFS certificateC:
We must import the SaleseFS certificate

QUESTION 177

You are responsible for Public Key Infrastructure (PKI) management for the network of Certkiller . The
network

consists of three Windows 2000 Active Directory domains in a single forest.

You are in charge of deploying a PKI to facilitate certificate issuance within the Certkiller company.
You deploy the Certification Authority (CA) hierarchy shown in the exhibit.

= o
TestKing % ﬁ
RootCA

8- @ - i @
sl ! = =

CanadaCA AsiaCA EuropeCA

You install RootCA with a standalone

policy and remove it from the network.

You attempt to issue certificates to the users and computers in the three domains, but all attempts fail. You
inspect the

event logs and see events that indicate that RootCA is not a trusted root CA in Certkiller .

You need to issue certificates to users and computers in all three domains.

What should you do?

A.In the forest domain, modify the Default Domain Policy to define RootCA as a Trusted Root Certification
Authority.

B.Run thecertutilcommand from any of the CanadaCA, AsiaCA, or EuropeCA computers to publish the
RootCA

certificate in Active Directory.

C.Run thecertregqcommand from any of the CanadaCA, AsiaCA, and EuropeCA computers to submit a
certificate

request to the RootCA.

D.Email

the RootCA certificate to all company employees and instruct them to doubleclick

the certificate attachment

and import the certificate to the default location.

Answer: B
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Explanation:

Certutil.exe is a commandline

program that is installed as part of Certificate Services in Windows 2000 Server. This is
a useful tool for administrators who are managing CAs and troubleshooting certificaterelated
issues. Certutil can be

used to

1.display certificate services configuration information

2.revoke certificates,

3.publish or retrieve a certificate revocation list

4.determine the validity of a certificate

5.verify public/private key pairs

6.resubmit or deny pending certificate requests

7.display certificates in the certificate store import issued certificates

8.shut down the server

Reference:

Using Certutil.exe to Manage and Troubleshoot Certificate Services
http://www.microsoft.com/windows2000/techinfo/administration/security/certutil.asp
Incorrect Answers

A:We must apply the certificates in each domain separately.

C:Certreq.exe is used to request certificates froma C

A. However, the RootCA has been removed from the network.

D:We cannot depend on the end users to configure the certificates.

QUESTION 178

You are responsible for Public Key Infrastructure (PKI) management for the network of Certkiller . The
network

consists of a Windows 2000 Active Directory domain. A Group Policy object (GPO) named GetCertificates
implements automatic certificate request settings to deploy IPSec certificates.

Your manager wants to implement IPSec between all Windows 2000 computers on the network. You must
develop a

method for deploying the IPSec certificates that requires the least amount of user input during the certificate
enrollment

process.

What should you do?

A.Install an enterprise Certification Authority (CA).

GrantReadandEnrollpermissions for the IPSec certificate template to the Domain Users global group.

Link the GetCertificates GPO to the domain.

B.Install a standalone

Certification Authority (CA).

GrantReadandEnrollpermissions for the IPSec certificate template to the Domain Users global group.

Link the GetCertificates GPO to the domain.

C.Install an enterprise Certification Authority (CA).

GrantReadandEnrollpermissions for the IPSec certificate template to the Domain Computers global group.
Link the GetCertificates GPO to the domain.

D.Install a standalone
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Certification Authority (CA).
GrantReadandEnrollpermissions for the IPSec certificate template to the Domain Computers global group.
Link the GetCertificates GPO to the domain.

Answer: C

Explanation:

As we are using IPSec within the Windows 2000 domain only we should use an enterprise C

A. Furthermore, we

should deploy the IPSec certificate template to computers not to users.

Note:By default, any user account you create in a domain is automatically added to the Domain Users group
and any

computer account you create is automatically added to the Domain Computers group.
Reference:StepbyStep

Guide to Internet Protocol Security (IPSec)

Incorrect Answers

A:We should deploy the IPSec certificate template to computers not to users.

B:As we are using IPSec within the Windows 2000 domain only we should use an enterprise CA, not a
standalone

CA.

D:As we are using IPSec within the Windows 2000 domain only we should use an enterprise CA, not a
standalone

CA.

QUESTION 179

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

and does not implement a Public Key Infrastructure (PKI). Several consultants participate in the network and
use

Windows 2000 Professional portable computers that are not members of the Active Directory domain.

You maintain accounting software that only domain members can access. A Windows 2000 Server computer
named Certkiller 1 runs the accounting software.

You must create a solution that ensures that only domain members can connect to Certkiller 1. The solution
must not introduce any new networks services to Certkiller 's network.

What are two possible ways to achieve this goal? (Each correct answer presents a complete solution. Choose
two)

A.Configure the custom IPSec policy to implement Encapsulating Security Payload (ESP) for all IP traffic
connecting to

Certkiller 1.

Configure the IPSec policy to use certificatebased

authentication to authenticate domain member computers connecting

to Certkiller 1.

A.Configure the custom IPSec policy to implement Encapsulating Security Payload (ESP) for all IP traffic
connecting to

Certkiller 1.

Configure the IPSec policy to use Kerberos authentication to authenticate domain member computers
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connecting to

Certkiller 1.

A.Configure the custom IPSec policy to implement Authentication Header (AH) for all IP traffic connecting to
Certkiller 1.

Configure the IPSec policy to use certificatebased

authentication to authenticate domain member computers connecting

to Certkiller 1.

A.Configure the custom IPSec policy to implement Authentication Header (AH) for all IP traffic connecting to
Certkiller 1.

Configure the IPSec policy to use Kerberos authentication to authenticate domain member computers
connecting to

Certkiller 1.

A.In the Local Security Policy of Certkiller 1, enable theDigitallysign server communications (always)security
policy.

B.Create a new Group Policy object (GPO) and link it to the domain.

Configure the GPO to which enable theDigitallysign client communications (always)security policy.

Answer: B, F

Explanation:

B:We secure all IP traffic with ESP and use Kerberos for authentication.

F:Digital signing places a digital signature into each SMB, which is then verified by both the client and the
server. We

must enable theDigitallysign client communications (always)security policy throughout the domain so we
should

configure a GPO with this policy and link it to the domain.

Incorrect Answers

A:Certificate based authentication would require the additional certification service to be run.

C, D:Authentication Header (AH) would only ensure secure authentication, not secure traffic.

E:We must configure the clients, not only the server, for digital signing.

QUESTION 180

You are responsible for Public Key Infrastructure (PKI) management for the network of Certkiller . The
network

consists of a Windows 2000 Active Directory domain. The network includes a Certification Authority (CA)
named

Certkiller 1 that was originally installed in Windows NT 4.0 as a standalone

C

A. You upgrade Certkiller 1 to Windows

2000.

You need to convert Certkiller 1 to an enterprise CA and ensure that Certkiller 1 can manage all existing
certificates

issued by the CA.

What should you do?

A.Perform aSystemStatebackup of Certkiller 1.

Remove Certificate Services from Certkiller 1.
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Reinstall Certificate Services as an enterprise CA by using a new key pair and certificate.
Restore the CA database from theSystemStatebackup.

B.Perform aSystemStatebackup of Certkiller 1.

Export the existing private key and certificate of the CA.

Remove Certificate Services.

Reinstall Certificate Services as an enterprise CA by using the existing key pair and certificate.
Restore the CA database from theSystemStatebackup.

C.Backup the CA by using the Certification Authority console.

Remove the Certificate Services.

Reinstall Certificates Services as an enterprise CA by using a new key pair and certificate.
Restore the CA database in the Certification Authority console.

D.Back up the CA by using the Certification Authority console.

Remove Certificate Services.

Reinstall Certificate Services as an enterprise CA by using the existing key pair and certificate saved by the
backup from

the Certification Authority console.

Restore the CA database in the Certification Authority console.

Answer: D

Explanation:

We must reinstall Certificate Services. First we backup Certifcate Services from theCertification
Authorityconsole.

We must ensure that we use preserve the existing key pair and certificate, and use this when Certificate Services
is

installed, since we want to perform an upgrade.

Procedure to back up the Certificate Services:

To backup the service

1.In the> Certification Authorityconsole, rightclick

the name of the CA.

2.Point to> All Taskson the context menu, and then clickBackup CA.

3.TheCertification Authority Backup Wizardstarts. Read the message, and then clickNext.

4.Check the boxes for the items to be included in the backup. (In this case, you will back up both
theKey/Certificate

andlog/queue.) Click the> Privatekeyand CA certificatecheck box. Also, click thelssued certificate log and
pending certificate request queue check box. Specify a folder for the backup in the text box by typing the name
or

by clickingBrowse. Then, clickNext

5.Finish the wizard.

Reference:

StepbyStep

Guide to Administering Certificate Services
http://www.microsoft.com/windows2000/techinfo/planning/security/adminca.asp

Incorrect Answers

A, B:A system state backup would not backup the Certificates Services.

C:Since we want to upgrade Certificates Services we should not discard the existing key pair and certificate.
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QUESTION 181

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
forest.

A Windows 2000 Server computer named Certkiller 1 runs Internet Information Services (11S) and hosts a Web
site

that allows customers to purchase Certkiller 's goods. To protect the transactions, Certkiller 1 requires a Web
server

certificate and must implement SSL encryption.

The written security policy for Certkiller requires that all customers use certificatebased

authentication when they

connect to a secured Webs site. The application running on the Web server requires the existence of a custom
Object

Identifier (OID) in the presented certificate. You need to map the digital certificates to Active Directory user
accounts

by using onetoone

certificate mapping.

You need to acquire a Web server certificate and user certificates that comply with the written policy.

What should you do?

A.Obtain the certificates from a commercial Certification Authority (CA).

B.Obtain the certificates from a private Certification Authority (CA) that is hosted on Certkiller network.
C.Obtain the Web Server certificate from a commercial Certification Authority (CA) and the user certificates
from a

private CA that is hosted on Certkiller network.

D.Obtain the user certificates from a commercial Certification Authority (CA) and the Web server certificate
from a

private CA that is hosted on Certkiller network.

Answer: C

Explanation:

The web server must use a certificate from a commercial public CA, since the Web server will be accessed by
clients

outside the Windows 2000 domain.

The user certificates, on the other hand, should be obtained from a private CA since they are going to mapped
using

onetoone

certificate mapping to Active Directory user accounts.

Note:An OID (Obiject identifier) is a globally (i.e., worldwide) unique identifier required by Open System
Interconnection (OSI) International Standards and Recommendations to identify an X.500 object.

Incorrect Answers

A:We need to map the digital certificates to Active Directory user accounts by using onetoone

certificate mapping.

We should therefore not use a commercial Certification Authority (CA) for the user certificates.

B:A private Certification Authority (CA)can not used since customers, which are not part of the Windows 2000
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domain, willaccess the Web server.
D:The Web server must use a public Web server certificate.

QUESTION 182

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .com. The network contains a Microsoft Internet Security and Acceleration (ISA) server
named

Certkiller 1.

Certkiller 1 protects the perimeter network (also known as the DMZ) from the Internet. The DMZ contains a
Windows 2000 Advanced Server computer named Certkiller 2. Certkiller 2 runs Internet Information Services
(11S). Users can access Certkiller 2 from the Internet by using the DNS name Certkiller 2. Certkiller .com.
Th%EMZ is configured as shown in the exhibit.

l,‘. ¥ '.\
( Internet )— P Testl{ing
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TeslKing2
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Certkiller 2 hosts a Webbased application that requires SSL encryption. To implement SSL encryption, you
acquire a certificate named www. Certkiller .com from a commercial Certification Authority (CA). You install
the certificate on Certkiller 2. DNS correctly resolves the certificate's subject name with the

Internetaccessible

IP address for Certkiller 2.

The written security policy of Certkiller requires that the endtoend

encryption be provided for all access to

the Webbased

application and that the application support failover in the event of server failure. To meet

the written policy, you configure a Web cluster that contains Certkiller 2 and two other Windows 2000
Advanced Server computers: Certkiller 3 and Certkiller 4. You modify the www. Certkiller .com DNS resource
record to reference the address of the Web cluster. On Certkiller 1, you modify the existing firewall rule to
redirect SSL requests to the IP address of the Web cluster.

Customers now report that they cannot always access the application when connecting to www. Certkiller .com.
You need to make sure that customers can always connect to the Web cluster.

What should you do?

A.On Certkiller 1, modify the firewall rule to redirect SSL requests to the IP addresses of the computers in the
Web

cluster as HTTP requests.

B.Export the www. Certkiller .com certificate from Certkiller 2 to a .cer file.

Import the .cer file to Certkiller 3 and Certkiller 4.

On each computer in the Web cluster, configure IS to use the www. Certkiller .com certificate for SSL
encryption.

A.Export the www. Certkiller .com certificate and private key from Certkiller 2 to a .pfx file.

Import the pfx file to Certkiller 3 and Certkiller 4.

On each computer in the Web cluster, configure IS to use the www. Certkiller .com certificate for SSL
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encryption.

A.Acquire two additional Web server certificates named www. Certkiller .com from the commercial CA.
Install the certificates on Certkiller 3 and Certkiller 4.

On each computer in the Web cluster, configure IS to use the www. Certkiller .com certificate for SSL
encryption.

Answer: C

Explanation:

Customers nowreport :"that they cannot always access the application when connecting to www. Certkiller
.com." So

sometimes they can connect. The reason for this is that we have installed a Certificate on Certkiller 2, but not on
Certkiller 3 and Certkiller 4. We have to implement the Certificatethatson Certkiller 2 to Certkiller 3 and
Certkiller 4.

When you use Internet Information Services (I1S) version 5.0, you may want to restore a server certificate, for
example,

if you are migrating one Web site to another server in a Web farm. In order to complete this operation, you must
have a

backup of the server certificate (and private key) contained in a PFX file (PKCS #12 (.pfx))

Reference:

How to Import a Server Certificate for Use in Internet Information Services 5.0, Microsoft Knowledge Base
Article Q232137

Prescriptive Architecture Guide I, Chapter 7 Deploying

the Firewalls, Configuring SSL Bridging

Incorrect Answers

A:If we intended to configure SSL bridging the ISA server would have to use the IIS server certificate.Note:The
InternetDataCenterarchitecture implementation of Secure Sockets Layer (SSL) bridging is designed to offload
the

processing of SSL packets from the 11S Web servers, and have the ISA Server 2000 computers manage the SSL
sessions with Internet clients.Because the HTTPS connection will terminate at the ISA Server computers (and
not at the

Web servers), the Web server's certificate must be installed on each ISA Server computer.You must either
obtain a

new certificate from a certification authority or export an existing certificate from the 11S servers. This will be
the Web

server certificate that clients receive when they establish an HTTPS session, so it should include the fully
qualified

domain name (FQDN) of your Web site.

B:DERuses.cer files, Base64

uses.cer files , and PKCS #7 uses (.p7b) files. In this

examplewe must export the private key and certificate. And this implies PKCS #12.

D:We must use the same Web certificate on all Web servers in the cluster.

QUESTION 183
You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.
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The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

A Windows 2000 Member served named Certkiller 1 host the corporate Internet Web site. Certkiller 1 runs
Internet

Information Services (11S) 5.0. Users on the Internet connect to the corporate Internet Web site by using an
anonymous

SSL connection.

The corporate security department has given you a test custom security template for the Web server. You have
applied

the security template to Certkiller 1. You also want to improve security by requiring users to authenticate to the
Web

site. You configure 11S on Certkiller 1 to require Basic authentication and disallow Anonymous access. You
create a

new user account for each user who needs to gain access to the Internet Web site. You configure the accounts so
that

the passwords never expire. You provide logon credentials to each user.

However, these users report that they receive the error message "HTTP 401.1 Unauthorized:

Logon Failed" when

they attempt to connect to the Internet Web site with the credentials you provided to them.

You want to ensure that these users can use Basic authentication to connect to the corporate Internet Web site.
What should you do?

A.Enable theTrust computer for delegationoption for the Certkiller 1 computer account in Active Directory.
B.Configure 11S on Certkiller 1 to enable theAccept client certificatesoption.

C.Configure 11S on Certkiller 1 to enable theEnable client certificate mappingoption.

D.Grant the new user accounts theLog on locallyuser right on Certkiller 1.

E.Configure Certkiller 1 to set theNumber of previous logons to cacheoption toO.

F.Configure Certkiller 1 to set theLAN Manager Authentication leveltoSendLM and NTLM responses.

Answer: D

Explanation:

If users with Basic Authentication rights are having trouble accessing your site, please check that the users have
been

given the right to log on locally.

Reference:

Users Cannot Access FTP or Web Site

http://support.microsoft.com/support/kb/articles/q185/3/77.asp.

Incorrect Answers:

A:Enabling the Trust computer for delegation option will not allow users to log on locally

B:Configuring 11S on Certkiller 1 to enable the Accept client certificates option is not necessary, since we desire
to use

Basic AuthenticationC:Configuring 11S on Certkiller 1 to enable the Enable client certificate mapping option is
not

necessary.E:Configuring Certkiller 1 to set the Number of previous logons to cache option has nothing to do
with

allowing them to log on locally.F:Configuring Certkiller 1 to set the LAN Manager Authentication level to Send
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LM and
NTLM responses will not solve the problem.

QUESTION 184

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain on

three Windows 2000 Server computers.

One of these computers is named Certkiller 1. Certkiller 1 acts as a firewall and can also act as a virtual private
network

(VPN) server. Certkiller 1 is connected to the Internet and to the internal network.

The network also contains 500 portable computers running Windows 95, Windows 98, Windows Me, Windows
2000

Professional, or Windows XP Professional. All Windows 95, Windows 98, and Windows Me computers use the
Microsoft Directory Services Client.

You want to ensure that all company employees can use their portable computers to connect to Certkiller
network by

means of the Internet without using thirdparty

software. You also want to connections to be as secure as possible,

while maintaining the same solution for all computers.

What should you do?

A.Configure the portable computers to use L2TP and IPSec.

Configure the portable computers and Certkiller 1 to use a shared secret.

B.Configure Certkiller 1 to accept PPTP connections.

Configure the portable computers to connect to Certkiller 1 by using PPTP.

C.Install a computer certificate on Certkiller 1.

Configure the portable computers to trust the Certification Authority (CA) that issued the certificate.

D.Install a computer certificate on each portable computer.

Configure Certkiller 1 to trust the Certification Authority (CA) that issued the certificates.

Answer: B

Explanation:

L2TP is similar to PPTP in that its primary purpose is to create an encrypted tunnel through an untrusted
network. L2TP

differs from PPTP in that it provides tunneling but not encryption. L2TP provides a secure tunnel by
cooperating with

other encryption technologies such as IPSec.This was introduced in Windows 2000.PPTP offers encrypted
packets in

secure wrappers that can be transmitted over a TCP/IP connection and is an extension of PPP.

Reference:

How to Install Virtual Private Networking in Windows Me/98,

hitpJ/support.microsol

Using the Microsoft L2TP/IPSec VPN Client with Windows 98, Windows Millennium Edition, and Windows
NT 4.0

hitp2/support.microsof

HOW TO: Configure Packet Filter Support for PPTP VPN Clients in Windows 2000
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http//support.microsof

VPN Tunnels PPTP

Protocol Packet Description and Use

http/support.microsol

Incorrect Answers:

A:We cannot use L2TP since the clients cannot support it.

C:PPTP is a better alternative compared to computer certificates.D:PPTP is a better alternative compared to
computer

certificates.

QUESTION 185

You are responsible for Public Key Infrastructure (PKI) management of the network for Certkiller . The
network

consists of a Windows 2000 Active Directory domain.

You establish the Certification Authority (CA) hierarchy shown in the exhibit to distribute certificates to all
computers

and users in Certkiller .

RootCA 5

PolicyCA |

gl

]
IssuingCA =n

RootCA and PolicyCA are removed from the network. IssuingCA issues all certificates to the users and
computers on

your network.

IssuingCA and Web server named Certkiller 1 are accessible from the Internet. External customers who do not
have

computer accounts in Certkiller 's domain must access Certkiller 1 by using certificatebased

authentication with

certificates issued by IssuingCA.

For each external customer, you create a user account that the External customer must use to request a user
certificate

from IssuingC

A. You create a global group named ExternalUsers and grant the group Read and Enroll permissions for

the user certificate template. You add all external customer user accounts to the ExternalUsers group.

You must allow external users to request user certificates from the Internet. You must also ensure that Certkiller
1land

the external customers can perform Certificate Revocation List (CRL) checking for the certificates issued by
IssuingCA.

What should you do?

A.Publish the CRL for IssuingCA to Certkiller 1.

Have external customers request personal certificates from IssuingCA by using the Certificate Request Wizard
in the
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Certificates snapin

at their client computers.

B.Publish the CRL for IssuingCA to Certkiller 1.

Have external customers request personal certificates from IssuingCA by using the Web enrollment pages
hosted on

IssuingCA.

C.Publish the Root Certification Authority and Subordinate Certification Authority certificates and CRLs for
IssuingCA,

PolicyCA, and RootCA to Certkiller 1.

Have external customers request personal certificates from IssuingCA by using the Web enrollment pages
hosted on

IssuingCA.

D.Publish the Root Certification Authority and Subordinate Certification Authority certificates and CRLs for
IssuingCA,

PolicyCA, and RootCA to Certkiller 1.

Have external customers request personal certificates from IssuingCA by using the Certificate Request Wizard
in the

Certificate snapin

at their client computers.

Answer: C

Explanation :

We mustPublishthe Root Certification Authority and Subordinate Certification Authority certificates and CRLs
for

IssuingCA, PolicyCA, and RootCA to Certkiller 1.

Have external customers request personal certificates from IssuingCA by using the Web enrollment pages
hosted on

IssuingCA.

QUESTION 186

You are responsible for Public Key Infrastructure (PKI) management for your network at Certkiller Inc. The
network

consists of a Windows 2000 Active Directory domain. The network contains a Microsoft Internet Security and
Acceleration (ISA) Server computer that accepts virtual private network (VPN) connections. The network also
contains a Windows 2000 Server named Certkiller 1, which runs Internet Information Services (11S). Certkiller
lis

accessible from the Internet.

The written security policy for Certkiller requires L2TP/IPSec connections.

To distribute the required certificates for L2TP connections, you deploy the Certification Authority (CA)
hierarchy

shown in the exhibit.



070-214

@ -
TestKing -
RootCA
=) o
TeslKing ._
PalicyCA = —
| @
TestKing =
IssuingCA

RootCA and PolicyCA use standalone CA policies and are removed from the network. IssuingCA issues the
IPSec

certificates. IPSec certificates are successfully issued to all remote client computers and the ISA Server.

The Certificate Revocation Lists (CRL) for RootCA, PolicyCA, and IssuingCA are published to Active
Directory. The

CRL Distribution Point (CDP) extensions are modified to reference the Active Directory location of all three
CAs.

When remote client computers attempts to connect to the ISA Server, their connection attempts fail. At all
remote client

computers, this error message appears: "The client was unable to verify the identity of the server.”

You must ensure that the remote client computers can connect to the ISA Server with an L2TP/IPSec VPN
connection.

What should you do?

A.Modify the CDP extension on IssuingCA to include an HTTP URL that references Certkiller 1.

Manually publish the CRL to the referenced CDP URLSs at Certkiller 1.

Renew the IssuingCA certificate.

B.Modify the CDP extension on RootCA, PolicyCA, and IssuingCA to include an HTTP URL that references
Certkiller 1.

Manually publish the CRLs to the references CDP URLs at Certkiller 1.

Renew the RootCA, PolicyCA, and IssuingCA certificates.

C.Modify the CDP extension on IssuingCA to include an HTTP URL that references Certkiller 1.

Manually publish the CRL to the referenced CDP URLSs at Certkiller 1.

Revoke all currently issued certificates.

Reissue the IPSec certificates to the ISA Server and the remote client computers.

D.Modify the CDP extensions on RootCA, PolicyCA, and IssuingCA to include an HTTP URL that references
Certkiller 1.

Manually publish the CRLs to the referenced CDP URLSs at Certkiller 1.

Revoke all currently issued certificates.
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Reissue the IPSec certificates to the ISA Server and the remote client computers.
Answer: B

Explanation:

We need to modify the CDP extension on ALL CA's. Publish the CRL's and then renewing ALL the CA's.
There is no

need to revoke & reissue the certificates.

QUESTION 187

You are a network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain

named Certkiller .msft.

The relevant portion of the Active Directory structure is shown in the exhibit.

testking.msft

|, —

6 ‘ Departments

a Accounting
&) sor

——g TestKingUser1
—c TestKingUser2

@ Computers

[] TestKingComputer1
==

—-—; TestKingComputer2

l AccountData

The written security policy of Certkiller requires that all communication between the AccountData server and
the

computers in the accounting department be encrypted. To implement IPSec communication between
AccountData and

the accounting department client computers, you configure the network in the following way:

*All user accounts in the accounting department are members of the Accounting_Department global group.
*All computer accounts in the accounting department are members of the Accounting_Department_Computers
global

group.
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*The IPSec certificate template permissions are defines to grant the Accounting_Department global group Read
and

Enroll permissions.

*A Group Policy object (GPO) named GetCertificates is created and linked to the Accounting organizational
unit (OU)

to issue the IPSec certificate template by using the Automatic Certificate Request Settings option.

*A GPO named AccountingServer is created and linked to the Accounting OU.

The AccountingServer GPO assigns the Secure Server (Require Security) IPSec policy.

*A GPO named AccountingComputers is created and linked to the Computers OU.

The AccountingComputers GPO assigns the Client (Respond Only) IPSec policy.

The accounting department employees can connect to every computer on the network except AccountData. You
must

ensure that the employees in the accounting department can connect to AccountData under the written policy.
What should you do?

A.Change the AccountingServer GPO to assign theSecure Server (Request Security)IPSec policy.

B.Change permissions on the IPSec certificate template to grantReadandEnrollpermissions to the
Accounting_Department_Computers global group.

C.Change the AccountingComputers GPO to assign theSecure Server (Require Security)IPSec policy.
D.Unlink the GetCertificates GPO from the Accounting OU and link the GetCertificates GPO to the Computers
Ou.

Answer: D

Explanation:

IPSec should be applied to computers, not to users.

Incorrect Answers

A:This would weaken security. The written security policy requires that all communication with the server
should be

secure.

B:ReadandEnrollpermissions to security template do not apply.

C:Client (Respond Only) This

policy is for computers that do not require secure

communications. If secure communications are requested, this policy instructs the computer to respond in a
positive

fashion.All communication between theclient

computers

are not required to be encrypted. The client computers already have an appropriate IPSec policy.

QUESTION 188

You are responsible for Public Key Infrastructure (PKI) management of the network for Certkiller . You have
installed

an offline root Certification Authority (CA) named RootCA and an offline intermediate CA named PolicyC
A. You must

install an enterprise subordinate CA named IssuingCA that is subordinate to PolicyCA.

Before installation of Certificate Services on IssuingCA, you synchronize the clock on IssuingCA with the
clock on
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PolicyC

A. You now install Certificate Services on IssuingCA, generate a certificate request, and submit the certificate
request to PolicyC

A. After submitting the certificate request, you are unable to start Certificate Services on IssuingCA.
You must get Certificate Services started on IssuingCA.

What should you do? (Each correct answer presents part of the solution. Choose two)

A.Have a local administrator of RootCA issue the pending certificate request.

B.Have a local administrator of PolicyCA issue the pending certificate request.

C.Have a local administrator of IssuingCA issue the pending certificate request.

D.Install the issued certificate in the Certification Authority console and start Certificate Services.
E.Install the issued certificate in the Certificates snapin

and start Certificate Services.

Answer: B, D

Explanation:

B:As the PolicyCA is offline we must have a local administrator of PolicyCA issue the pending certificate
request.

D:After the certificate for the child CA is issued, you can install the certificate for the child CA by using the
Certification

Authority console.

Reference:

StepbyStep

Guide to Administering Certificate Services,
http://www.microsoft.com/windows2000/techinfo/planning/security/adminca.asp

Incorrect Answers

A, C:The pending certificate request must be issued at the PolicyCA.

E:We should use the Certification Authority console, not the Certificates snapin

to install the issued certificate.

QUESTION 189

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional computers.

A Windows 2000 Member server named Certkiller 1 hosts the corporate intranet Web site. Certkiller 1 runs
Internet

Information Services (11S) 5.0. You have configured the Web server to require Basic authentication in
combination with

Secure Sockets Layer (SSL). All users on the network use Internet Explorer as their default browser to connect
to the

intranet Web site.

Users report that they receive a dialog box prompting them for authentication credentials when they access the
intranet

Web site. You want to change the authentication method uses to access the intranet Web site to ensure that users
no

longer receive that dialog box. You also want to ensure that you can track users' access to the intranet Web site,
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based

on user name.

What should you do?

A.Configure 11S to map exactly one client certificate to each user.

B.Configure 11S on Certkiller 1 to enable theAccept client certificatesoption.

C.Configure 11S on Certkiller 1 to enable theEnable client certificate mappingoption.

D.Configure the I1S authentication methods on Certkiller 1 to require Integrated Windows authentication only.
E.Configure the 11S authentication methods on Certkiller 1 to require Digest authentication only.

Answer: D

Explanation:

Since the Web server is used only the corporate LAN we can safely use Integrated Windows authentication
only. Users

would never be prompted for login credentials when accessing the Web server. Tracking of the access would
also be

possible.

Incorrect Answers

If we want to be able to track users' access based on user name we should not use certificate authentication.
E:Digest Authentication requires the 11S server to have access to the Active Directory. However, since
Certkiller 1 isa

member server it does not access to the Active Directory.

QUESTION 190

You are responsible for Public Key Infrastructure (PKI) management of the network for Certkiller . The
network

consists of a Windows 2000 Active Directory domain.

You dep}/o_y_the PKI hierarchy by using Windows 2000 Server computers as shown in the exhibit.

= =
TestKing % —_—

RootCA |I=)|

TeslKing
PolicyCA

TestKing
IssuingCA
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RootCA

and PolicyCA are removed from the network. The following certificate lifetimes are implemented for the CAs
in the CA hierarchy.

*RootCA is a standaloneCA

Certification Authority (CA) with a certificate lifetime of 20 years.

*PolicyCA is a standalone

CA with a certificate lifetime of 3 years.

*IssuingCA is a standalone

CA with a certificate lifetime of 6 years.

A new written security policy for Certkiller requires that an internal application use certificates with a fiveyear
validity

period.

What should you do to meet the written policy and prevent the reusage

of existing certificates?

A.Renew the PolicyCA certificate by using the same key pair and specify a validity period of five years.
B.Renew the PolicyCA certificate by using a new key pair and specify a validity period of five years.
C.Renew the IssuingCA certificate by using the same key pair and specify a validity period of five years.
D.Renew the IssuingCA certificate by using a new key pair and specify a validity period of five years.

Answer: D

Explanation:

We should renew the IssuingCA certificate. We must use a new key pair to prevent the reusage

of existing certificates.

Note:Normally certificate lifetimes are nested. In other words, an issued certificate (of a users or a CA) expires
before

the certificate of the CA that issued it. Otherwise, after the CA's expiration, the issued certificate becomes
invalid, even

if it hasn't expired itself. MicrosoftCAsenforce this nesting in their certificate issuing, but other CA products
don't

necessarily do that.

QUESTION 191

You are the administrator of Certkiller 's network. The network consists of a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computer that runs Internet Information Services (11S) and hosts
an

extranet research Web site.

You establish the Certification Authority (CA) hierarchy shown in the exhibit to distribute certificates to all
computers

and users at Certkiller .
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RootCA and PolicyCA are removed from the network. IssuingCA issues all certificates to the users and
computers in

your network. IssuingCA publishes its Certificate Revocation List (CRL) every seven days. Certificates issued
by

IssuingCA are associated with user accounts in Active Directory by defining certificate mappings at the 11S
server.

A user named Jack in the research department leaves Certkiller . You must ensure that she can no longer access
the

network or connect to the extranet research Web site by using her user certificate from IssuingCA.

What should you do?

A.Delete the certificate mapping at the IS server that hosts the Research Web site.

Publish the latest version of the Root Certification Authority and Subordinate Certification Authority
certificates to the

Authority Information Access (AlA) of IssuingCA.

B.Delete the certificate mapping at the 11S server that hosts the Research Web site.

Publish the latest version of the CRL to the CRL Distribution Points (CDPs) of IssuingCA.

C.Disable Jack's domain user account.

Revoke all certificates issued to Jack by IssuingCA in the Certification Authority console.

Publish the latest version of the Root Certification Authority and Subordinate Certification Authority
certificates to the

Authority Information Access (AlA) of IssuingCA.

D.Disable Jack's domain user account.

Revoke all certificates issued to Jack by IssuingCA in the Certification Authority console.

Publish the latest version of the CRL to the CRL Distribution Points (CDPs) of IssuingCA.

Answer: D
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Explanation:
We should disable Jack's domain user account, revoke all certificates issued to Tess, and publish the latest CRL

(Certification Revocation List).

QUESTION 192

You are a network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

You deploy the Windows 2000 Certification Authority (CA) hierarchy shown in the exhibit.

TestKing
RootCA

Testking
PalicyCA

TestKing
ProjectCA

TestKing
MallC A

RootCA and PolicyCA are removed from the network to increase the security of the CA hierarchy. CorpCA
issues

computer and user certificatesfor a companywide applications, including Encrypting File System (EFS) and
IPSec.

MailCA issues certificates for Microsoft Exchange Server 2000.

ProjectCA issues certificates to users and computers involved in several Public Key Infrastructure (PKI) pilot
projects.

These certificates are issued with short lifetimes to ensure that the certificates are not used when a PKI project
moves to

a production application. Multiple projects utilize ProjectCA simultaneously.

At the conclusion of a pilot project, you discover that the pilot project users continue to use the certificates
issued by

ProjectCA, rather than the new certificates issued by CorpC

A. You need to ensure that certificates issued by

ProjectCA are no longer used when a pilot project terminates.

What should you do when a project terminates?
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A.Revoke the CA certificate of ProjectCA at ProjectCA.

B.Revoke the CA certificate of ProjectCA at PolicyCA.

C.Revoke the individual certificates issued to the users and computers participating in the pilot project at
ProjectCA.

D.Export the certificates issued by ProjectCA for the pilot project and publish an updated Certificate
Revocation List

(CRL).

Answer: B

Explanation:

We only need to revoke the certificate for the ProjectC

A. All the certificates issued by ProjectCA will be revoked

automatically. We must revoke the certificate higher in the CA hierarchy, at PolicyCA.

QUESTION 193

You are the network administrator for Certkiller . The network consists of three Windows 2000 Active
Directory

domains in a single Active Directory forest. Each domain represents a region in Certkiller . All client computers
in the

network run Windows XP Professional and are members of the domain for their region. Certkiller has a
subsidiary

named TestQueen. The TestQueen network consists of a Windows 2000 Active Directory domain that is not
part of

Certkiller 's Active Directory forest.

Employee in both companies must access a Windows 2000 Server computer named Certkiller 1, which runs
Internet Information Services (11S). Certkiller 1 is a member of the TestQueen domain and is physically
located at the TestQueen's main office.

Certkiller 1 hosts a Webbased

application that requires SSL encryption. Certkiller 1 contains a Web server

certificate that was issued by a Certification Authority (CA) named IssuingC

A. IssuingCA is located on the

TestQueen network.

The CA hierarchy for TestQueen is shown in the exhibit.
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To allow validation of the Web server certificate, the network administrator for TestQueen publishes the
Certificate Revocation List (CRL) and CA certificate for each CA in the CA hierarchy to an externally
accessible Web location. Whenusers from Certkiller connectsto Certkiller 1, a security alert appears that
contains the following text: "The security certificate was issued by a company you have not chosen to trust."
You want to make sure that the users do not receive this error in the future.

What should you do?

A.Import the CA certificate for RootCA to the configuration naming context of Certkiller 's forest by running
thecertutil

dspublishcommand

at a Windows XP computer.

B.Import the CA certificate for IssuingCA to the configuration naming context of Certkiller 's forest by running
the

certutil dspublishcommand

for the certificate at a Windows XP computer.

C.Import the CA certificates for IssuingCA to theTrusted Root Certification Authoritiespolicy of the Default
Domain Policy Group Policy object (GPO) in the forest root domain.

D.Import the CA certificate for RootCA to theTrusted Root Certification Authoritiespolicy of the Default
Domain

Policy Group Policy object (GPO) in the forest root domain.

Answer: D

Explanation:
We import a root certificate into a GPO and deploy the whole domain forest.
Incorrect Answers

A, B:We should use a GPO to issue the certificate throughout the domain. This cannot be achieved by importing
the
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certificate on a single Windows XP Professional computer.
C:We must import the certificate for the RootCA, not the IssuingCA.

QUESTION 194

You are the network administrator of Certkiller 's network. The network consists of a Windows 2000 Active
Directory

domain. All client computers run Windows 2000 Professional and are domain members.

The consulting manager wants to implement Encrypting File System (EFS) on the C:\Projects folder on each
consultant's

portable computer. The IT manager wants to disable EFS for all other computers in Certkiller . You must ensure
that

both of these objectives are met.

What should you do?

A.In the Default Domain Controllers Policy, delete the EFS Recovery policy.

Create an organizational unit (OU) named Consultants that contains all of the consultants' user accounts.
Create a Group Policy object (GPO) and link it to the Consultants OU.

Configure the GPO to implement an EFS Recover Agent.

B.In the Default Domain Controllers Policy, implement an empty EFS Recovery policy.

Create an organizational unit (OU) named Consultants that contains all of the consultants' portable computer
accounts.

Create a Group Policy object (GPO) and link it to the Consultants OU.

Configure the GPO to implement an EFS Recover Agent.

C.In the Default Domain Policy, delete the EFS Recover policy.

Create an organizational unit (OU) named Consultants that contains all of the consultants' user accounts.
Create a Group Policy object (GPO) and link it to the Consultants OU.

Configure the GPO to implement an EFS Recover Agent.

D.In the Default Domain Policy, implement an empty EFS Recover policy.

Create an organizational unit (OU) named Consultants that contains all of the consultants' portable computer
accounts.

Create a Group Policy object (GPO) and link it to the Consultants OU.

Configure the GPO to implement an EFS Recover Agent.

Answer: D

Explanation:

By implementing an empty EFS Recover policy and creating an organizational unit (OU) named Consultants
that

contains all of the consultants' portable computer accounts, we can implement Encrypting File System (EFS) on
the

C:\Projects folder on each consultant's portable computer and at the same time, disable EFS for all other
computers in

Certkiller .

QUESTION 195
You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain
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named Certkiller .msft. The network includes Windows 2000 Professional client computers. All consultants'
portable

computers run Windows 2000 Professional.

The relevant portion of the Active Directory structure is shown in the exhibit.

testking. msft

\

| 6] Domain controllers
6' Departments
6' Consulting

Staff

LapTops

Z4
Z3

Within the organizational unit (OU) structure, the consulting department user objects are located in the Staff
OU. The

consultants' portable computer objects are located in the Laptops OU.

Certkiller 's written security policy requires that Encrypting File System (EFS) be enabled for the consultants.
The written

policy requires that EFS encryption be disabled for any other employees of Certkiller .

You must ensure that the written policy is enforced.

What should you do?

A.Create a Group Policy object (GPO) and link it to the Staff OU.

Configure the GPO to define an EFS Recovery Agent.

Define an empty EFS Recovery Agent policy in the Default Domain Policy at the domain.

B.Create a Group Policy object (GPO) and link it to the Laptops OU.

Configure the GPO to define an EFS Recovery Agent.

Define an empty EFS Recovery Agent policy in the Default Domain Policy at the domain.

C.Create a Group Policy object (GPO) and link it to the Staff OU.

Configure the GPO to define an EFS Recovery Agent.

Define an empty EFS Recover Agent policy in the Default Domain Controllers Policy at the Domain
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Controllers OU.

D.Create a Group Policy object (GPO) and link it to the Laptops OU.

Configure the GPO to define an EFS Recovery Agent.

Define an empty EFS Recovery Agent policy in the Default Domain Controllers Policy at the Domain
Controllers OU.

Answer: B

Explanation:

We define an EFS Recovery agent in a GPO. We link the GPO to the Laptops OU. This ensures that EFS will
be

enabled for theconsultantscomputers.

An empty EFS Recovery Agent policy for the Default Domain Policy ensures that EFS is not used for the rest
of the

users.

Incorrect Answers

A:EFS applies to computers, not to users. We should link the EFS GPO to the Laptops OU, not the Staff OU.
C:EFS applies to computers, not to users. Furthermore, we should apply the GPO with the empty EFS Recovery
Agent policy to the whole domain, not only to the domain controllers.

D:We should apply the GPO with the empty EFS Recovery Agent policy to the whole domain, not only to the
domain

controllers.

QUESTION 196

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers. The
network also contains Macintosh client computers.

You want to deploy an intranet Web site for employees of a new international branch office. You will hire the
employees for the new branch office over the next few months. The new branch will include both Windows
2000 Professional and Macintosh client computers.

You install the intranet Web site on a Windows 2000 member server named Certkiller 1. The server runs
Internet Information Services (11S) 5.0. You configure I1S to use Digest authentication when users connect

to the intranet Web site.

You want to ensure that the new users in the branch office will be able to use Digest authentication to
successfully connect to the intranet Web site.

What should you do?

A.Use thelnternet Information Servicesconsole to install a server certificate on the intranet Web site.

B.Run thedcpromocommand to promote Certkiller 1 to domain controller.

C.When you create the new user accounts, place them in a new group named BranchUsers.

Grant BranchUsers theLog on locallyuser right on Certkiller 1.

A.Create a Group Policy object (GPO) and link it to the domain.

Configure the GPO to enable theStore password using reversible encryption for all users in the domainoption.

Answer: D
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Explanation:

We need to store the passwords using reversible encryption for all users in order to enable the Macintosh client
computer to use Digest authentication.

Note:

Store password using reversible encryption for all users in the domain weakens, rather than strengthens,
passwords. If

you enable this policy, then user passwords are stored in clear text in Active Directory (AD), and anybody can
read

example is the AppleTalk protocol. Unless your domain consists entirely of Macintosh computers, this policy is
dangerous to set across the domain. Instead, apply this policy on a userbyuser

basis by opening the appropriate user

account object in Active Directory Users and Computers. By enabling this policy in each user's Account tab, the
setting

will affect only specified users instead of the entire domain.

Reference:

Setting Up Digest Authentication for Use with Internet Information Services 5.0, Microsoft Knowledge Base
Avrticle Q222028

Incorrect Answers

A:A server certificate is not required for digest authentication.

B:As we were able to configure the 11S server to use Digest Authentication it has already access to the Active
Directory.

Note:In order to use Digest Authentication in Windows 2000, the server must have access to an Active
Directory

Server that is set up for Digest Authentication. If the server running I1S is notaActive Directory Server, or does
not have

access to the Active Directory, this authentication will not work.

C:This has no effect in this scenario.

QUESTION 197

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
Certkiller uses a Windows 2000 member server named Certkiller 1 as a file server for users on the network.
A user named Jack is Certkiller auditor.

You want to allow Jack to assign audit access control entries on files and folders on Certkiller 1. You do not
want Tess

to have excessive privileges on Certkiller 1.

What should you do?

A.Add the Jack user account to the Power Users group on Certkiller 1.

B.Assign the Jack user accountAllow Full

Controlpermission on all files and folders on Certkiller 1.

C.Grant the Jack user account theManage auditing and security loguser right on Certkiller 1.

D.Grant the Jack useraccounttheGenerate security auditsuser right on Certkiller 1.

Answer: A
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Explanation:

Power Users can enable auditing on a particular file and folders.

Note:Power Users can:

1.Run legacy applications in addition to Windows 2000 certified applications.

2.Install programs that do not modify operating system files or install system services.

3.Customize systemwide

resources including Printers, Date/Time, Power Options, and other Control Panel resources.

4.Create and manage local user accounts and groups.

5.Stop and start system services which are not started by default.

Reference:

HOW TO: Enable and Apply Security Auditing in Windows 2000, Microsoft Knowledge Base Article Q300549
Incorrect Answers

B:Tess is not required to get Full Control permission.

C:By default, only members of the Administrators group have privileges to configure auditing. You can
delegate the task

of configuring auditing of server events to another user account by granting the Manage Auditing and Security
Log right

in Group Policy. However, in this scenario Jack does not need these rights. She onlyneedthe right to enable
auditing on

a particular file or folder.

D:TheGenerate security auditsright allows writing of events to the security logs.

QUESTION 198

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain includes five Windows 2000 domain controllers and five Windows 2000 Server computers
configured as

file servers. The domain also includes 750 Windows 2000 Professional computers.

User account policies are set to their default values on the domain. The Account logon event policy is
configured for

failure auditing on the domain controllers and file servers.

While reviewing the audit logs, you notice more than 100 Event ID 529 (failed logon event) and Event ID 681
(failed

account logon event) entries in the Security log that contains the same three user accounts. The users who use
these

accounts work on Windows 2000 Professional client computers. These users report that they have no difficulty
logging

on to the network. You verify this statement by asking the users to log off and log on in your presence.

You need to reduce the chance that the attacks shown in the event log will succeed.

What should you do?

A.Run thesyskeycommand and set it toPassword Startupon all domain controllers.

B.Run thesyskeycommand and set it toPassword Startupon all client computers in your domain.

C.Set theAccount lockout thresholdpolicy to3and accept the suggested settings for the other account lockout
values.

D.Set theAccount lockout thresholdpolicy toOand accept the suggested settings for other account lockout values.
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Answer: C

Explanation:

TheAccount lockout thresholdpolicy specifies the number of tries that a user (or intruder) gets to enter in an
incorrect

password before the account becomes locked out for the above specified time.A strong setting would be 3
attempts.

Incorrect Answers

A, B:Use the Windows 2000 System Key (SysKey) to protect EFS private keys. SysKey uses strong encryption
techniques to increase the protection of users' protected stores, including users' private keys for EFS. (Ref:
Windows

2000 Server Resource Kit). However, this does not address the problem in this scenario.

D:AnAccount lockout thresholdpolicy with a 0 setting would allow the password to be guessed at indefinitely

QUESTION 199

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.

The finance department uses a Windows 2000 member server named Certkiller 1 to store confidential files. The
files are

in a folder named Budget, which is shared as Budget. All users in the finance department are members of a
group

named Finance.

The NTFS permissions on the Budget folder and the files in that folder allow access only to the Administrators
group

and the Finance group. The NTFS permissions are configured to allow full control. The share permissions are
the

default permissions.

You want to track which users attempt to gain access to files in the Budget folder on Certkiller 1. You configure
auditing

on the Budget folder and all files in that folder. In the auditing entries, you enable Failed access on each access
type for

theEveryonegroup.

You test the auditing configuration by attempting to access the files in the Budget folder with a domain user
account that

does not have permissions to the file. You receive an "Access Denied" error message.

However, this failed attempt does not appear in the Security Event Log on Certkiller 1.

How should you correct this problem?

A.Configure the auditing entries to apply to the Administrators group and the Finance group, instead of
theEveryone

group.

B.Configure the auditing entries to include both failed and successful access for all access types.

C.Enable theAudit object accessoption for failed attempts in a new Group Policy object (GPO) that applies only
to

Certkiller 1.

D.Grant the Certkiller 1 computer account theGenerate security auditsright.
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E.Add NTFS permission access control entries to the Budget folder and all files in the folder that specifyDeny
Full
Controlpermission for theEveryonegroup.

Answer: C

Explanation:

We must enableAudit object access.Determines whether to audit the event of a user accessing an object (for
example,

file, folder, registry key, printer, and so forth) which has its own system access control list (SACL) specified.
By default, this value is set toNo auditingin the Default Domain Controller Group Policy object (GPO) and in
the local

policies of workstations and servers.

If you define this policy setting, you can specify whether to audit successes, audit failures, or not to audit the
event type

at all.Successaudits generate an audit entry when a user successfully accesses an object that has a SACL
specified.

Failureaudits generate an audit entry when a user unsuccessfully attempts to access an object that has a SACL
specified. You can selectNo auditingby defining the policy setting and uncheckingSuccessandFailure.
Incorrect Answers

A:The auditing entries correctly applies to theEveryonegroup. There is no need to change this configuration,
B:We do not need to audit successful access.

D:TheGenerate security auditsright lets users or processes create Security log entries. Software developers use
this

right to give their programs the ability to generate log entries for certain actions. Typically, software that
requires this

right will either grant it automatically during installation or instruct you to grant it to the software's service
account.

E:There is no need to change the NTFS permission to enable auditing.

QUESTION 200

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains three member servers that run Windows 2000 Server. All three servers use Routing and
Remote

Access to accept dialup

connections from remote Certkiller employees. You will soon add four more dialup

servers to

handle the demand for dialup

services.

The written security policy for Certkiller requires the start and end time of all dial up connections to be logged.
The logs

must be maintained for at least six months.

You need to configure the existing dialup

servers to comply with the written policy. You need to ensure that the

configuration can support additional dialup
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servers. You also want to minimize the amount if time you spend maintaining
dialup logs.

What should you do?

A.Enable auditing on each dialup

server.

Configure the Security log on each dialup

server to be 20 MB in size and to never overwrite events.

Save each Security log to an archived location every day.

B.Use the Eventcomb utility to collect the security events from each dialup
server every day.

Export the Security log from each dialup

server to a file every day.

C.Install Internet Authentication Service (IAS) on a new Windows 2000 Server computer.
Configure each dialup

server to use IAS for authentication and accounting.

Configure IAS to log authentication and accounting.

Use Task Scheduler to archive the 1AS log files every day.

D.Move the dialup

servers to a new organizational unit (OU).

Create a Group Policy object (GPO) and link the GPO to the new OU.
Configure the GPO to enable auditing for logon and logoff events.

Answer: C

Explanation:

We should centralize the authentication with an IAS server. Onlya single log needto be maintained and checked.
Furthermore, it is very easy to install and configure further RRAS servers to use the IAS server.

Incorrect Answers

A:The questionsstated :"minimize the amount if time you spend maintaining dialup

logs". Manually saving a log file every

day takes to much time.

B:This is the next best solution.

D:The questionsstated :" The logs must be maintained for at least six months". Default eventlog settings will not
allow six

months of logging.

QUESTION 201

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains a Windows 2000 Server computers and Windows 2000 Professional client computers.
Certkiller uses a Windows 2000 member server named Certkiller 1 as a file server. You configure Certkiller 1
to log all

events of users making a network connection to Certkiller 1. You regularly check the event log entries on
Certkiller 1

remotely from another computer in the domain.

On morning, you notice that the Security event log on Certkiller 1 does not contain any new log events for users
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making

a network connection for the last two days. You verify that users have connected to Certkiller 1 during the last
two days.

You also verify that the Audit logon events policy for successful events is enabled for Certkiller 1.

You want to ensure that Certkiller 1 resumes logging the network connection events.

What should you do?

A.Increase the maximum size of the security log for Certkiller 1.

B.Enable theAudit object accesspolicy for Certkiller 1.

C.Grant Certkiller 1 theGenerate security auditsright.

D.On Certkiller 1, change theCrashOnAuditFailregistry value tol.

Answer: A

Explanation:

The security log is full. We could

1.Set the Event Log Wrapping for "Overwrite Events as Needed." (not listed)
2.Decrease the amount of information being audited.

3.Increase the log file size and use a combination of the previous options listed above.
4.Disable auditing (not an option here since we must audit this event).

Incorrect Answers

B:Auditing worked successfully. We do not need to reconfigure the Audit policy.
C:Auditing worked successfully. We do not need to grant Certkiller 1 further rights.
D:Changing the Crash On Audit Fail registry value tolwould make Certkiller 1 crash when the security logs
fills up. It

improves security, but would not meet the requirements of this scenario.

QUESTION 202

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

The domain contains Windows 2000 Server computers and Windows 2000 Professional client computers.
Several of the Windows 2000 Server computers are deployed as file servers. Those file severs contain home
folders for

users on the network. Only users have permissions to access the files in their home folder.

You have delegated administration of the file servers to five assistant administrators. The assistant
administrators are

members of the local Administrators group on each of the file servers and do not have administrative privileges
on the

domain.

The written security policy for Certkiller specifies that administrators are not allowed to read the content of the
files in

user's home folders. You want to track whether the assistant administrators comply with the written policy.
You configure the Event comb utility to collect the security events for exercising a user right on the file servers
and scan

for the use of the "Take ownership of files and other objects” user right and the "Backup files and directories
user" right.

You want to ensure that when these events occur, they are logged in the event logs on the file servers.
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What should you do? (Each correct answer presents part of the solution. Choose two)
A.Enable theAudit privilege use policy for the file servers.

B.Enable theAudit system events policy for the file servers.

C.Enable theAudit the access of global system objects security option for the file servers.
D.Enable theAudit use of Backup and Restore privilege security option for the file servers.
E.Grant the file server computer accounts the Generate security audits right.

F.Grant the file server computer accounts the Profile system performance right.

Answer: A, D

Explanation:

A:Privileges indicate rights assigned to Administrators or other power users. Tracks all user rights except
Bypass

Traverse Checking, Debug Programs, Create a Token Object, Replace Process Level Token, Generate Security
Audits, Back Up Files and Directories, and Restore Files and Directories.Tracks all user rights except Bypass
Traverse

Checking, Debug Programs, Create a Token Object, Replace Process Level Token, Generate Security Audits,
Back

Up Files and Directories, and Restore Files and Directories.

Note: TheAudit use of all user rights including Backup and Restore setting under Security Options will audit
those

user rights excluded here.

D:When you set this option, the exercise of Backup and Restore will be logged.

Incorrect Answers

B:System events includes a user restarted or shut down the computer, or an event occurred that affects Windows
2000

security or the security log

C:Global system objects include internal objects. Auditing these objectsareinteresting for driver and systemlevel
programmers, but not useful in this scenario.

E:The LocalSystem account already has the Generate Security Audits right.

F:The Profile system performance determines which users can use performance monitoring tools to monitor the
performance of system processes.

QUESTION 203

You are the administrator of Certkiller 's Web server named Certkiller 1. Certkiller 1 runs Windows 2000
Server and

Internet Information Services (11S). Certkiller 1 provides services to Internet users and is connected directly to
the

Internet.

During the afternoon, Certkiller 1 stops responding to request from Internet users. You restart the server, and it
appears

to work normally. Three hours later, the server again stops responding to requests from Internet users. You run
the

netstat.exe command and discover thousands of TCP connections in halfopen

state.

The Web services running on Certkiller 1 will function correctly only if Certkiller 1 is connected directly to the
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Internet.

You need to make Certkiller 1 more resistant to this type of attack.
What should you do?

A.Configure an 11S bandwidth throttle of 512 Khbps.

B.Increase the amount of memory installed in Certkiller 1.
C.Configure Certkiller 1 to accept connections only on port 80.
D.Modify the server's registry to decrease the SYN_ACK timeout.

Answer: D

Explanation:

Decreasing the SYN_ACK timeout would improve the situation. TCP connections would be active for a smaller
amount of time.

Note: TCP Spoofed Connection Request (SYN): Uses the first two steps of the threeway

handshake. The scanning

system sends a packet with the reset (RST) flag for the last step instead of a status acknowledge (ACK) thereby
not

establishing a complete connection. TCP connect scan. Less likely to be detected or filtered by security devices
since

connection is never established. Somewhat slower than a TCP connect scan

Timeout

tolerance.To protect the Web site and other extranet resources from a denail of service attack, the firewall
should support timeouts

for disconnected sessions. This feature prevents SYN flooding attacks against the network.

Reference:

Microsoft Security Operations Guide for Windows 2000 Server, p.21

QUESTION 204

You are the administrator of Certkiller 's Web server. This server runs Windows 2000 Advanced Server and
Internet

Information Services (11S). The server contains static Web pages and is connected directly to the Internet.
During the week, the server stops responding 15 times, and users cannot access its Web pages. Each time the
problem

occurs,you restart the server and restore it to service. You examine the 11S log files and discover that the server
has

been the target of a denialofservice

(DoS) attack.

You need to make your Web site more resistant to DoS attacks against I1S.

What should you do?

A.Modify the server's registry to increase the SYN_ACK timeout.

B.Configure IP port filtering on the server so that only ports 80 and 443 are accepted by the server's network
adapter.

C.Configure the server's recover options so that the server automatically restarts after encountering a STOP
error.

D.Install an additional Web server that is running Windows 2000.

Configure the new server to host the same Web pages as the original server.
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Configure Network Load Balancing (NLB) between the two Web servers.
Answer: A

Explanation:

TCP Spoofed Connection Request (SYN): Uses the first two steps of the threeway

handshake.

The scanning system sends a packet with the reset (RST) flag for the last step instead of a status acknowledge
(ACK) thereby not establishing a complete connection. TCP connect scan. Less likely to be detected or filtered
by

security devices since connection is never established. Somewhat slower than a TCP connect scan.

Timeout

tolerance.To protect the Web site and other extranet resources froma denailof service attack, the firewall
should support timeouts

for disconnected sessions. This feature prevents SYN flooding attacks against the network.

(MS Press Designing

Microsoft Windows 2000 Network Security Training Kit ebook, Chapter 14, Lesson 1)

Reference:

Microsoft Security Operations Guide for Windows 2000 Server, p.21

QUESTION 205

You are the administrator of Certkiller 's Web server. This server runs Windows 2000 Server and Internet
Information

Services (11S): 11S is installed with the default settings and included all optional components. The server is used
only as a

Web server.

During the week, the server stops responding several times, and users cannot access its Web pages. You
examine the

server's 11S log files and discover that the SMTP and Network News Transfer Protocol (NNTP) services have
received more than 300,000 connection requests and none were completed or properly closed. You suspect that
the

services have been targets of a denialofservice

(DoS) attack.

You need to make the server more resistant to DoS attacks.

What should you do?

A.Uninstall the SMTP, NNTP, and FTP services.

B.Modify the registry to increase the SYN_ACK timeout.

C.Configure a bandwidth throttle of 1.024 Kbps on the server's default Web site.

D.Install URLScan on the server.

Answer: D

Explanation:

Urlscan is a powerful security tool that works in conjunction with thellS Lockdown Toolto give I1S Web site
administrators the ability to turn off unneeded features and restrict the kind of HTTP requests that the server
will
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process. By blocking specific HTTP requests, the Urlscan security tool prevents potentially harmful requests
from

reaching the server and causing damage. Urlscan screens all incoming requests to the server and filters them
based on

rules set by the administrator. This secures the server by ensuring that only valid requests are processed.
Urlscan is

effective in protecting Web servers because most malicious attacks share a common characteristic they
involve the use

of a request that's unusual in some way. For instance, the request might be extremely long, request an unusual
action, be

encoded using an alternate character set, or include character sequences that are rarely seen in legitimate
requests. By

filtering out all unusual requests, Urlscan prevents them from reaching the server and potentially causing
damage.

Note:Denial of Service (DoS) attacksinvolvetying up the resources of a system sufficiently to prevent it from
performing

its normal function. The following defensive steps will help you prevent these types of attacks:

1.Keep systems updated with the latest security patches.

2 .&161472:Block larpe pinp packets at the router and f

3. Apply anb-spool

on the internal network.

4 &461472:Tker the ICMP messages on the

5 &461472:Develop a del

299

that

targets the bandwidth between your ISP and your perimeter network.

6.&701472;Disable the response to directed broadcasts,

7 &5461472: Apply proper router and [

8.8%01472:Ise an [1)S system to check f

generate an alert if it detects ICMP_ECHOREPLY without associated ICMP_ECHO packets. (Microsoft
Security

Operations Guide for Windows 2000 Server p.24)

Reference:

Q309394: HOW TO: Use URLScan with FrontPage 2000

Q309508: 11S Lockdown and URLscan Configurations in Exchange Environment

Q309677: XADM: Known Issues and Fine Turning When You Use the IS Lockdown Wizard in an Exchange
2000

Environment

Q311595: XCCC: How to Install and Configure Microsoft Security Tool Kit On a Microsoft Mobile
Information

Server

Q312376: HOW TO: Configure URLScan to Allow Requests with a Null Extension in 11S

Q313131: HOW TO: Use URLScan with Exchange Outlook Web Access in Exchange Server 5.5
Q311862: How to UseThellS Lockdown Tool with Small Business Server

Q311350: HOW TO: Create a Custom Server Type for Use with the 1S Lockdown Wizard
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Incorrect Answers

A:lt is not necessary to uninstall these services.

B:Increasing the SYN_ACK timeout would not improve the situation. Decreasing, not increasing,this value
helps for

SYNACK

attacks, but arenot so effective for DoS attacks.Note: TCP Spoofed Connection Request (SYN): Uses the

first two steps of the threeway

handshake. The scanning system sends a packet with the reset (RST) flag for the last

step instead of a status acknowledge (ACK) thereby not establishing a complete connection. TCP connect scan.
Less

likely to be detected or filtered by security devices since connection is never established. Somewhat slower than
aTCP

connect scan. (Reference: Microsoft Security Operations Guide for Windows 2000 Server, p.21)Timeout
tolerance.

To protect the Web site and other extranet resources from a denail of service attack, the firewall should support
timeouts for disconnected sessions. This feature prevents SYN flooding attacks against the network. (MS Press
Designing

Microsoft Windows 2000 Network Security Training Kit ebook, Chapter 14, Lesson 1)

C:Bandwidth configuration would not make the server more resistant to DoS attacks.

QUESTION 206

You are the network administrator for Certkiller . The network consists of a native mode Windows 2000 Active
Directory domain. All client computers run Windows 2000 Professional or Windows NT Workstation 4.0. All
Windows NT Workstation 4.0 client computers have the Microsoft Directory Services client installed. The
written

security policy for Certkiller requires all communications between computers in the network to be encrypted
where

possible.

You install Certificate Services on a Windows 2000 Server computer and configure the server to act as an
enterprise root Certification Authority (CA) for the domain. You configure the CA to issue IPSec certificates.
You configure the Default Domain Policy Group Policy object (GPO) to issue IPSec certificates to all
member computers automatically.

You create two new organizational units (OUs) in the domain: Desktops and Servers. The Desktops OU
contains the computer accounts for all client computers. The Servers OU contains the computer accounts for
all server computers.

In each OU, you create and configure a GPO to apply IPSec policies to the computers as shown in the
following table.

ou GPO name IPSec policy assigned
Domain controllers SecurityDC Secure Server (Require Security)
Servers SecuritySRV Secure Server (Require Security)
Desktops SecurityDTop Client (Respond only)
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You also configure the IPSec policies to use only IPSec certificates issued by the root CA for authentication.
Users with computers running Windows NT Workstation 4.0 report that they cannot access resources
located on any network server. However, these users access resources located on other client computers.
Users with computers running Windows 2000 Professional do not report similar problems.

You need to ensure that all client computers can access server based

resources.

What should you do?

A.Configure all IP Sec policies in all OUs to use Kerberos as the authentication protocol.

B.Configure the Secure Server (Require Security) IPSec policy to use a preshared key for key exchange.
C.Assign the Server (Request Security) IPSec policy in the Security DC

GPO and the Security SRV

GPO.

D.Use the Web based

Certificate Enrollment tool to request and install computer certificates on the Windows NT

Workstation 4.0 computers.

Answer: C

Explanation:

Server (Request Security) This

policy is for computers that require secure communications. These computers will

accept unsecured traffic, but they will always attempt to secure subsequent communications by requesting
security from

the sending computer. If the sending computer does not respond positively, all communications are sent without
using

IPSec. In our scenario the windows 2000 workstations wil be using IPsec and our Windows NT4 machines will
not use

IPsec but NTLMv2 for instance.

Incorrect Answers

A:Since we have Windows NT4 clients in our network, we are not able to use the Kerberos authentication
protocol.

We have Directory Services client installed on the Windows NT4 machines but the maximum security we can
have is

NTLMv2 authentication protocol.

B:Secure Server (Require Security) This

policy will require computers to use IPSec and secure their

communications. Computers assigned to this policy will always reject unsecured communications, and outgoing
traffic

will always be secured. Since our Windows NT4 machine can NOT use IPsec we can not use this setting.
D:There is no such thing asWebbased

Certificate Enrollment tool. Only a Certificate Enrollment ActiveX Control that

can be used on the windows NT4 workstations.howeverthis will be alot of work.

QUESTION 207
You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory



070-214

domain.

Thedomain includethree Windows 2000 Advanced Server computers configured as domain controllers and
Windows

2000 Professional client computers. Thenetwork also includeWindows 98 client computers.

The three domain controllers are the only computers on the network that are running Windows 2000 Advanced
Server.

All Windows 2000 computers are configured to use all available authentication methods. All domain computer
accounts

are located in an organizational unit (OU) named Clients.

You must ensure that all Windows 98 client computers implement only the most secure authentication method
available

to them.

What should you do? (Each correct answer presents part of the solution. Choose two)

A.Install the Microsoft Directory Services Client on the Windows 98 client computers.

B.Install the Windows 98 Dialup

Networking Security Upgrade on the Windows 98 client computers.

C.Create a new Group Policy object (GPO) and link it to the Clients OU.

Set theLAN Manager Authentication Levelpolicy toSendNTLMv2 response only\refuse LM.

D.Create a new Group Policy object (GPO) and link it to the Clients OU.

Set theLAN Manager Authentication Levelpolicy toSendNTLMv2 response only.

E.On each Windows 98 client computer, create anLSAregistry subkey subordinate to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control.

Create anLMCompatibilityLevelvalue and set the value to3.

Answer: A, E

Explanation:

NTLM 2 is the most secure LAN Managerauthentication

level.

NTLM2 support to Windows 95 and Windows 98 can be added by installing the Directory Services Client from
the Windows 2000 CDROM.

We also need to activate NTLM on the clients by reconfiguration of the Registry (see

below). By enforcing use of NTLMv2 we would ensure that the most secure authentication method is available.
Procedure to activate NTLM 2 on the client:

1.Start Registry Editor (Regedit.exe).

2.Locate and click the following key in the registry:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control

3.Create an LSA registry key in the registry key listed above.

4.0n theEditmenu, clickAdd Value, and then add the following registry value:

Value Name:LMCompatibilityData Type: REG_DWORDValue: 3Valid Range: 0,3Description: This parameter
specifies the mode of authentication and session security to be used for network logons. It does not affect
interactive

logons.

oLevel U - Send LM and NTLM response; never use NTLM 2 session sceurty, Chients will use LM and NTLM

authentication, and never use NTLM 2 session security; domam controllers accept LM, NTLM, and NTLM 2

authentication.
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oLevel 3 Send NTLM 2 response only. Clients will use NTLM 2 authentication and use NTLM 2 session
security if

the server supports 1i; domam conirollers accept LM, NTLM, and NTLM 2 auihentication.

NOTE: To enable NTLM 2 for Windows 95 Clients, install Distributed File System (DFS) Client, WinSock 2.0
Update, and Microsoft DUN 1.3 for Windows 2000.

5.Quit Registry Editor.

Note:TheLAN Managerauthenticationleveldetermines which challenge/response authentication protocol is used
for

network logons. This choice affects the level of authentication protocol used by clients, the level of session
security

negotiated, and the level of authentication accepted by servers. The NTLM authentication package in Windows
2000

supports three methods of challenge/response authentication: LAN Manager (LM) which is least secure, NTLM
version

1, NTLM version 2 which is the most secure.

By default, all three challenge/response mechanisms are enabled. You can disable authentication using weaker
variants

by setting the LAN Managerauthenticationlevel security option in local security policy for the computer.
Reference:

How to Enable NTLM 2 Authentication for Windows 95/98/2000 and NT, Microsoft Knowledge Base Atrticle
Q239869

Incorrect Answers

B:The Dialup

Networking Security Upgrade is not required by Windows 98 clients.

C, D:We must reconfigure the Registry of the client computers. We cannot deploy the reconfiguration through
GPOs.

QUESTION 208

You are the administrator of a Windows 2000 Server computer named Certkiller 1. The server has two network
adapters named Nicl and Nic2 and is connected to two internal network segments. The IP addresses of the
server are

10.1.5.2/24 on Nicl and 10.1.6.2/24 on Nic2.

Both network segments contain Windows 2000 Professional client computers. All computers are members of
the same

Windows 2000 Active Directory domain. The Windows 2000 Professional client computers are configured with
the

Client (Respond Only) IPSec policy.

You want to ensure that all network traffic to and from Certkiller 1 and the segment connected to
Nic2isencrypted.

Users on other computers on that segment should not be able to read the information in the network packets.
You do not want to encrypt the network traffic on the segment connected to Nicl.

What should you do?

A.On Certkiller 1, change theAdvanced TCP/IP Settingsof Nic2 to use theSecure Server (Require
Security)IPSec

policy.

B.On Certkiller 1, change theAdvanced TCP/IP Settingsof Nic2 to enable TCP/IP filtering.
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C.On Certkiller 1, add input filters for any protocol to IP address 10.1.6.2, and add the output filters for any
protocol

from IP address 10.1.6.2.

D.Configure the local policy on Certkiller 1 to assign an IPSec policy with a mirrored security rule for all
network traffic

to IP address 10.1.6.2

Answer: A

Explanation:

We change the IPSec security policy on NIC2 toSecure Server (Require Security). This will ensure that all
traffic to

and from the server on NIC2 is encrypted.

Procedure configurelP security policy for a network adapter:

1.0pen Local Area Network (or similar) Properties for the Network adapter.

2.Select Internet Protocol (TCP/IP)

3.ClickProperties.

General | Sharing |

Connect uzing:

| B3 Realtek RTLE139(4)-based PCI Fast Ethernet Adapter

Components checked are uzed by this connection:

=] 5‘- File and Printer Sharing for Microzoft Metworks ;’
W]~ PPP over Ethernet Protacal

o

| »
Inztall... I rmstall I{;_ Froperties

4

— Dezciption

Tranzmizzion Conlrol Protocol/internet Protocol. The default
wide area hetwork protocaol that provides communication
acrogz diverse interconnected networks.

[™ Showicon in taskbar when connected

Ok | Cancel |

4.Click theAdvancedbutton.
5.Select theOptionstab, selectlP Security, selectProperties
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Advanced TCP/IP Settings 2 x|
P Settings | ONS | wins (@

Dptional setings;

TCF/F filtering

G
==

Description;

IP zecurity pratects the confidentiality, integity and authenticty of 1P
packets between two computers on a network. 1P security settings
apply to all connections for which TCR/P iz enabled,

6.SelectUse this IP security policyand selectSecure Server (Require Security).

IP zecurity zettings apply to al connections forwhich TCR/AP & enabled.
= Do not use IPSEC

4% 1 lze thiz IF zecurity policy

Selected P zecuity policy dezcription;

Far all IF traffic; always require security using Kerberas trust. Do NOT
allowy unzecured communication with untnisted clients.

Ok l Cancel

Incorrect

Answers

B:TCP/IP filtering does not enable encryption.
C:Input and output filters do not provide filtering.
D:There is no such thing as mirrored security role.

QUESTION 209

You are the network administrator for Certkiller . The network consists of a Windows 2000 Active Directory
domain.

All client computers run Windows 2000 Professional.

Each department at Certkiller is in a separate organizational unit (OU) in the domain. Each departmental OU
contains

user, group, and computer accounts for that department.

The human resources (HR) department has one Windows 2000 Server computer named Certkiller 1. The written
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se(?urity policy for the HR department requires all network communications with Certkiller 1 to be encrypted.
cccllrﬁgtuters in the HR department must also be able to communicate with servers in other departments.

The administrator for Certkiller 1 creates a Group Policy object (GPO) named HRLockdown and links the GPO
ﬁFshSU_. HRLockdown is configured with the No Override check box selected. The administrators configure
Znnde\{;l\/S SIIF(;:]Snec policy named HRSec in the HRLockdown GPO with the parameters shown in the following table.

Properties Settings Parameters (if required)
Tunnel setting No IPSec tunnel specified

Connection type All connections

Authentication Kerberos

IP filter list All IP traffic Source address: ANY

SourcePort: ANY
Destination address: ANY
Source port: ANY
Destination address: ANY
Destination port: ANY

Filter action Require security

The administrator reports that communications are secure within the department but that users in the department
cannot

access resources located on other network servers.

You need to ensure that client computers in the HR department can communicate with other network servers,
while

maintaining the HR department's written policy.

What should you do?

A.Unassign the HRSec policy in the HRLockdown GPO.

Create child OU's named Servers and Clients in the HR OU.

Move the computer accounts for the client computers and for Certkiller 1 to the appropriate OUs.

Create a GPO and link it to the Clients OU.

Assign theClient (Respond Only)IPSec policy to that GPO.

Create a GPO and link it to the Servers OU.

Assign theSecure Server (Require Security)IPSec policy to that GPO.

B.Unassign the HRSec policy in the HRLockdown GPO.

Create child OUs named Servers and Clients in the HR OU.

Move the computer accounts for the client computers and for Certkiller 1 to the appropriate OUs.
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Create a GPO and link it to the Clients OU.

Assign theClient (Respond Only)IPSec policy to that GPO.

Create a GPO and link to the Servers OU.

Assign theServer (Request Security)IPSec policy to that GPO.

C.Create a child OU named Clients in the HR OU and move the client computer accounts to the OU.

Create a GPO and link it to the Clients OU.

Assign theClient (Respond Only)IPSec policy to the GPO.

In the HRSec policy, specify the IP subnet address used by computers in the HR department as the source and
destination addresses.

In the HRSec policy, set the filter action property toRequest security.

D.Create a child OU named Servers in the HR OU and move the computer account for Certkiller 1 to the OU.
Create a GPO and link it to the Servers OU.

Assign theSecure Server (Require Security)IPSec policy to the GPO.

In the HRSec policy, specify the IP subnet address used by computers in the HR department as the source and
destination addresses.

In the HRSec policy, set the filter action property toRequest security.

Answer: A

Explanation:

We cannot use the same IPSec policy for the server and for the clients. The Server must use theSecure Server
(Require Security)IPSec policy to ensure that all communction to and from Certkiller 1 is encrypted. The clients
only

need the use theClient (Respond Only) IPSec policy.We separate the server and the client computers by using
separate OUs.

Incorrect Answers

B:The GPO linked to the Servers OU must use theSecure Server (Require Security)IPSec policy to ensure that
all

communction to and from Certkiller 1 is encrypted.

C:The HRLockdown GPO will override the GPO linked to the Clients OU. TheSecure Server (Require Security)
policy will still be used the client computers.

D:The HRLockdown GPO will override the GPO linked to the Servers OU. TheSecure Server (Require Security)
policy will not be used on Certkiller 1.





